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PERSONAL DATA PROTECTION
CONFIDENTIALITY AGREEMENT

This Agreement made on between:

First Party: SMSA Support Services Co. W.L.L

Second Party:
Passport No:
ID Number:

Preamble:

As the Second Party is working with the First Party
since in the Position

( ) Whereas during the course
of his employment, the Second Party has gained and
shall have awareness and access to personal data of
employees, managers and stakeholders as a result of the
second party being employed within an area that
continuously exposes him/her to various categories of
personal data for a variety of reasons that are including
but not limited to: Hiring procedures, Government
Transactions, Payroll processing, work permits and/or
visa issuance, Medical information, Employment
contracts, Personal data & identification documents.
The Second Party acknowledges that the obligations
under this Agreement apply to all personal data
accessed or obtained from the commencement of
employment on

The above facts have necessitated the execution of this
Personal Data Protection Confidentiality Agreement.
For the purposes of this Agreement, "Personal Data"
shall have the meaning ascribed to it under Article 1 of
the Personal Data Protection Law (Law No. 30 0f 2018)
of the Kingdom of Bahrain, being any data relating to
an identified or identifiable natural person. "Sensitive
Personal Data" means any personal data revealing —
directly or indirectly- an individual’s race, ethnic
origin, political or philosophical opinions, religious
beliefs, trade union affiliation, personal criminal
record, or any data relating to his or her health or sexual
status, as set out in Article 9 of the PDPL, the
processing of which is subject to the additional
conditions and heightened protections prescribed
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thereunder.

SMSA  Support Services Co. W.L.L

(hereinafter referred to as the "Company") acts as the
"Data Controller" within the meaning of the PDPL with
respect to the personal data processed in connection
with this Agreement.

- Now it is hereby agreed as follows:

Preamble shall be an integral part of this Agreement.

1.

During and after the employment of the second
party with SMSA Support Services Co. W.L.L
(with post-employment obligations continuing for
so long as the relevant personal data or confidential
information retains its confidential character, or for
a period of five (5) years following the termination
of employment, whichever is longer), the second
party acknowledges, undertakes, and agrees to
comply with the following obligations:

A.

Access personal data only when required
and authorized for job responsibilities and
in accordance with a lawful basis under the
PDPL.

Collect only personal data that is adequate,
relevant, and limited to what is necessary
in relation to the purposes for which it is
processed, in accordance with the data
minimization principle under the PDPL.
Maintain the confidentiality of, and not
disclose, all personal data and company
information, including but not limited to
trade secrets, business strategies, financial
data, and other proprietary information.
Not to disclose any personal data or
information unless authorized by the data
subject, the Company, or as required by
applicable law.

Use personal data obtained in the course of
employment strictly in compliance with
applicable law and Company policies, and
solely for authorized employment
purposes.

Protect digital and physical records and
files from unauthorized access, disclosure,
alteration, destruction, or loss.

Follow all company information security,
records management, and data protection
policies. The Second Party acknowledges
and consents to the Company's right to
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monitor, audit, and inspect compliance
with this Agreement and applicable data
protection policies, including reviewing
system access logs and data handling
practices, subject to applicable law. Failure
to cooperate with any such monitoring,
audit, or inspection shall constitute a
breach of this Agreement.

H. Immediately report, and in any event
within twenty-four (24) hours of becoming
aware of, any suspected data breach,
unauthorized disclosure, or security
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I.  Maintain confidentiality during and after
the employment with the Company. The
Second Party shall cooperate with the
Company in responding to data subject
requests exercised under the PDPL,
including but not limited to requests for
access to, rectification of, or erasure of
personal data, and shall promptly refer any
such requests received directly to the
designated Data Protection Officer.

2. The second party shall be prohibited from treating
the information in the following manners:
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H. Retain personal data longer than necessary or
without a lawful basis.

I.  Transfer personal data to third parties without
the prior written authorization of the Company,
except where:

e required by law.

e necessary for employment administration,
provided such transfer complies with the
requirements of the PDPL and is limited to
the minimum data necessary for the
specific administrative purpose.

e required for  contractual
supporting employment; or

e authorized by the data subject where
consent is the applicable legal basis.

services

The Second Party agrees that upon the termination
of the contractual relationship with SMSA Support
Services Co. W.L.L., whether by resignation,
termination of employment, or for any other reason,
his/her access to all Company systems, databases,
and records containing personal data shall be
immediately revoked, and he/she shall, within five
(5) business days of such termination, deliver to the
designated person or the concerned department all
data, information, documents, and records obtained
during the course of his/her employment, whether
in electronic or physical form, including any data
stored on personal devices, personal cloud storage
accounts, or messaging applications. The Second
Party further undertakes not to retain any copies,
images, storage media, backups, or any other form
of such information, and shall permanently delete
all electronic copies in his/her possession or
control, and shall upon request provide written
confirmation of such return and deletion.

The Second Party acknowledges that he/she shall
bear full legal responsibility for any violation of or
breach of any provision of this Agreement, whether
during the term of the employment relationship or
after its termination, and shall indemnify and hold
harmless SMSA Support Services Co. W.L.L.
against all losses, damages, costs, and expenses
(including reasonable legal fees) arising from such
breach. SMSA Support Services Co. W.L.L. shall be
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entitled to take all appropriate legal, administrative,
and disciplinary actions against the Second Party in
accordance with the Personal Data Protection Law
(PDPL) of the Kingdom of Bahrain, the Labor Law
for the Private Sector of the Kingdom of Bahrain, the
Company's approved Disciplinary Violations and
Penalties Regulations (DVD), and any other
applicable laws or regulations.

5. Acknowledgement:

I acknowledge that I have read, understood, and agree
to comply with the Personal Data Protection
Confidentiality Agreement, the related company’s
policy and shall comply with all stated articles as
defined within this document. I further acknowledge
that I have received a signed copy of this Agreement for
my records. The Parties agree that this Agreement shall
be governed by and construed in accordance with the
laws of the Kingdom of Bahrain, including but not
limited to the Personal Data Protection Law (Law No.
30 of 2018) and its implementing regulations. Any
disputes arising from or in connection with this
Agreement shall be subject to the exclusive jurisdiction
of the competent courts of the Kingdom of Bahrain. In
the event of any conflict or inconsistency between the
Arabic and English versions of this Agreement, the
Arabic version shall prevail.

First Party: SMSA Support Services Co. W.L.L
Human Resources Department

Second Party:
Passport No:
ID Number:
Date:

Signature:
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