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	Purpose
	This policy ensures that all changes are identified, assessed, approved, implemented, and reviewed in a controlled manner so that they do not cause:
· safety incidents
· service disruption
· system failure
· regulatory violations
· audit findings
It applies to employees, contractors, and third parties performing work on behalf of SMSA.

	Brief
	Uncontrolled changes are a major root cause of incidents and non-compliance.
The MOC Form is mandatory evidence that:
· risks were considered
· responsibilities were assigned
· approvals were obtained
· controls were verified
Any in-scope change made without MOC approval is an uncontrolled change.

	Mandatory Use of the MOC Form
	The MOC Form must be completed and approved before implementation for any change that may affect:
· safety, health, or environment
· operations or service delivery
· systems or data
· compliance or legal obligations
· roles, responsibilities, or authority
· business continuity or security
If a change affects risk, safety, systems, responsibility, compliance, or continuity — the MOC Form MUST be filled by the responsible department.


	Roles & Accountability

	· Change Owner: Responsible department
· Department Head: Approval authority
· QRM / IT / Security: Risk review
· Senior Management: Oversight and enforcement

	Change Categories & Responsibilities
	I. Facilities, Buildings & Physical Infrastructure Changes
Responsible Department: Administration 
Why MOC is required:
Physical changes affect safety, access, fire protection, evacuation, and equipment movement.
MOC required for:
· layout changes
· racking, electrical, civil, or structural works
· access routes or traffic flow changes
Example 1:
Warehouse racking reconfiguration → Admin raises MOC, QRM reviews safety.
Example 2:
New electrical power points installed → Admin raises MOC, compliance check required.

II. Operational & Process Changes
Responsible Department: Operations
Why MOC is required:
Operational changes affect service quality, error rates, and customer commitments.
MOC required for:
· workflow or handover changes
· delivery, sorting, or scanning process changes
Example 1:
New sorting sequence introduced → Operations raises MOC, QRM reviews impact.
Example 2:
Change in delivery cut-off time → Operations raises MOC, customer impact assessed.

III. Organizational Structure & Personnel Changes
Responsible Department: Human Resources (HR)
Why MOC is required:
Structural changes affect authority, accountability, and segregation of duties.
MOC required for:
· reporting line changes
· department restructuring
· role authority changes
Example 1:
Security reporting moved under Operations → HR raises MOC, risk reviewed.
Example 2:
Removal of a supervisory role → HR raises MOC, impact on controls assessed.

IV. IT Systems, Software & Technology Changes
Responsible Department: IT Department
Why MOC is required:
System changes can impact service availability, data security, and compliance.
MOC required for:
· system upgrades or integrations
· access rights or infrastructure changes
Example 1:
New CORE module deployment → IT raises MOC, security review required.
Example 2:
Change in user access privileges → IT raises MOC, segregation check required.

V. Safety, Health & Environmental (HSE) Changes
Responsible Department: QRM Department 
Why MOC is required:
Safety and environmental risks must be assessed before changes are made.
MOC required for:
· new hazards or controls
· emergency response changes
Example 1:
Introduction of new technology/ equipment → QRM raises/reviews MOC, risk assessment done.
Example 2:
Change in emergency assembly point → QRM raises MOC, drills updated.

VI. Security Changes
Responsible Department: QRM Department
Why MOC is required:
Security changes affect theft risk, access control, and investigations.
MOC required for:
· CCTV or access control changes
· guard deployment changes
Example 1:
CCTV coverage reduced → QRM raises MOC, risk reviewed.
Example 2:
Change in gate access procedure → QRM raises MOC, approval required.

VII. Business Continuity Changes
Responsible Department: QRM / Business Continuity
Why MOC is required:
Continuity changes affect resilience and recovery capability.

MOC required for:
· backup site or hub changes
· supplier or route dependency changes
Example 1:
New backup hub designated → QRM raises MOC, testing required.
Example 2:
Change in disaster recovery vendor → QRM raises MOC, BC plan updated.

VIII. Procurement, Vendors & Outsourcing Changes
Responsible Department: Procurement / Contract Management
Why MOC is required:
Supplier changes introduce quality, compliance, and continuity risks.
MOC required for:
· new critical vendors
· outsourcing operational services
Example 1:
New outsourced courier engaged → Procurement raises MOC, Ops & QRM review.
Example 2:
Change in maintenance contractor → Procurement raises MOC, QRM review required.

IX. Financial & Compliance-Related Changes
Responsible Department: Finance / Compliance
Why MOC is required:
Financial process changes may increase fraud or regulatory risk.
MOC required for:
· COD handling changes
· invoicing or approval process changes
Example 1:
New COD reconciliation process → Finance raises MOC, QRM review.
Example 2:
Change in invoice approval authority → Finance raises MOC, segregation checked.

	Contractors & Third-Party Requirements 
	I.   Mandatory Compliance
All contractors, subcontractors, and third parties must comply with this MOC policy when:
· working on SMSA premises
· affecting SMSA operations, systems, or safety
· providing outsourced or managed services
II.  Contractor MOC Responsibilities
· Contractors must not implement changes independently
· Any proposed change must be:
· raised by the responsible internal department, or
· reviewed and approved through the MOC process
III. Contractor Examples
Example 1:
Contractor proposes layout change → Admin raises MOC, contractor follows approval.
Example 2:
IT vendor changes system configuration → IT raises MOC, security review required.
Contractor non-compliance = contract breach and potential site removal.

	Unplanned / Emergency Changes

	In emergencies:
· Immediate action may be taken to prevent harm
· The MOC Form must still be completed afterward
· Full review and approvals must follow
Emergency does not remove accountability.

	Post-Implementation Actions (Mandatory)
	Required Post Actions
After implementation:
· verify controls work as intended
· confirm training completion
· update procedures and documents
· ensure no new risks were introduced
Post-Implementation Review
Required for medium and high-risk changes, within 7–30 days.
Example 1:
After system upgrade → review incidents and downtime.
Example 2:
After process change → review errors and customer complaints.

	ISO & Regulatory Alignment
	This policy aligns with:
· ISO 9001:2015 – Clauses 6.3, 5.3
· ISO 45001:2018 – Clause 8.1.3
· ISO 22301:2019 – Clause 8.4
· ISO/IEC 27001 – Clauses 6.1, 8.1
And applicable national laws and regulatory requirements.

	Consequences of Not Completing the MOC Form
	(Mandatory – No Exceptions)
What Happens If the MOC Form is not Filled
If a change that requires Management of Change (MOC) is implemented without completing and approving the MOC Form, the change will be considered an:
Uncontrolled Change
An uncontrolled change means:
· risks were not properly assessed
· responsibilities were not clearly assigned
· approvals were bypassed
· compliance may have been breached
This exposes SMSA to incidents, service failure, legal penalties, and audit non-conformities
Immediate SMSA Actions
If it is identified that a required MOC Form was not completed:
· The change may be stopped or reversed
· A retrospective MOC must be completed immediately
· A management review may be triggered
· Corrective and disciplinary actions may be applied in line with SMSA procedures
Employee & Management Accountability
Failure to follow this policy may result in:
· disciplinary action
· performance impact
· escalation to senior management
“I was not aware” is not an acceptable excuse, as this policy clearly defines when MOC is mandatory.

	ISO Standards Affected if MOC is not Followed
	Failure to complete the MOC Form for applicable changes will result in direct non-conformities against the following ISO standards:
ISO 9001:2015 – Quality Management System
Clause 6.3 – Planning of Changes
Requires organizations to:
· consider purpose of the change
· assess consequences
· allocate resources
· assign responsibilities
If MOC is not completed:
SMSA cannot demonstrate planned and controlled change.

Clause 5.3 – Organizational Roles, Responsibilities & Authorities
Uncontrolled structural or role changes violate this clause.

ISO 45001:2018 – Occupational Health & Safety
Clause 8.1.3 – Management of Change
Requires formal control of changes affecting OH&S.
If MOC is not completed:
Any safety-related change becomes a major non-conformity.

ISO 22301:2019 – Business Continuity Management
Clause 8.4 – Evaluating and Controlling Changes
Requires evaluation of changes that may affect continuity capability.
If MOC is not completed:
The organization cannot prove continuity risks were evaluated.

ISO/IEC 27001 – Information Security Management
Clause 6.1 – Information Security Risk Assessment
Clause 8.1 – Operational Planning and Control
If system or access changes are made without MOC:
This is a direct violation of risk-based control requirements.

Regulatory & Legal Impact (Non-ISO)
Failure to control changes may also result in:
· breach of national labor laws (role & responsibility clarity)
· breach of safety and civil defense requirements
· breach of data protection or cybersecurity regulations
· contractual breaches with customers or regulators
These may lead to:
· fines or penalties
· license suspension
· reputational damage


	Simple Executive & Employee Rule 
	If a required MOC Form is not filled, SMSA is considered non-compliant with ISO standards and regulatory expectations.
No discussion. No exceptions

	Final Statement 
	This policy is mandatory.
Failure to comply will be treated as a governance, compliance, and risk management failure.
















Management of Change (MOC) Applicability Matrix
	Change Type
	Example (SMSA context)
	Risk Level
	MOC Required?
	Required Control 
(What is enough)

	End-user laptop replacement
	Old laptop replaced with new one (same role)
	Low
	❌ No 
(Light control only)
	IT ticket, data transfer, asset update, access approval

	New laptop for new joiner
	Issuing laptop to new staff
	Low
	❌ No
	Asset register, access approval, IT onboarding checklist

	Privilege / admin access change
	Finance admin rights, server access
	High
	✅ Yes
	Formal MOC, risk assessment, approval, logging

	New software installation
	Installing new courier app / finance tool
	Medium
	✅ Yes
	Change request, security review, approval

	Software version update
	CORE / ERP / CRM upgrade
	High
	✅ Yes
	MOC, testing, rollback plan

	Antivirus / EDR change
	Changing endpoint protection vendor
	High
	✅ Yes
	MOC, security assessment, management approval

	Password policy change
	Changing complexity / expiry rules
	Medium
	✅ Yes
	Change approval, communication, record

	Email system change
	Migrating email platform
	High
	✅ Yes
	Full MOC

	Network change
	Firewall / VPN configuration change
	High
	✅ Yes
	Full MOC

	Routine system patching
	Monthly security patches
	Low
	❌ No
	Patch log, IT record

	CCTV camera replacement
	Same location, same specs
	Low
	❌ No
	Maintenance record

	New CCTV installation
	New area / coverage change
	Medium
	✅ Yes
	Risk review, approval, documentation

	X-ray machine replacement
	Same model replacement
	Medium
	✅ Yes
	Safety + security MOC

	X-ray machine relocation
	Moving to new area
	High
	✅ Yes
	Full MOC + safety assessment

	Forklift replacement
	Same capacity, same use
	Medium
	❌ / Light
	Maintenance approval, operator training

	Forklift capacity change
	Higher tonnage forklift
	High
	✅ Yes
	Full MOC, risk assessment

	Warehouse layout change
	Racking / flow change
	High
	✅ Yes
	Safety + ops MOC

	Courier route change
	Temporary reroute
	Low
	❌ No
	Ops approval

	Permanent route restructuring
	New delivery zones
	Medium
	✅ Yes
	Ops MOC

	Vendor change (IT)
	New IT support provider
	High
	✅ Yes
	Contract review, risk assessment

	Vendor change (Ops)
	New transport subcontractor
	High
	✅ Yes
	Due diligence, approval

	Policy or SOP change
	IT, Security, Ops policy update
	Medium
	✅ Yes
	Document control, approval

	Temporary workaround
	Manual process due to system issue
	Medium
	✅ Yes
	Temporary MOC with expiry

	Emergency change
	System outage fix
	High
	✅ Yes 
(Post-approval)
	Emergency MOC, retrospective approval


Key Rules 
· Low-risk, routine, like-for-like changes → No formal MOC required
· Changes impacting security, safety, compliance, or operations → MOC required
· ITIL tools (e.g., CAB) → Optional, not mandatory
· Evidence matters more than format (ticket, approval, log is acceptable)

SMSA applies a risk-based Management of Change approach. Routine and low-risk operational or IT changes are controlled through standard approvals and records, while medium- and high-risk changes are subject to formal MOC to ensure safety, security, and compliance are maintained.
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