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Purpose

This process describes the activities involved in identification, classification, storage, transmission, and disposal of IT assets. The procedure defines the set of activities to be performed by IT Asset Management process roles.

Scope

The processes described in this document is applicable to all Namlog assets at Namlog sites controlled by the Namlog ITD or managed by third-party contractors. It is also applicable to all IT assets hosted and managed by Namlog third parties.

Responsibilities

The General Manager of Information Systems Responsible to review and approve the procedure and ensure that it reflects the current requirements of Namlog.

The IT Systems Administrator is responsible to ensure the mechanisms implied in this document is implemented.
The Asset owner is responsible that the assets they manage are correctly identified and abled and that they are in agreement with the specifications of the strategy implied by this document.
The commercial department is responsible to audit the processes set out by this document.

Procedure

The key elements of the Namlog Backup and Disaster recovery strategy is the following.

Backup, Redundancy and recovery strategies should be assigned according to the Identification Labels of the asset.
1. Identification: All data assets and data processing assets should be labelled in accordance with the Asset Lebling standards as per the Asset Management Policy and Manuals. 
2. Backups: A process of making copies of data in the event of disaster.
3. Redundancy: The process of having a duplicate data or data processing asset in a state of availability to replace the original asset. 
4. Recovery: The process of re-instating business operations to the same level of efficiency as before an asset was affected by loss, disaster
5. Verification: All backup and redundant processes should be monitored for failure to execute. Recovery systems should be tested to ensure they can be relied upon as required.
6. Access Control: Backup processes should be access controlled and protected from corruption.
7. Documentation: All backup and recovery processes must be documented and should be periodically refined.

1. Identification and labelling:
All data assets and data processing assets should be labelled in accordance with the Asset Labelling standards as per the Asset Management Policy and Manuals. 
1.1. Impact Labels
High Impact:
· Assets with a high impact label means assets that if not working will restrict a whole department or division from providing services to the company.
· Such business functions will be critical to the legal obligations of the company but will not affect core business of the organization.
· These assets are also crucial for ensuring safety and security; their absence poses an immediate risk, significantly increasing the likelihood of incidents occurring when they are not operational
Medium Impact:
· Assets marked as medium impact will affect different departments or divisions.
· Such business functions should have alternative manual procedures in place for continuing services but may not affect the core business functions of the organization.
Low Impact:
· Assets with a low impact label will only affect individual users.
· These individual users cannot perform a business critical function that cannot be performed by someone else.
· Such assets may only form part of the safety and security operations and cannot be an entire system.
1.2. Asset Types

Hardware: Hardware are physical assets. They usually are not a system on their own, but systems need hardware to for processing capacity. Usually hardware consists of Servers, Computers, Switches, Routers, Firewalls and cables.

Software: Software may be developed internally or may be sourced externally under an agreement such as a licenced agreement.

Data: Data is an accumulation of information after being processed by software systems. Data are typically stored on hardware in the form of Databases, files, visual or audio media.

Services: Services are additional capacity required to process data or move data between systems, hardware and users. These include internet service providers, system management services, security services and so on.


2. Backups:

Backups are copies made of data, configurations, settings, and software of a data asset or data processing asset. Sometimes data and the data processing assets may be backed up and labelled as a single unit or separate units or both.

2.1. [bookmark: _Hlk196158338]Backup Definitions

The backup processes may use terminologies that may be open to interpretation. To avoid misinterpretation and to ensure the policies and procedures function as intended, these terminologies are defined in this section of the document in a manner that describe their intention by Namlog.

Whenever these terminologies are referred to in Information Technology Department official policies and operating procedures their intent will be as described in this section.

2.1.1. Backup Frequency
· Backup frequency refers to how often backups should be made over a period in time. The more frequent data is backed up the less data accumulated between backup intervals will go missing in the event of data loss. Backup frequency should be applied according to the how the asset was labelled.
· Frequency can have cost implications and can cause performance issues to the information processing system.

2.1.2. Backup Retention
· Backup retention refers to how long backup data should be kept before being removed from the backup repository.

2.1.3. Backup Repositories
· Backup repositories refer to the location, data medium and the accessibility of the location where backups of assets are kept.

2.1.4. Data Medium:
Hard Drive (HDDs): Traditional spinning disk drives that offer large storage capacities at a relatively low cost. They are suitable for enterprise-level backups. 
Solid State Drives (SSDs): Faster and more reliable than HDDs, SSDs use flash memory to store data. Although faster than HDDs I can be more costly.
Cloud Storage: Remote storage accessed via the internet. It offers scalability, offsite protection, and ease of access from anywhere. 

2.1.5. State:
Immutable: Refers to a state where the data stored in the backup cannot be altered or deleted after it has been written. This ensures the integrity and reliability of the backup by protecting it from accidental or malicious modifications. Immutable backups are often used to safeguard against ransomware attacks and other forms of data tampering, providing a secure and unchangeable copy of critical data.

2.1.6. [bookmark: _Hlk196167325]Location

Location plays a big role in how well protected an organization is to different types of threats and disasters. It can also impact the ability of how fast a 

On Site: In the context of data backups, "on site" refers to backup copies that are stored within the same data centre or local area network as the primary data. These backups are easily accessible and can be quickly restored in case of data loss or corruption, offering immediate protection against hardware failures or accidental deletions. However, they may be vulnerable to localized disasters such as fires, floods, or power outages.


Off Site: Refers to backups stored in a different location from the primary data center to protect against local disasters.
ransomware attacks and other forms of data tampering, providing a secure and unchangeable copy of critical data.

2.2. Backup Strategy
The backup strategy is a set of instructions that describe how backups should be performed on identified assets.
· Backup frequency and retention will be applied in accordance to the asset labels assigned to each asset.
· Below are the minimum mechanisms that should be in place for assets in accordance to their asset classification.

2.2.1. Data Assets labelled as High Impact:
· Backup Frequency
· Daily incremental backups should be made 5 to 7 times per day.
· Weekly full backups should be made.
· Backup Retention
· Inter daily copies should be kept for 2 days
· Daily backups should be kept for a week
· Weekly backups should be kept for a month
· 1 copy per month should be kept for a year
· 1 copy per year should be kept for 5 years
· Backup Repository
· Backups should be kept at two locations
· The first locations should be on-site on Hard Drives
· The second location must be off-site on the cloud
· The second location should be immutable

2.2.2. Data Assets labelled as Medium Impact:
· Backup Frequency
· Daily incremental Backups 
· Weekly Full backups
· Backup Retention
· Daily backups should be kept for a week.
· Weekly backups should be kept for a month.
· 1 copy per month should be kept for a year.
· Repository 
· Backups should be kept at two locations
· The first locations should be on-site on Hard Drives
· The second location must be off-site on the cloud
· The second location should be immutable

2.2.3. Data Assets labelled as Low Impact:
· Backup Frequency
· Weekly Full backups
· Backup Retention
· Weekly backups should be kept for one year
· Monthly full backups should be kept for 6 months
· Repository
· Backups should be kept at two locations
· The first locations should be on-site on Hard Drives
· The second location must be off-site on the cloud
· The second location should be immutable
3. Redundancy:

In the context of Information Technology and business continuation, redundancy refers to the inclusion of extra components or systems that can take over in the event of a failure of the primary components or systems. This ensures that services remain available and data remains accessible even under adverse conditions. Redundancy can be achieved through various means, such as having duplicate hardware, using multiple data centers, or implementing backup systems. The primary objective of redundancy is to enhance reliability and minimize downtime, thereby ensuring continuous business operations.

3.1. Redundancy Definitions

These assets process data and may consist of hardware assets and software assets

3.1.1. Availability

Active-Active: Multiple systems run simultaneously, sharing the load and providing continuous availability. If one system fails, the others continue to operate without interruption1.

Active-Passive: A primary system is active while a secondary system remains on standby. If the primary system fails, the secondary system takes over, ensuring minimal downtime

Standby: To save costs active assets where there are many in use may have a replacement asset on standby.

Replacement: This type of strategy requires that an active system will be replaced after should the asset be deemed in-operable.

3.1.2. Redundancy Strategy
[bookmark: _Hlk196161542]Different parts of a system may require a different redundancy strategy therefore it is important to differentiate between the different asset types should be labelled according to their asset type and labelled according to it’s classification.
In this section instructions are documented on what redundancy measures should be in place for assets in accordance to the asset classification and asset type.

3.1.3. Data Assets labelled as High Impact:
· Hardware
· Hardware in this classification must be configured and available as either Active-Active or Active-Passive
· Software
· [bookmark: _Hlk196224669]No redundant systems required. Such systems can be recovered under a recovery strategy.
· Data
· [bookmark: _Hlk196224732]No redundant data availability are required. Such data assets can be recovered as per a recovery strategy.
· Services
· These service must be configured and available as either Active-Active or Active-Passive 
3.1.4. Data Assets labelled as Medium Impact: 
· [bookmark: _Hlk196217446]Hardware
· Hardware in this classification must be available on a Standby basis.
· Software
· No redundant systems required. Such systems can be recovered under a recovery strategy.
· Data
· No redundant data availability are required. Such data assets can be recovered as per a recovery strategy.
· Services
· These service must have recovery systems on Standby.

3.1.5. Data Assets labelled as Low Impact:
· Hardware
· Hardware in this classification must be available on a Replacement basis
· Software
· No redundant systems required. Such systems can be recovered under a recovery strategy.
· Data
· No redundant data availability are required. Such data assets can be recovered as per a recovery strategy.
· Services
· These service must have recovery systems on a Replacement strategy
4. Recovery:

Recovery refers to the process of restoring IT systems, data, and operations to a functional state after a disruption or disaster. This includes the use of backup systems, data recovery procedures, and alternative configurations to ensure continuity of critical services.
Recovery is measured under service levels. These are the Namlog recommended service levels for recovery under each Impact Label.

4.1.1. Data Assets labelled as High Impact:
· Recovery must be done within 4 hours of any major incident.
· [bookmark: _Hlk196227060]The capacity to recover such an asset should exist at a redundant data centre.
4.1.2. Data Assets labelled as Medium Impact:
· Recovery of the asset to a similar state of operability should be done within 1 business day.
· The capacity to recover such an asset should exist at a redundant data centre.
4.1.3. Data Assets labelled as Low Impact:
· Recovery of such an asset should be completed within 3 business days after any mayor incident.
· No recovery is required at an alternative data centre.
5. Verification:

Verification is the process of ensuring that all recovery procedures, systems, and data backups are correctly implemented and functioning as intended. This includes regular testing, auditing, and validation of recovery plans to confirm their effectiveness and reliability in restoring critical operations after a disruption or disaster.
All Backup Failures and Warnings should be sent to the IT Helpdesk Support system and be assigned to the System Administrator.
All Backups should be recovered in full once in every 6 month period to test the success or failure of such a recovery.

6. Access Control:
Access to backups should be strictly controlled and monitored to prevent unauthorized access. Access control should be granted in accordance with the access control policies and procedures
7. Documentation:
All backup and restore procedures should be well-documented and regularly updated.
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