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[bookmark: _Toc196047257]Purpose

This policy aims to protect the network infrastructure and services, as well as the information that travels on them. All use of Namlog communications facilities is governed by the terms of this policy.
1. 
2. 
[bookmark: _Toc196047258]Scope
3. 

This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of Namlog,
· Employees of Namlog and,
· Third parties supporting IT operations.
[bookmark: _Toc196047259]Responsibilities

The Information Systems General Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 

Managing Director is the highest level for Information Security governance and shall be responsible for evaluation, direction, and oversight of Information Security compliance at Namlog.

General Manager of Information Systems – 

· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in Namlog
· Granting and removing of access rights
· Report compliance audit result to Information Security Committee.

Commercial Deportment – 

· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.

Department Heads – 

· Implementing and enforcing the relevant portions of the policies within their functions.
· Employees & Contractors – Comply to policies.

Managing Director – Approval of any exceptions to the policy.

[bookmark: _Toc196047260]Guidelines

1. . Policy Statement
1.1 Network security management
1.1.1 Network controls
· Namlog Network Controls shall be implemented to ensure the security of information in networks and the protection of connected services from unauthorized access.
· Responsibilities and procedures for the management of networking equipment shall be established by the General Manager of Information Systems
· Namlog Operational responsibility for networks shall be separated from computer operations where appropriate.
· Firewalls (External and Internal) should be installed and managed to safeguard Namlog confidentiality and integrity of data passing over networks by Information Security.
· Namlog wireless networks to be isolated from LAN and protected by security solution.
· Unauthorized computers, laptops and mobile devices are not authorized to connect to LAN.
· Availability of the network services shall be maintained by eliminating single points of failure.
· Namlog Systems on the network should be authenticated.
· All network devices administrator accounts and password to be collected and stored in safe case by The General Manager of Information Systems.
· All Namlog network topology to be updated by IT department and reviewed periodically by Information Security
1.2 Information transfer
1.2.1 Information transfer policies and procedures
· Namlog shall protect transferred information from interception, copying, modification, mis-routing and destruction.
· Namlog shall apply detection of and protection against malware that may be transmitted through the use of electronic communications.
· Namlog aims to protecting communicated sensitive electronic information that is in the form of an attachment.
· Namlog shall use guidelines outlining acceptable use of communication facilities and communicate it with users.
· Namlog Employees, Contractors, external party and any other user’s are responsible not to compromise Namlog confidentiality, availability or integrity.
· Namlog shall use of cryptographic techniques to protect the confidentiality, integrity and authenticity of information transferred where possible.
· Namlog to document retention and disposal guidelines for all business correspondence, including messages, in accordance with relevant national and local legislation and regulations.
· Namlog shall apply controls and restrictions associated with using communication facilities, e.g. automatic forwarding of electronic mail to external mail addresses.
· Namlog Information Security shall give advice to Namlog employees and contractors to take appropriate precautions not to reveal confidential information.
1.2.2 Agreements on information transfer
· Namlog shall have Information transfer protocol as a process of IT operations manual.
· Namlog IT has the responsibilities for controlling and notifying transmission, dispatch and receipt.
· SMSA IT and Information Security to ensure traceability and non-repudiation.
· SMSA IT to reduce technical standards for packaging and transmission whenever possible.
· Escrow agreements.
· The General Manager of Information Systems shall define responsibilities and liabilities in the event of information security incidents, such as loss of data.
· Namlog IT shall use of an agreed labelling system for sensitive or critical information, ensuring that the meaning of the labels is immediately understood, and that the information is appropriately protected.
1.2.3 Electronic messaging
· Namlog Information involved in all types of electronic messaging shall be protected.
· Namlog IT and Information Security are protecting messages from unauthorized access, modification or denial of service with User ID and Password
· Namlog IT shall ensure correct addressing and transportation of the message.
· Namlog IT shall assess the reliability and availability of the service.
· Namlog IT and Information Security shall comply with legal requirement.
· Namlog IT shall get approval before using external public services from ITSC.
· Namlog to use stronger levels of authentication controlling access from publicly accessible networks (WAF, SSL , etc)
1.2.4 Confidentiality and non-disclosure agreements
· All Namlog IT employees and contractors shall sign a confidentiality or non-disclosure agreements addressing the requirement to protect confidential information using legally enforceable terms by Information Security
· Confidentiality or non-disclosure agreements are applicable to external parties of Namlog by Information Security
· Agreement shall have a definition of the information to be protected.
· Namlog NDA agreement shall include cases where confidentiality might need to be maintained indefinitely.
· Namlog shall state legal actions when an agreement is violated or terminated.
· Namlog shall document responsibilities and actions of signatories to avoid unauthorized information disclosure.
· Namlog IT and Information Security shall have a process for notification and reporting of unauthorized disclosure or confidential information leakage.
[bookmark: _Toc521829169]2. Review Period
The policy will be reviewed by the General Manager of Information Systems on an annual basis or as mandated by a major change in the business, legal, regulatory, or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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