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1. Purpose (Objectives)

1.1 This procedure defines how roles, responsibilities and authorities in connection with the implementation and control of SMSA Business Continuity Management system is assigned, documented and communicated in order to identify responsibilities, accountability and facilitate effective BC management system. This covers the formation and operation of the BCM champions.
2. Scope

2.1
This procedure applies to all personnel in SMSA where the BCMS is applied.
3. Definitions

3.1
BCMS: Business Continuity Management System
3.2
BC Champions: Staff in departments who are assigned roles to participate in planning, testing, and reviewing BC activities; raising awareness and educating staff about business continuity policies; acting as a liaison between teams and the department managers; leading or supporting in response.
3.3
BC MR: Business Continuity Management Representative (Lead on BCMS)

4. Responsibilities

 4.1   SMSA top management are personally responsible, and involved with directing and following up specific key business continuity management relevant responsibilities, and they take accountability for the BCMS effectiveness.

4.2    Top management also delegates responsibility for some of these actions to others when there is a need for that, but they follow up and retain accountability for ensuring the actions are performed.

4.3
It shall be the duty of the Management Representative (BCMS MR) to coordinate SMSA BC programs required to maintain SMSA BCMS, or by governmental, municipal or corporate authorities.

4.4
It shall be the duty of assigned BC champions and other delegates selected at each SMSA facility or other departments to follow and implement SMSA BC programs and other issues required by SMSA BCMS, or by governmental, municipal or corporate authorities in accordance with instructions detailed by the top management or the management representative.
4.5
It shall be the duty of assigned BC champions selected in each region or other departments, to report to top management / MR on matters relevant to the SMSA BCMS.

5. Procedure

General:

5.1
The top Management will evaluate the need, and make available as necessary, the following resources, as required, to support the implementation and maintenance of the BCM system in a manner consistent with SMSA BCM Policy and objectives:
· human resources, e.g. employees, contractors and consultants

· financial resources, e.g. allocated budget for improvements, training 

· organizational infrastructure and technology, e.g. IT equipment
5.2  Top management takes accountability for the effectiveness of the Business Continuity Management system through periodic evaluations of the systems performance indicators.

5.3
The Business Continuity Organization structure will be prepared and annually reviewed and approved by the top management.
5.4
Organizational charts detailing corporate structure and responsibility are available as part of the system documentation on SMSA Quality Management system.
5.5    Job descriptions reflecting BCM responsibilities have been developed to provide employees with clear understanding of their roles and responsibilities. These are available on the Quality Management system (GUIDE) and will be considered for review annually.
5.6
This document will be reviewed as a consequence of:

· a management review

· the audit process

· a complaint, documented in accordance with the requirements of the BC management system

· Legal / regulatory changes taking effect and impacting SMSA activities and operations

· any other circumstances, as appropriate

 5.7  Top management will personally be involved in planning, running and evaluating the BCM system through various actions. This includes ensuring that BC policies and objectives are established; ensuring that BCM system and processes are integrated into the business processes; directing and follow up BC incidents, BC projects, allocation of resources for BCM improvements, and leading BC management review meetings to ensure that BCM system achieves its intended outcomes effectively. SMSA Top Management also take all opportunities to promote continual improvement and to support other management to demonstrate leadership.
BCM Structure Responsibilities:

5.8
The SMSA MD is ultimately responsible for the BCMS performance of the organization.  The MD is responsible for ensuring that adequate resources are available to support the implementation and ongoing maintenance of the Business Continuity management system.

5.9
SMSA MD has responsibility for the elements of the BC management system relating to establishing and communicating the BC policy, ensuring the performance of the BCMS is monitored, reviewed, and continually improved. Promoting and contributing to the BC culture
5.10
SMSA BC MR is nominated to support the top management by having operational responsibility for BC performance and related issues, and will be assisted by the BC response teams and champions.
5.11
The BC management representative (MR) together with the QRM team has responsibility and authority for:

· ensuring that the BC management system is established, implemented and maintained

· Reporting on the performance of the BC management system to top management for review and as a basis for improvement of the BC management system.
· Assisting in development, coordinating, and facilitating the BCMS. This includes developing analysis and BC plan templates.
· Facilitating and coordinating the BIA, risk and threat assessment (related to prioritized activities), strategy and solutions planning, BC plans and testing throughout SMSA.
· Ensuring maintenance of the BCMS on a periodic basis as well as whenever it is appropriate.
· Ensuring that the BC plan (or plans) adequately delivers SMSA’s BC capability and meets the BC requirements.
· Communicating the implications of departmental changes that may impact the BCMS.
· Collecting information for and completing the BIA.
· Assisting in development, implementing, and maintaining departmental procedures on behalf of the plan owner.
· Conducting and participating in exercises.
· Maintaining the departmental BC documentation. Liaising with the BC Champions.
5.12
All office and other managers are responsible for ensuring that employees under their management control operate in accordance with the requirements of the BC management system.
BC Champions:

5.13
BC champions will be identified by the BC MR. The MR will be appointed by Top Management. Members from departments that have a direct dependency on the BC certified site are selected in various management disciplines (Fleet Management, Information security management etc.) who would facilitate, manage, collaborate and provide ongoing feedback on the BCMS performance. Identify and discuss bottleneck issues in the BCMS programme.
5.14
The BC champions will follow up, assist in implementation, manage recovery teams and monitor the performance of the BC Management Programs at SMSA in general, and specifically at their departments; and will maintain the ISO 22301 program elements.  This includes the following tasks:
· Overseeing, supporting, and advising on the establishment and operation of the BCMS.

· Making recommendations, removing roadblocks, and reporting to BC MR’s.
· BC champions have the responsibility to assist and support the BC MR. 
· BC champions would be responsible to assess, manage, declare incidents and activate recovery teams in case of incidents/disasters.

· Ensuring that employees, contractors, and all who may be affected by the SMSA activities and operations, have been consulted; and informed of the potential risks, mitigation, BIA and control plans, actions and management procedures. All employees and persons who are subject to risk exposure, will be made aware of occurring BC incidents and outcomes of incident response and exercises.
BC Incident Response Teams

These teams are identified within the departments. These teams will help maintain business operations and quickly resolve disruptions. They are responsible for responding to an incident or crisis, delivering the BC solutions, and following the 

BC plans and ensure recovery to business-as-usual state.

All SMSA Staff
Are responsible for:

· Understanding and acknowledging the relevance of the BCMS.
· Acknowledging roles and responsibilities during an incident to ensure effectiveness by understanding the BCMS.

· Recognizing an incident or crisis.

· Alerting incident or crisis responders (including emergency responders) as appropriate. 

· Escalating action to the incident or crisis management team.

· Responding appropriately to specific threats.

· Responding appropriately when evacuated from the site.

· Understanding relevant plans and associated roles and responsibilities.
· All employees have a responsibility to support the BCMS policy, contribute to the achievement of objectives and targets, and otherwise participate in the successful implementation and operation of the BC management system
5.17
The BC champions must conduct regular meetings that will be called as needed and that will be chaired by the BC MR or his representative.
5.18
The meeting agenda covers the following Items and documentation

1. Attendance/apologies 

2. Minutes of the previous meeting 

3. Matters arising/outstanding action items from previous minutes 

4. Review serious Incident Reports and Exercise Issues 
5. Discussion on current risks and threats to business operations.

6. Review of any new risks identified since the last meeting.

7. Evaluation of potential impact and likelihood of each risk.
8. Updates on any changes to business processes or technologies affecting the BIA.
9. Assessment of staff awareness regarding their roles and responsibilities during a disruption.
10. Review of the communication plan, including contact lists and notification procedures.
11. Update on the status of critical systems and infrastructure.

12. Discussion on any planned maintenance or upgrades that may impact business continuity.
13. Updates on any changes in supplier/vendor relationships.
14. Discussion on lessons learned from recent incidents (if applicable).
15. Discussion on any changes in regulatory requirements related to business continuity.

16. Review of compliance status and any necessary actions to maintain compliance.

17. Updates or revisions to the IRP based on new information or experiences.
18. Assignment of action items with responsible parties and deadlines.

19. Confirmation of the date and time for the next business continuity meeting.
20. Coordinate BC training and drills
21. Correspondence and information received from internal/ external parties 

22. Review progress towards BCM Objectives and Targets 

23. Review of BCMS Policies and Procedures. 
24. Workplace change that may affect BCMS. 

The meeting agenda will be prepared and distributed by MR, and is kept as BC record
5.19
Staff are consulted on, and are informed of their champions within their respective departments
6.  Related Documents

6.1 The following documents are defined as BC records for the purpose of ISO 22301 standards.

6.2    The following documents are related to this procedure:
Nil
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