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	            CCTV Data Protection and Privacy Policy
                                         Owner/ Department: Quality & Risk Management



1. Purpose

This policy outlines the appropriate use, management, and protection of Closed-Circuit Television (CCTV) data to ensure SMSA fulfills its legal, ethical, and regulatory obligations under data protection laws and relevant international standards. It also promotes secure surveillance practices that support safety, crime prevention, risk management, and operational integrity.

2. Scope

This policy applies to all SMSA-operated or managed facilities where CCTV is installed and to all employees, contractors, visitors, third parties, and external authorities interacting with CCTV systems or requesting access to CCTV footage.

3. Objectives

· Ensure transparency in the use of CCTV systems.

· Protect individuals' privacy rights.

· Comply with applicable data protection legislation and international standards including ISO 27001, ISO 45001, and TAPA FSR.

· Align with SMSA’s Integrated Management System (IMS), ESG principles, and Governance, Risk, and Compliance (GRC) framework.

4. Use of CCTV

· CCTV systems are used primarily for ensuring safety and security of employees, visitors, facilities, assets, and information.

· Surveillance also aids in the investigation and deterrence of criminal activity, health and safety incidents, and unauthorized access.

· CCTV must never be installed in restrooms, prayer rooms, or other privacy-sensitive areas.

5. Covert Surveillance

Covert CCTV monitoring is only authorized under exceptional circumstances for crime detection or investigation and requires written approval from both the Director of QRM and the Managing Director.

6. Visibility and Signage

To ensure transparency:

· CCTV warning signs must be clearly displayed at facility entrances and key monitored locations.

· Signage must indicate the presence of CCTV, the purpose, and contact information for data access requests.

7. Disclosure and Access to Footage

All requests for CCTV footage must follow formal documented procedures and be logged in the CCTV Footage Request – View Footage Log (DOC# 2695) and reviewed using the CCTV Review Form (DOC# 2696). This includes:

7.1 Permitted Requestors

· SMSA Employees and Management

· Visitors

· Customers

· Security Agencies

· Regulatory Authorities or Law Enforcement

· Legal or Insurance Representatives (with appropriate authorization)

7.2 Authorization Protocol

· All requests must include the requester’s details, incident reference, time/date, and justification.

· Authorization is required from one of the following:

· Safety and Security Manager

· Director of QRM

· Managing Director (for escalated or sensitive cases)

· Requests that compromise SMSA’s confidentiality, employee safety, or violate applicable laws will be rejected with reasons documented.

8. Review, Storage, and Retention

· CCTV footage from GACA-regulated sites is retained for 90 days; all other SMSA locations shall retain footage for a minimum of 30 days or less.

· For non-Kingdom of Saudi Arabia operations, local country laws regarding CCTV must be followed.

· All incident-related footage must be archived securely at SMSA Headquarters.

9. Media and Third-Party Requests

· No CCTV footage shall be released to the media.

· Requests from journalists, news agencies, or unrelated third parties must be referred to the Director of QRM or Managing Director.

· Unauthorized disclosure is a breach of this policy and subject to disciplinary or legal action.

10. Equipment Management and Access Control

· CCTV equipment must be routinely checked for operational integrity.

· Access to live or recorded footage is strictly restricted to authorized, trained personnel.

· All operators must be trained on this policy and the proper procedures for footage handling and disclosure.

11. Confidentiality, Ethics, and Compliance

· CCTV data is confidential and must be handled per the SMSA Information Security Policy and Employee Code of Ethics and Customer Conduct Policy.

· All handling of CCTV data must comply with the Data Protection and Cybersecurity Laws applicable in KSA and any other relevant jurisdiction.

12. Policy Review and Improvement

This policy is reviewed regularly by the QRM Department to ensure continued effectiveness and compliance with:

· IMS (Integrated Management System)

· GRC frameworks

· ESG standards

· International security and data protection regulations

Any updates or enhancements shall be approved by top management and documented accordingly.

13. Related Documents

· CCTV Footage Request – View Footage Log DOC# 2695
· CCTV Review Form DOC# 2696
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