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	CCTV Data Protection and Privacy Policy
Owner/ Department: QRM



	Purpose
	The purpose of this policy is to ensure that CCTV systems and CCTV footage are used, managed, protected, accessed, retained and disclosed in a lawful, secure and controlled manner. This policy supports SMSA’s safety, security, crime prevention, investigation, asset protection, operational integrity, risk management and compliance requirements while respecting privacy and personal data protection obligations.

	Scope
	This policy applies to all SMSA operated or SMSA managed facilities where CCTV systems are installed or used. This includes, where applicable:
· Offices.
· Warehouses.
· Hubs.
· Stations.
· Service centers.
· Secure areas.
· Data centers, server rooms and communication rooms.
· Loading and unloading areas.
· Gates, access points and external monitored areas.
· Any other location where CCTV is installed for SMSA business, safety, security, compliance, or operational purposes.

	Responsibilities
	This policy applies to:
· Employees.
· Contractors.
· Visitors.
· Customers.
· Suppliers.
· Third parties.
· Security personnel.
· CCTV operators.
· Any person or party requesting access to CCTV footage.

	Definitions
	CCTV: Closed Circuit Television systems used to capture, monitor, record, store, review, or retrieve video footage.
CCTV Footage: Any video, image, recording, screenshot, export, copy, or extract taken from CCTV systems.
CCTV Operator: An authorized person who monitors, reviews, exports, retrieves, or manages CCTV footage.
Personal Data: Any data that may identify an individual directly or indirectly, including CCTV footage where individuals can be identified.
Covert Surveillance: CCTV monitoring or recording that is not openly visible or not clearly notified to individuals.
Authorized Requestor: A person or authority permitted to request CCTV footage based on approved business, legal, regulatory, safety, security, investigation, or compliance need.

	Guidelines
	1. Policy Statement
· SMSA shall use CCTV systems only for approved safety, security, operational, investigation, compliance and risk management purposes.
· CCTV systems shall not be used for unauthorized monitoring, personal reasons, harassment, discrimination, or any purpose not approved by SMSA.
· CCTV footage is confidential and shall be protected from unauthorized access, disclosure, copying, alteration, loss, misuse, or improper release.
· CCTV footage containing identifiable individuals shall be handled in line with SMSA’s Personal Data Protection and Privacy Policy.
2. Approved Use of CCTV
CCTV may be used for the following approved purposes:
· Protecting employees, visitors, customers, contractors and suppliers.
· Protecting SMSA facilities, assets, shipments, vehicles, equipment and information.
· Preventing, detecting and investigating theft, fraud, misconduct, unauthorized access, safety incidents, security incidents, damage, or operational violations.
· Supporting incident investigation and evidence review.
· Supporting health, safety and security monitoring.
· Supporting regulatory, contractual, insurance, legal, audit, or customer investigation requirements where applicable.
· Monitoring access to secure areas and critical operational areas.
· Supporting compliance with applicable standards and security requirements.
CCTV shall not be installed in restrooms, prayer rooms, changing areas, or other privacy sensitive areas.
3. Transparency and Signage
CCTV warning signs shall be displayed at facility entrances and key monitored areas where applicable. CCTV signage should clearly indicate:
· CCTV is in operation.
· The general purpose of CCTV use.
· The responsible department or contact point for CCTV related requests where applicable.
· Signage shall be clear, visible and placed in suitable locations.
4. Covert Surveillance
Covert surveillance shall only be used in exceptional cases where there is a justified need for crime detection, serious misconduct investigation, security investigation, or protection of SMSA assets, people, systems, or operations. Covert surveillance shall require written approval from:
· Director of QRM; and
· Managing Director.
Covert surveillance shall be limited to the approved purpose, approved location, approved period and approved investigation scope. Covert surveillance shall not be used for general employee monitoring or personal reasons. Regulatory requirements apply where required.
5. Access to CCTV Systems and Footage
Access to live CCTV systems and recorded footage shall be restricted to authorized and trained personnel only. Access shall be based on:
· Business need.
· Security need.
· Investigation need.
· Legal or regulatory requirement.
· Need to know.
· Approved role or authorization.
CCTV operators and authorized users shall protect footage from unauthorized viewing, copying, recording, sharing, exporting, or disclosure. Access rights to CCTV systems shall be reviewed where required and removed when no longer required.
6. Requests to View or Release CCTV Footage
All requests to view, review, export, or release CCTV footage shall follow the approved documented process. Requests shall be recorded in the approved CCTV request log and reviewed using the approved CCTV review form where applicable. This includes requests from:
· SMSA employees and management.
· Visitors.
· Customers.
· Security agencies.
· Regulatory authorities.
· Law enforcement.
· Legal representatives.
· Insurance representatives.
· Other authorized parties with approved justification.
Each request shall include, where applicable:
· Requestor name and contact details.
· Department or organization.
· Incident reference.
· Date and time of incident.
· Location.
· Reason for request.
· Footage period requested.
· Approval details.
· Whether footage was viewed, exported, released, or rejected.
· Reason for rejection where applicable.
7. Authorization for CCTV Footage
CCTV footage review, export, or release shall require approval from an authorized person based on the type, sensitivity and purpose of the request. Approval may be required from one or more of the following, where applicable:
· Safety and Security Manager.
· Director of QRM.
· Managing Director.
· Legal / Compliance.
Sensitive or escalated cases shall be reviewed by Director of QRM and, where required, Managing Director or Legal / Compliance. Requests may be rejected if they:
· Lack proper justification.
· Are not related to an approved purpose.
· May compromise SMSA confidentiality, investigation, security, employee safety, customer privacy, or legal obligations.
· Are not supported by appropriate authorization.
· Violate applicable law, regulation, contract, or SMSA policy.
Reasons for rejection shall be documented where applicable.
8. Disclosure to Authorities and External Parties
· CCTV footage may be disclosed to government authorities, regulatory authorities, law enforcement, security agencies, courts, legal representatives, insurers, or other authorized parties where there is a lawful, regulatory, contractual, investigation, safety, or security requirement.
· External disclosure shall be approved, documented and limited to what is necessary for the approved purpose.
· CCTV footage shall not be released to the media, journalists, news agencies, unrelated third parties, or unauthorized persons.
· Media related requests shall be referred to Director of QRM, Legal / Compliance, or Managing Director.
9. Storage, Retention and Archiving
CCTV footage shall be retained based on operational, legal, regulatory, contractual, security and system requirements. Retention shall follow these rules unless a different approved requirement applies:
· GACA regulated sites shall retain CCTV footage for 90 days where required.
· Other SMSA locations shall retain CCTV footage for at least 30 days where technically available, unless a shorter or longer retention period is required by law, regulation, system limitation, contractual requirement, approved risk decision, or business need.
· Incident related footage shall be preserved and archived securely where required.
· CCTV footage needed for investigation, legal, insurance, HR, QRM, safety, security, or regulatory purposes shall be retained until the matter is closed or until the approved retention requirement is completed.
· For operations outside the Kingdom of Saudi Arabia, applicable local country laws and requirements shall be followed.
Archived footage shall be stored securely and access shall be restricted to authorized personnel.
10. Protection of CCTV Footage
CCTV footage shall be protected against unauthorized access, disclosure, alteration, deletion, copying, loss, misuse, or damage. Controls may include, where applicable:
· Restricted CCTV system access.
· User accounts and passwords.
· Role based access.
· Physical security of CCTV rooms, servers, DVR/NVR devices and storage.
· Logging of access and exports where available.
· Secure storage of exported footage.
· Secure transfer methods.
· Encryption or password protection where required.
· Approved retention and deletion controls.
· Review of CCTV access where required.
· Supplier confidentiality and access controls.
CCTV footage shall not be stored on personal devices, personal cloud accounts, unauthorized USB devices, or unauthorized external platforms.
11. CCTV Equipment Management
CCTV equipment shall be maintained and monitored to support proper operation. This may include, where applicable:
· Routine checks of camera availability and recording status.
· Review of DVR/NVR/storage operation.
· Maintenance of CCTV equipment by authorized personnel or approved suppliers.
· Protection of CCTV rooms, cabinets, servers and storage devices.
· Recording and follow up of faults or failures.
· Restriction of access to CCTV equipment.
· Supplier maintenance records where applicable.
CCTV system failures or gaps affecting critical areas shall be escalated and corrected based on risk and priority.
12. Contractor and Supplier Access
Suppliers, contractors and third parties involved in CCTV installation, maintenance, support, monitoring, storage, or access shall comply with SMSA security, confidentiality and privacy requirements. Supplier access to CCTV systems or footage shall be:
· Approved.
· Limited to the required purpose.
· Supervised where required.
· Logged or evidenced where applicable.
· Removed when no longer required.
Supplier contracts or service arrangements shall include confidentiality, security and data protection requirements where applicable.
13. Confidentiality, Ethics and Misuse
CCTV footage is confidential and shall be used only for approved business, safety, security, investigation, legal, regulatory, or operational purposes. Employees, contractors, suppliers and third parties shall not:
· View footage without authorization.
· Record footage using mobile phones or unauthorized devices.
· Share footage through WhatsApp, personal email, personal cloud, or unauthorized channels.
· Copy or export footage without approval.
· Use footage for personal reasons.
· Use footage to harass, intimidate, discriminate, or embarrass any individual.
· Release footage to media or unauthorized persons.
Unauthorized access, misuse, or disclosure of CCTV footage may result in disciplinary, contractual, legal, or corrective action.
14. CCTV Data Subject and Privacy Requests
Requests from individuals relating to CCTV footage shall be handled through the approved privacy, legal, QRM, or security process. SMSA may refuse or limit access where disclosure may affect:
· The privacy rights of others.
· An ongoing investigation.
· Safety or security.
· Legal privilege or legal process.
· Confidential business information.
· Regulatory or law enforcement requirements.
· SMSA’s legitimate security or operational interests.
Where CCTV footage is shared with an individual, SMSA shall consider whether masking, blurring, redaction, or controlled viewing is required to protect other individuals or confidential information.
15. Records and Evidence
SMSA shall maintain records to demonstrate that CCTV footage is handled in a controlled manner. Records may include, where applicable:
· CCTV Footage Request / View Footage Log.
· CCTV Review Form.
· CCTV access logs.
· CCTV export logs.
· Approval records.
· Incident reports.
· Investigation records.
· Legal or authority request records.
· CCTV maintenance records.
· CCTV fault and repair tickets.
· CCTV retention or archive records.
· Supplier maintenance or support records.
· Training records for CCTV operators.
· Evidence of footage deletion or secure disposal where applicable.
Records shall be retained as per SMSA document control and record retention requirements.

16. Training and Awareness
Personnel authorized to access, monitor, review, export, or manage CCTV footage shall be trained or briefed on this policy and related CCTV handling procedures where required. (Covered in Security Training). Training or briefing may cover:
· Approved use of CCTV.
· Confidentiality obligations.
· Access restrictions.
· Request and approval process.
· Retention requirements.
· Prohibited disclosure.
· Incident reporting.
· Privacy and data protection requirements.
17. Incident Reporting
Any suspected misuse, unauthorized access, unauthorized disclosure, loss, deletion, tampering, system failure, or improper release of CCTV footage shall be reported immediately to QRM, Security, ITD, Legal / Compliance, or relevant management. CCTV related incidents shall be logged, investigated and corrected based on severity, impact and risk.
18. Review Period
This policy shall be reviewed annually or when there is a major change in legal, regulatory, privacy, security, technology, CCTV system, site, contractual, operational, or business requirements. The policy may also be reviewed after major incidents, audit findings, regulatory changes, or CCTV related control failures.
19. Exceptions
Any exception to this policy must be approved by Director of QRM and Legal / Compliance, with Managing Director approval where required. The exception shall include:
· Reason for the exception.
· Related privacy, security, legal, or operational risk.
· Temporary control.
· Owner.
· Expiry date or review date.
· Approval record.
20. Related Documents
· Personal Data Protection and Privacy Policy.
· CCTV Footage Request / View Footage Log.
· CCTV Review Form.
· Employee Code of Ethics and Conduct Policy.
· Employee Code of Ethics and Customer Conduct Policy, where applicable.
· Applicable legal, regulatory, security and data protection requirements.
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