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	                            Clean Desk Policy
                                         Owner/ Department: Quality & Risk Management



1. Purpose

This policy aims to establish a disciplined and secure workplace culture at SMSA by ensuring all sensitive, confidential, or proprietary materials are properly secured when not in use. This minimizes the risk of data breaches, unauthorized access, and information misuse, in line with international information security and compliance standards.

2. Scope

This policy is applicable to all SMSA employees, contractors, and third-party personnel who utilize office workspaces at SMSA facilities.

3. Policy Statement

A clean desk environment contributes to operational efficiency, information security, and regulatory compliance. It reflects SMSA’s commitment to the Integrated Management System and sound corporate governance principles.

Employees must ensure that no sensitive information—whether in digital or physical form—is left unattended or exposed. Desks must be kept clear at all times, especially during absences or after working hours.

4. Responsibilities

· All employees must:

· Secure physical documents containing sensitive or confidential data in lockable drawers or cabinets when not in use or when leaving their desks unattended.

· Lock portable computing devices such as laptops, tablets, and mobile phones when not in use.

· Treat storage devices (e.g., USB drives, CDs, DVDs) as sensitive and store them in secure locations.

· Shred obsolete or duplicate documents using designated shredders or place them in approved secure disposal bins.

· QRM Department is responsible for:

· Monitoring compliance with this policy.

· Conducting regular audits and awareness campaigns.

· Coordinating with IT and Facility departments to ensure adequate infrastructure (e.g., locks, shredders, storage units) is in place.

· Managers and Supervisors must ensure:

· Their team members are fully trained and follow this policy.

· Any violations are reported to QRM for investigation.

5. Clean Desk Guidelines

To support effective implementation, employees should adhere to the following practical guidelines:

· Schedule time in your calendar to organize and clear your workspace daily.

· Always clear your desk of documents before leaving for extended periods such as lunch breaks or meetings.

· Lock drawers and cabinets at the end of each working day.

· Store all documentation not in active use out of sight in secured storage.

· Scan important papers and file them electronically using secured, access-controlled systems.

· Use designated recycling or shred bins for disposing of unneeded documents.

· Use screen locks when stepping away from your workstation.

· Do not leave any printed, written, or digital media unattended in common or open areas.

6. Compliance and Enforcement

Failure to comply with this policy may result in disciplinary actions, which may include counseling, warnings, or termination of employment, depending on the severity and recurrence of the violation. All disciplinary measures will follow SMSA’s approved HR disciplinary procedures and Code of Conduct.

7. Exceptions

Any exceptions to this policy must be formally documented and approved by SMSA’s Managing Director / Country Manager or their authorized delegate. Approved exceptions must include a clear rationale and be periodically reviewed.

8. Continuous Improvement

This policy will be reviewed at regular intervals, or following significant changes to workplace practices, legal requirements, or technology infrastructure. Feedback and improvement suggestions are encouraged through Tell us.

9. Related Documents

	Document Title
	Document Number

	Internal Audit Procedure
	DOC# 2627

	Control of Records & Documents
	DOC# 2604

	
	

	
	

	
	


Page 1 of 1
Uncontrolled copy if printed
Document No. 2600

[image: image1.png]