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	                            Confidentiality Policy
                                         Owner/ Department: Quality & Risk Management



1. Brief

This policy outlines the mandatory confidentiality practices expected from all personnel at SMSA. It establishes safeguards to protect sensitive information and prevent unauthorized disclosures that may adversely affect SMSA’s operations, reputation, or compliance posture.

2. Purpose

This policy aims to:

· Protect the confidentiality of all sensitive information related to SMSA’s business, employees, customers, and operations.

· Prevent information leaks, intentional or accidental, that could compromise SMSA’s integrity, competitive position, or legal standing.

· Ensure compliance with the company’s Integrated Management System and relevant international standards.

3. Scope

This policy applies to all personnel including:

· Full-time and part-time employees

· Interns and trainees

· Contractors and consultants

· Vendors, suppliers, and service providers

· Legal or advisory professionals who have access to SMSA information

4. Definitions

· Confidential Information: Any non-public, sensitive, business-related, or personal information, including data, documents, strategies, financials, customer or vendor details, that must not be disclosed without proper authorization.

· Disclosure: The act of sharing confidential information with unauthorized individuals, whether done knowingly or unknowingly.

· Authorized Personnel: Individuals who have official approval to access specific confidential information for work-related purposes.

5. Policy Guidelines

5.1. Confidentiality Requirements

· Confidential information must only be accessed and used by individuals with explicit authorization.

· Employees must not discuss or share confidential information with anyone outside SMSA, or even within SMSA, unless required for their job role.

· This obligation continues even after the individual has left SMSA.

5.2. Post-Employment Obligations

· Former employees must not present themselves as currently associated with SMSA or act on its behalf.

· They must also avoid making negative or disrespectful remarks about SMSA, its management, employees, customers, or suppliers.

· Legal action may be taken against any individual found disclosing confidential information after the end of their engagement.

5.3. Examples of Confidential Information

Confidentiality applies to, but is not limited to, the following categories:
a. Employee compensation and benefits
b. Daily revenue or income reports
c. Sales data and performance figures
d. Changes to internal policies
e. Future plans or strategic initiatives
f. Supplier and partner agreements
g. Customer profiles, contracts, or service records
h. Commercial or trade information
i. Internal records, forms, correspondence, or data

5.4. Investigation and Enforcement

· Quality and Risk Management (QRM), is responsible for investigating suspected breaches.

· Employees must fully cooperate during such investigations and provide any required information, including confidential materials.

· Violations of this policy may result in disciplinary action, including termination of employment.

5.5. Reporting of Incidents

· Employees who suspect a breach of confidentiality must report the matter promptly to their Line Manager or directly to the Quality and Risk Management Department.

· Reports made in good faith will be handled with discretion, and the reporting individual will be protected from retaliation under the Employee Complaints & Suggestions Policy – DOC#2385.

5.6. Confidentiality Agreements for External Parties

· Any consultant, vendor, service provider, or customer engaged in business with SMSA must sign a Confidentiality and Non-Disclosure Agreement before access to any sensitive or business-related information is granted.

· This requirement ensures that external parties are legally bound to maintain confidentiality and avoid misuse of information shared with them.

· SMSA will conduct due diligence prior to signing any engagement contracts to verify that the external party upholds confidentiality, ethical, and compliance standards in line with SMSA’s Integrated Management System and GRC protocols.

· Reference: Confidentiality and Non-Disclosure Agreement – DOC#1824

6. Responsibilities

· Quality and Risk Management (QRM) is responsible for overseeing the implementation of this policy, conducting audits, and investigating any breaches.

· All SMSA employees are required to sign a confidentiality agreement upon employment and comply with this policy and all associated agreements.

· Human Resources Department: Maintains signed Confidentiality Agreements in the employee’s official file and ensures new hires complete them upon onboarding.

7. Compliance and Integration

This policy is embedded within the framework of SMSA’s Integrated Management System (IMS) and is aligned with:

· ISO 27001: Information Security Management

· ISO 9001: Quality Management

· ISO 22301: Business Continuity Management

· GRC and ESG Requirements
Internal audits may include evaluation of adherence to this policy.

8. Related Documents

· Confidentiality and Non-Disclosure Agreement – DOC#1824

· Employee Complaints & Suggestions Policy – DOC#2385

· SMSA Information Security Policy – ITD DOC#5613

· Employee Code of Ethics and Customer Conduct Policy – DOC#81
· Control of Records & Documents – DOC#8744

· Physical and Environmental Security – ITD DOC#5619

· Internal Audit Procedure – DOC#517
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