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	                            Identification of Personnel Policy
                                         Owner/ Department: Quality & Risk Management



1. Purpose

To ensure the security and integrity of SMSA personnel and property by enforcing strict identification protocols. This policy supports SMSA’s commitment to secure operations, regulatory compliance, and continuous risk mitigation. It aligns with TAPA Facility Security Requirements (FSR), Integrated Management System (IMS) standards, ESG priorities, and Governance, Risk, and Compliance (GRC) frameworks.

2. Scope

This policy is applicable to all current and prospective personnel across SMSA facilities, including permanent employees, contract staff, visitors, outsourced partners, and any third-party individuals requiring facility access.

3. Policy Statement

All personnel must visibly display their SMSA-issued identification card at all times while on SMSA premises. This is mandatory for access, verification, security control, and emergency evacuation accountability.

4. Responsibilities

4.1 Employee Responsibilities

· Wear the identification badge at all times while on duty or present at SMSA premises.

· Ensure the badge is displayed in a manner that prevents damage, especially in operational or hazardous zones.

· Immediately report any lost, stolen, or damaged identification badge to the direct manager and the Quality and Risk Management department.

· Surrender the identification badge upon termination of employment or internal transfer.

· Return the old identification badge when a new one is issued.

· Notify management or the Safety and Security Officer if an individual is found without proper identification.

4.2 Management Responsibilities

· Verify accuracy of employee information before submitting the identification badge request.

· Recover and return all identification badges from employees leaving SMSA or being transferred to HR.

· Ensure prompt deactivation of building access when employment ends or location changes.

· Enforce this policy within respective departments and maintain compliance oversight.

4.3 Human Resources / Quality and Risk Management Responsibilities

· Validate ID badge request forms and ensure completeness.

· Issue and track ID badges, including renewals and replacements.

· Securely dispose of expired or invalid badges.

· Maintain all badge issuance and penalty records.

5. Procedures and Guidelines

· New hires and rehires will receive ID badges free of charge. Human Resources will process the badge issuance as part of the hiring process; however, if not initiated by HR, the line manager must submit the request.

· Employee signs the Employee ID Card Handover Form – GUIDE DOC#1995 upon receiving the ID badge.

· In case the card is lost or stolen, the cardholder must inform both the Quality and Risk Management (QRM) and Human Resources departments within 24 hours. A replacement card will cost SAR 100.

· In case of resignation or termination, the employee must return the ID card. Failure to do so will result in a SAR 100 deduction from the end-of-service benefits, which will be non-refundable.

6. Additional Access and Safety Protocols

· All contractors and outsourced staff must wear visibility jackets where necessary and applicable, as determined by site conditions or safety requirements.

· This policy reinforces SMSA’s Integrated Management System (IMS) by ensuring traceable personnel access and safeguarding physical and operational assets.

· The protocol supports the Facility Security Requirements (TAPA FSR) by enhancing identity control at access points and mitigating unauthorized entry risks.

· The policy also contributes to ESG and GRC frameworks by improving transparency, operational control, and governance over personnel movement.

7. Enforcement and Violations

Non-compliance may result in:

· Disciplinary action under the Disciplinary Violation Document (DVD) DOC#230.

· Temporary or permanent access restrictions.

· Financial penalties as listed in this policy.

8. Record Control and Version History

· Records of badge issuance and penalties are maintained by HR.

· Invalid, damaged, or expired badges must be securely destroyed upon return or revocation.

· This document is a controlled version. Printed copies are deemed uncontrolled unless marked otherwise.

9. Related Documents

	Document Name
	Reference No.

	Disciplinary Violation Document (DVD)
	DOC# 230

	Employee ID Card Handover Form 
	DOC#1995
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