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	            Incident and Investigation Management Policy
                                         Owner/ Department: Quality & Risk Management



1. Policy Brief

This policy provides a comprehensive framework for reporting, escalating, and investigating incidents that affect SMSA operations, assets, personnel, or customer property in the Kingdom of Saudi Arabia or any country where SMSA operates. It ensures all incidents and investigations are handled in alignment with international standards, the Integrated Management System (IMS), Environmental, Social and Governance (ESG) principles, Governance, Risk, and Compliance (GRC) requirements, and TAPA Facility Security Requirements (FSR).

2. Purpose

· To maintain integrity and transparency in reporting and investigating incidents.

· To ensure timely and standardized reporting, documentation, and closure of incidents.

· To support data-driven improvements in SMSA’s operational, legal, and safety processes.

3. Scope

This policy applies to:

· All SMSA departments and personnel.

· Warehousing and logistics employees.

· Security and operations stakeholders including third-party service providers.

· Operations conducted in the Kingdom of Saudi Arabia and internationally, subject to respective country-specific regulatory requirements.

Note: All incidents except those classified as accidents or near misses are managed through the QRM Incident Management System. EHS-related incidents follow the EHS Incident Management Cycle (DOC#2800 and DOC#2801).

4. Definitions and Terminology

· Incident: Any unplanned event that results in or could result in injury, damage, loss, or disruption.

· Near Miss: An incident that did not result in harm but had the potential to do so.

· Investigation: A structured process to determine the cause and impact of an incident.

· Escalation: The act of reporting an incident to the appropriate authority for action.

· Buyer Assets: Any property or goods owned by SMSA’s clients under SMSA custody.

· QRM: Quality and Risk Management department.

· SLA: Service-Level Agreement defining response timelines.

5. Responsibilities

· Line Managers: Ensure incidents are recorded in the QRM Investigation System and communicated as per timeline.

· QRM: Review incidents, assign investigators, analyze trends and generate statistical reports.

· Human Resources: Collaborate in disciplinary decisions and salary actions.

· Warehouse Operations: Follow buyer-asset incident escalation protocol.

· HR: Enforce deductions if financial liability is confirmed and approved.

· EHS Team: Manage all accident and near miss reports through the EHS incident lifecycle as outlined in DOC#2800 and DOC#2801.

6. Incident Reporting Guidelines

6.1 What to Report

Incidents to be reported to QRM include but are not limited to:

· Internal/External Theft

· Criminal Damage / Damage to Shipments

· Accidents and Near Misses

· System or Equipment Failures

· Loss of Shipment / Misplaced Items

· Power Failures, Fires, Bomb Threats

· Police/Ministry/Civil Aviation Incidents

· Employee Misconduct (forgery, bribery, drug/alcohol misuse, physical/verbal assault)

· Disclosure of confidential data

· Immoral acts, harassment, or threats

Note: For accidents and near miss incidents, the Environmental Health and Safety (EHS) Incident Management Cycle shall be followed using EHS Procedure DOC#2800 and DOC#2801.
6.2 Incident Notification Timeline

· Urgent: Notify the QRM Department immediately.

· Standard: Submit Incident Report (DOC#317) within 24 hours.

· Buyer Asset Incidents: Notify Buyer within 12 hours with incident status and assurance of investigation.

6.3 Special Cases – Buyer Assets

Applies to warehouse employees handling customer property:

· Report internal theft, external theft, damage, or loss of buyer assets.

· Use Emergency Contact Form (DOC#3136) for Buyer notification.

· Incidents outside Local Service Provider (LSP) premises must also be reported to police.

7. Investigation Procedure

7.1 Investigation Triggers

· Incident reports submitted by line managers or departments.

· Missing Shipment Notification Reports (DOC#3005).

7.2 Process

1. QRM Analyst reviews and qualifies the incident.

2. An investigator is assigned.

3. Evidence is collected.

4. Suspect/witness is interviewed using Investigation/Disciplinary Interview Form (DOC#318).

5. Final investigation report is system-generated with findings and recommendations.

6. Salary holds, suspensions, or deductions follow based on recommendations.

7.3 Oversight and Decision

· Director QRM ensures investigation quality.

· Final action is decided by HR and Line Manager.

· Appeal allowed within 5 days in writing.

· Disagreements elevated to Managing Director.

8. SLA and Priority Matrix

Service Level Agreement (SLA)

For more information refer to GUIDE#5928 Below is the structured SLA for incident investigations managed through the QRM System (excluding EHS):

	PRIORITY
	INITIATOR
	QRM ADMIN
	INVESTIGATOR
	QRM DIR
	DEPT HEAD
	HRD
	TOTAL

	LOW
	1 day
	2 days
	15 days
	1 day
	2 days
	2 days
	22 days

	MEDIUM
	1 day
	2 days
	10 days
	1 day
	2 days
	2 days
	17 days

	HIGH
	1 day
	2 days
	5 days
	1 day
	1 day
	2 days
	11 days


Escalation Path:
· LOW: QRM Director

· MEDIUM: QRM Director (CC: QRM Admin)

· HIGH: MD and QRM Director

Priority Classification Criteria

· LOW: Low value lost shipment, burglary, verbal assault, accepting gifts, cash theft < SR500, etc.

· MEDIUM: Robbery, customer assault, fire, forgery, prohibited items, sexual harassment.

· HIGH: High value lost shipment, bribery, governmental issues, cash theft > SR500, health & safety.

9. Whistleblower Protection

Employees reporting incidents or suspected misconduct in good faith are protected from retaliation. SMSA upholds a culture of transparency and accountability. Refer to DOC#2385 – Employee Complaints & Suggestions Policy.

10. Documentation and System Use

· All incidents (except EHS-related) must be logged in the QRM Investigation System.

· In the event of system downtime, manual documentation shall be used. The following official formats must be followed:

· QRM Investigation Report Format – DOC#1776

· Investigation Checklist Progress Report – DOC#1778

· Incident Report Form – DOC#317

· Forms including DOC#317, DOC#318, and DOC#3005 must be attached where applicable.

· Final decisions and evidence logs are mandatory.

11. Compliance and Exceptions

· All actions must comply with Saudi Labour Law, internal ethical standards, and applicable regulatory requirements in any country where SMSA operates.

· Any exception to this policy must be approved by the Managing Director.

12. Policy Review

This policy shall be reviewed annually by the Quality and Risk Management Department and updated based on audit findings, regulatory changes, or operational improvements.

13. Related Documents

· DOC#2800 – Incident, Emergency Preparedness & Response Procedure

· DOC#2801 – EHS Incident Accident and CAPA Form

· DOC#317 – Incident Report Form

· DOC#318 – Investigation Interview Form

· DOC#1776 – QRM Investigation Report Format (Manual)

· DOC#1778 – Investigation Checklist Progress Report

· DOC#3005 – Missing Shipment Notification Report

· DOC#3136 – Emergency Contact Form

· DOC#3116 – SMSA Security Manual

· DOC#2385 – Employee Complaints & Suggestions Policy

· DOC#3329 – SMSA Ethics Handbook
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