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	          Internal Audit Procedure – Applicable ISO and Integrated Management Systems
Owner/Department: Quality &Risk Management



1. Purpose (Objectives)
This procedure outlines the conduct of internal audits for all applicable ISO and international management systems implemented at SMSA. The objective is to ensure conformity with planned arrangements, assess operational effectiveness, verify compliance, and identify areas for continual improvement in alignment with ISO and other global standards.

2. Scope
This procedure defines the extent and boundaries of the internal audit activities within SMSA. It applies to all applicable ISO and international management systems across SMSA including, but not limited to:
- ISO 9001: Quality Management System (QMS)

- ISO 14001: Environmental Management System (EMS)

- ISO 45001: Occupational Health & Safety Management System (OHSMS)

- ISO 22301: Business Continuity Management System (BCMS)

- ISO 27001: Information Security Management System (ISMS)

- ISO 10002: Customer Satisfaction and Complaints Handling

- ISO 10015: Quality Management – Training

- WHO GDP: World Health Organization Good Distribution Practices

- TAPA: Transported Asset Protection Association Security Standards

It encompasses all departments, functions, support services, and operations that are part of SMSA’s integrated management system. Customer Service activities are included within the scope of these systems.

3. Definitions
· Internal Audit:  A systematic, independent, and documented process for obtaining evidence and evaluating it objectively to determine the extent to which audit criteria are fulfilled.

· Auditor: An individual who has successfully completed an Internal Auditor course, and preferably a Lead Auditor course, certified by an accredited certification body, and who is certified in the relevant management system standards being audited.

· Auditee: The department, function, or individual being audited.

· Management Representative (MR): The designated person responsible for managing the internal audit program in SMSA.
4. Responsibilities
4.1. The Management Representative (MR) is responsible for overseeing the internal audit program and ensuring the assignment of competent auditors.
4.2. Auditors shall maintain impartiality, objectivity, and independence from the activities being audited.
4.3. All SMSA staff must cooperate fully during audits and are responsible for timely implementation of any corrective actions raised.
4.4. Auditor performance feedback shall be periodically collected through the “QRM Internal Audit Evaluation Form” (GUIDE DOC#3481 – English / DOC#3552 – Arabic), which allows auditees to provide input on the conduct and effectiveness of internal audits. While this form serves as a feedback mechanism rather than a formal competency evaluation, the responses may be used by the Management Representative (MR) or authorized delegate to support continuous improvement of the audit process. The form may also be submitted electronically through the Electronic Audit (E-Audit) system.
5. Procedure

(Aligned with ISO 9001:2015 Clause 9.2, ISO 14001:2015 Clause 9.2, ISO 45001:2018 Clause 9.2, ISO 22301:2019 Clause 9.2, ISO 27001:2022 Clause 9.2, ISO 10002:2018 Clause 7.5, ISO 10015:2019 Clause 6.3, WHO GDP Guidelines Chapter 1.9, and TAPA FSR Audit Guidelines)
5.1. The MR develops an annual audit plan based on business needs, risk priorities, and compliance requirements. The plan is available in electronic or hard copy and is reviewed monthly.
5.2. Ad hoc or unannounced audits may be conducted outside the plan as necessary.
5.3. Auditors are assigned to audits where they are independent of the audited activities.
5.4. Auditees are notified at least one week in advance, unless it is an unannounced audit.
5.5. Each audit is uniquely referenced and documented.
5.6. Audit checklists are developed considering previous findings, system documentation, and identified risks and opportunities. The audit process is based on sampling, which means that selected processes, records, and activities are reviewed to form an overall judgment of compliance and effectiveness. This approach does not guarantee the identification of every nonconformity, but aims to provide a representative evaluation of the system.
5.7. Risk and Opportunity Audits:
- ALARP (As Low As Reasonably Practicable) is a risk management principle used to reduce risk to the lowest possible level, as long as the effort, time, and cost required to reduce it further would be grossly disproportionate to the benefit gained. It means that risks should be reduced as far as is reasonably achievable without excessive difficulty or cost.
- All departments must document risks (GUIDE DOC#6895).

- Opportunities identified during audits are updated in GUIDE DOC#3028.

- Risk and Opportunity Identification Procedures are outlined in DOC#3025 & DOC#3026.

5.8. An opening meeting is conducted to explain the audit scope, objectives, audit criteria, audit team roles, and expected cooperation. It sets the tone for the audit and ensures that the auditee understands the process and has an opportunity to raise initial concerns or provide relevant information. The structure and expected conduct of the opening meeting shall follow the guidelines outlined in GUIDE DOC#6353. During the audit, all relevant documents should be made available to the auditor in either electronic or hard copy format. Full cooperation must be provided to the auditor, and auditees should not be distracted or interrupted during the audit process.
5.9. Nonconformities (NCs) are logged in the Electronic Audit (E-Audit) system and assigned unique numbers. Auditors must ensure that objective evidence is available to support each NC raised. Such evidence should be documented and uploaded in the E-Audit system, preferably by capturing photographs or scanned documents that verify the issue.
5.10. Post-Audit:
- Findings are discussed and agreed with auditees.

- Reports are auto-generated and distributed via E-Audit.

- CAPA must be submitted by auditees within 7 business days.

- NCs are to be closed within 30 days or justified. For TAPA-related audits, nonconformities must be addressed and completed within 60 calendar days, and in some cases, a Security Corrective Action Requirement (SCAR), which is similar to a Nonconformity (NC), may be issued requiring formal response and resolution.

- Verified open NCs may remain if linked to infrastructure or justified risks.

- Similar NCs may be consolidated.

- The audit closing meeting must be conducted as per the structured format detailed in GUIDE DOC#6354.

- If CAPA is not completed within the Service Level Agreement (SLA), the escalation procedure defined in DOC#1745 shall be followed.

- Reference: DOC#1745 Corrective and Preventive Action Procedure.
- Audit records are retained in E-Audit and available for external reviews.
- In the event that audit findings indicate dishonesty, fraud, or a violation of company ethics, the case shall be escalated to the Quality & Risk Management (QRM) department for further investigation. Such cases will be handled in accordance with the Honesty, Ethics and Employee Conduct Policy (DOC#81), which may result in disciplinary action up to and including termination or legal prosecution.

5.11. The audit plan is updated after audit completion.
5.12. Summary reports and NCs are saved in the Electronic Audit (E-Audit) system and shared with stakeholders.
5.13. The auditor verifies CAPA closure and updates the audit status.
5.14. CAPA disagreements are escalated to the MR, then to the Managing Director (MD) if unresolved.
5.15. Audit summaries are compiled to track progress.
5.16. Statistical findings are shared with senior leadership by the MR.
5.17. In the event of an E-Audit system outage or unavailability, audits shall be conducted manually in alignment with business continuity protocols. Manual records must use the following forms:

- Internal Audit Non-Conformance Report (DOC#2806)

- Internal Audit Summary Report (DOC#2807)

- Internal Audit Checklist (DOC#6901)

- Audit Summary Report Template (DOC#1910)

Any relevant objective evidence must still be gathered and attached physically or scanned for later upload to the E-Audit system once restored.
5.18. Financial audits do not fall within the scope of internal audits conducted by the Quality and Risk Management (QRM) Department. Responsibility for financial audits lies with the Internal Audit Department, which oversees financial governance and related compliance activities.

6. Related Documents (Controlled via GUIDE System)
· DOC#1745: Corrective and Preventive Action Procedure

· DOC#2806: Internal Audit Non-Conformance Report (Manual Use)

· DOC#2807: Internal Audit Summary Report (Manual Use)

· DOC#6901: Internal Audit Checklist (Manual Use)

· DOC#1910: Audit Summary Report Template (Manual Use)

· DOC#1761: Internal Audit Plan

· DOC#1910: Audit Summary Report Template

· DOC#3051: Audit Planning Work Instructions

· DOC#3481: Audit Evaluation Form (English)

· DOC#3552: Audit Evaluation Form (Arabic)

· DOC#5678: Scope of Quality Audit

· DOC#6895: Risk Register

· DOC#3027: ALARP Documentation

· DOC#3028: Opportunities Register

· DOC#3025 & DOC#3026: Risk and Opportunity Identification Procedures
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