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	         SMSA Electronic Archiving Work Instruction
                                         Owner/ Department: Quality & Risk Management



1. Purpose

This work instruction establishes the methodology, accountability, and procedural framework for managing electronic archiving at SMSA. It aims to ensure the secure, traceable, and compliant lifecycle of archived documents, minimize environmental impact by reducing physical storage, and support digital transformation as part of SMSA’s Integrated Management System.

2. Scope

This instruction applies to all departments at SMSA that handle records governed under the Quality, Environmental, Health & Safety, Information Security, and Business Continuity management systems. It includes both active and inactive records eligible for electronic archiving and referencing through the 4841 File Archive Register.

3. Definitions

· Retention Period: Duration for which a record must be preserved before disposal, in accordance with legal, regulatory, and operational requirements.

· Archiving Log: A traceable, indexed register documenting every archived file, its location, retention schedule, and responsible owner.

· File Archive Register (Ref: 2721): The official system-wide register used to identify and track records designated for physical or digital archiving.

· Master Record: The final, validated version of a document considered the record of truth.

· Electronic Storage Medium: Devices such as encrypted external hard drives, cloud storage, or secured server directories used for archiving purposes.

4. Roles and Responsibilities

· Quality and Risk Management Department: Maintains ownership of this procedure and ensures alignment with management system requirements.

· Management Representative (MR):
· Oversees the review, authorization, and coordination of the archiving process.

· Reviews record categories annually with department heads.

· Department Heads:
· Identify records for archiving using the 2721 File Archive Register.

· Ensure departmental compliance with storage and backup procedures.

· Information Security Custodian:
· Ensures the security and integrity of archived digital files.

· Manages access control and data protection measures.

5. Archiving Procedure

5.1. Review and Identification
· Departments shall annually review their file registers and reference the 2721 File Archive Register to identify records ready for electronic archiving.

· Only finalized records that have exceeded their retention periods or operational use will be considered.

5.2. Archival and Disposal Process
· Digitized records shall be validated before archiving.

· Master hard copies may be securely shredded and recycled post-digitization.

· Archiving status must be logged in the central 2721 File Archive Register and electronic Archiving Log.

5.3. Storage of Archived Records
· Primary storage shall be on encrypted external hard drives, located in a secured, access-controlled environment.

· Secondary backup must be maintained on a separate secure medium (preferably cloud or alternate encrypted drive) to prevent data loss.

5.4. Access and Retrieval
· Retrieval of records is permissible through a formal request referencing the 2721 File Archive Register and Archiving Log.

· Unauthorized access is strictly prohibited and monitored.

5.5. Record Integrity and Backup
· All archived data must be validated for readability and completeness before transfer to permanent storage.

· Quarterly backups must be scheduled and logged.

6. Naming Conventions

6.1. Box File Reference Format:
[Department Code]-[File Number]-[Record Series Number]-[MMYY]
Example: QRM-001-01A-0325

6.2. Digital Folder Structure:
· Monthly folders (e.g., 0325_March)

· Subfolders by department (e.g., QRM, OPS, HR, etc.)

6.3. Electronic Record Naming Format:
[Department]-[Document Type]-[Division]-[Sequence Number]-[MMYY]
Examples:
· QRM-MOM-CSD-001-0325 (Minutes of Meeting)

· QRM-KPI-MRM-001-0325 (Key Performance Indicators)

· QRM-GAP-OPS-001-0325 (Gaps and Nonconformities)

· QRM-PLN-ITD-001-0325 (Plans)

All documents must be named consistently and uploaded to the designated shared directory with read-only permissions enabled for standard users.

7. Security, Compliance, and Risk Controls

· Electronic archives must be protected from unauthorized access, tampering, and loss.

· All devices used for storage must have encryption, antivirus protection, and role-based access permissions.

· Risk assessments shall be performed annually on the archiving process to evaluate information security threats.

8. Review and Continuous Improvement

· This instruction shall be reviewed annually by the Quality and Risk Management department.

· Opportunities for improvement, including digitization upgrades or process automation, shall be recorded and evaluated.

9. Related Documents

· Document & Record Control Procedure (Doc# 2604)

· Risk Management Policy (GUIDE# 2662)

· File Archive Register (Doc# 2721)
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