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	SMSA Risk Management Policy Owner/Department: Quality & Risk Management




1. Purpose
The purpose of this SMSA Risk Management Policy is to define the framework, principles, responsibilities, and procedures through which SMSA identifies, assesses, manages, and monitors risks at the departmental, country, and corporate levels. This policy aligns with applicable KSA regulatory requirements and SMSA's core business best practices.

2. Scope
This policy applies to all employees, functions, and subsidiaries of SMSA in all countries where SMSA operates.

3. Risk Management Principles (Based on ISO Standards)
· Integrated: Embedded in all SMSA business activities
· Structured and Comprehensive: Enables consistent and comparable results
· Customized: Aligned to SMSA's strategy, culture, and objectives
· Inclusive: Involves stakeholders at all levels
· Dynamic: Recognizes changes in internal and external context
· Best Available Information: Based on historical, current, and future trends
· Human and Cultural Factors: Considers SMSA’s people and behavior
· Continual Improvement: Driven through audits, reviews, and CAPA

4. Risk Governance Structure
	Level
	Risk Register Owner
	Review Frequency

	Departmental
	Department Heads
	Monthly

	Country
	Country Manager / Managing Director
	Quarterly

	Corporate
	QRM Auditors/Director – QRM / CEO
	Bi-annually & MMR



5. Risk Identification & Assessment (per MORI (Method of Risk Identification) Guide – Doc#3025)
At SMSA, we use a clear and practical method to identify risks before they can impact our operations or objectives. This approach is called the MORI (Method of Risk Identification), and it ensures we look at what the risk is, who owns it, when it needs to be reviewed, how it will be identified, and what level of risk remains after controls are in place.
We use multiple tools and sources to help us find risks, including:
· SWOT analysis to understand our strengths, weaknesses, opportunities, and threats
· Trend analysis and data monitoring to spot patterns and recurring issues
· Unplanned activity logs to capture unexpected incidents and near misses
· Stakeholder feedback from customers, employees, vendors, or regulators
· Monthly Management Reviews (MMRs) to formally review and escalate new or ongoing risks
· Audit results and performance deviations (KPIs) that highlight areas of concern
· Legal and regulatory monitoring to stay compliant with changing laws
· Cybersecurity assessments and IT monitoring to catch data or system vulnerabilities
· Incident reports and the Tell Us system for confidential employee reporting
This process is applied across all countries, departments and levels, helping us manage risks in a consistent and informed way across the entire business.

6. Risk Ranking Matrix and ALARP Application
SMSA uses a standardized 3x3 matrix to evaluate and prioritize risks based on Severity and Probability, as defined in GUIDE Doc#3324 – Risk Ranking Criteria.
Severity Levels:
· Low: Minor impact limited to a single employee, location, or task with no measurable financial or reputational effect
· Medium: Noticeable disruption to departmental services, customer delivery, or internal processes with moderate cost or delay
· High: Significant impact on SMSA’s business continuity, regulatory compliance, financial position, customer trust, or health and safety outcomes
Probability Levels:
· Low: Unlikely to occur under current conditions; historically rare or not experienced in past 2 years
· Medium: Reasonable chance of occurrence based on trends or operational history; may happen within 1–2 years
· High: Likely or frequently occurring risk; may happen within the current year or already observed
	Severity \ Probability
	Low (1)
	Medium (2)
	High (3)

	Low (1)
	Low Risk (1)
	Low Risk (2)
	Med Risk (3)

	Medium (2)
	Low Risk (2)
	Med Risk (4)
	High Risk (6)

	High (3)
	Med Risk (3)
	High Risk (6)
	High Risk (9)


Key (Color-Coded):
· Green = Low Risk (L)
· Amber = Medium Risk (M)
· Red = High Risk (H)
The score is calculated by multiplying Severity × Probability (e.g., 3 × 2 = 6).
Application in MORI (Method of Risk Identification) and ALARP:
· This matrix supports both inherent risk scoring (before mitigation) and residual risk scoring (after controls).
· Risk scores are directly used within the MORI (Method of Risk Identification) methodology (GUIDE Doc#3025) and evaluated according to the ALARP principle as defined in GUIDE Doc#3027 – ALARP Risk Guidance.
Risk Score Treatment Guide:
	Score
	Risk Level
	Treatment Action

	1–2
	Low
	Accept and monitor

	3–4
	Medium (ALARP)
	Reduce where practicable; monitor actions

	6–9
	High
	Immediate mitigation and escalation to management/QRM


ALARP (As Low As Reasonably Practicable) ensures that risks are managed in a way that balances safety, operational needs, and reasonable effort. Decisions on treatment must be documented, justified, and periodically reviewed to ensure effectiveness and compliance with GUIDE Doc#3027.

7. Risk Treatment & Controls
Risk treatment may include:
· Avoiding the risk
· Reducing likelihood or impact through controls
· Transferring risk to a third party (e.g., manpower outsourcing)
· Accepting risk with documented rationale
CAPA procedures and control verification must be in line with GUIDE Doc#1745.

8. Risk Roles & Responsibilities
	Role
	Responsibility

	Department Heads
	Maintain department risk logs and implement controls

	Country Manager / MD
	Consolidate risk registers and escalate high-impact risks

	Director – QRM / Auditors
	Manage corporate register, conduct audits, and monitor trends

	CEO
	Approve SMSA’s overall risk tolerance and mitigation plans



9. Risk Escalation and Response Matrix
	Risk Level
	Escalate To
	Timeframe

	Low (1–2)
	Department Head
	Monthly Review

	Medium (3–4)
	Country Manager / MD
	Within 10 working days

	High (6–9)
	Director – QRM / CEO
	Immediate



10. Reporting 
· All High/Critical risks must be reported to QRM immediately.
· Departmental reviews must feed into Country and Corporate registers.
· Emerging risks (e.g., AI, climate, geopolitical, data fraud) must be reviewed quarterly.

11 QRM Risk Audit Validation – Risk Cycle Verification
During the management audit of risks, QRM will assess whether the complete risk management cycle has been implemented in accordance with SMSA policy and applicable ISO standards. This includes:
· Verification that all relevant and department-specific risks have been identified and listed.
· Evaluation of how inherent risks were assessed and scored based on the approved methodology.
· Review of the risk treatment plans and the effectiveness of actions taken to mitigate or control risks.
· Confirmation that risk discussions and decisions have been documented in management meeting records.
· Assessment of whether residual risks have been updated in the Risk Register with supporting evidence.
· Validation that the approved risk ranking criteria (as per GUIDE Doc#3324) were followed accurately.
As part of field audits, QRM will perform independent validation of actual operational risks. This includes site visits, interviews, and evidence collection to confirm that risks are properly recorded and managed. If any identified risks are found to be unsupported or incorrect, QRM has the authority to flag them for correction, escalation, or reclassification.
Risk owners must ensure all risk records are traceable, accurate, and aligned with operational reality. Failure to comply with the risk management process may result in audit findings, re-audits, or elevation to senior management for resolution.
· QRM will oversee quarterly review of country-level risks.
· Annual internal audits will verify adherence to this policy.
· Risk KPIs and heatmaps to be compiled and reviewed through SMSA's internal reporting tools and shared during MMR sessions.

12. Training & Awareness
· All staff shall undergo annual SMSA Risk awareness training.
· Specific risk owners will be trained on risk assessment, controls, and mitigation.

13. Tolerance Levels – Risk Audits
SMSA establishes clear boundaries for acceptable risk in each major category. These thresholds guide risk acceptance, mitigation, or escalation.

	Risk Category
	Tolerance Level
	Weighted
Score
	Example
	Remarks (Best Practice)

	Financial
	Low
	3
	No tolerance for unauthorized spending or revenue leakage
	Financial mismanagement poses compliance and reputational risk; must be mitigated

	Compliance & Legal
	Zero Tolerance
	4
	Zero tolerance for regulatory violations
	Violations may lead to legal penalties and reputational harm

	Operational Disruption
	Medium
	2
	Short-term disruptions acceptable if resolved quickly
	Acceptable only if operations are restored promptly and root cause is addressed

	Reputational
	Low
	3
	Avoid public or media fallout at all costs
	Damage to reputation affects stakeholder trust and long-term value

	Safety & Security
	Zero Tolerance
	4
	No tolerance for injury, safety breaches, or facility harm
	Breaches may lead to injury, liability, and regulatory non-compliance

	Environmental & Sustainability
	Medium
	2
	All efforts must align with SMSA's sustainability goals
	Minor variation may be allowed but core ESG principles must be followed



To standardize and improve clarity, SMSA uses a 4-level numeric system (aligned with ISO 31000: Risk Management Guidelines, Committee of Sponsoring Organizations of the Treadway Commission Enterprise Risk Management - COSO ERM, and common risk frameworks)

	Tolerance Level (Standardized)
	Weighted
Score
	Meaning
	Color Code

	High
	1
	Risk is broadly acceptable, monitor only.
	

	Medium
	2
	Risk acceptable only with controls 
	

	Low
	3
	Risk is barely acceptable; must mitigate or escalate.
	

	Zero Tolerance (Override)
	4
	Risk is never acceptable—immediate action required.
	



Classification of High Tolerance Risks
Risks shall not be classified under the “High Tolerance” category by default. An inherent risk may only be treated as high tolerance after it has been formally reviewed, justified, and approved by MD, QRM and in some cases, CEO.

This review must consider the operational impact, likelihood of occurrence, existing controls, and justification for acceptance. Once deemed acceptable, the risk may be reclassified as a High Tolerance Risk, and this decision must be clearly documented in the Risk Register along with supporting rationale.

Example: A recurring invoice submission delay of 1–2 days from a remote location may be considered acceptable due to infrastructure limitations. Following formal review, the risk can be documented as a high tolerance item with appropriate notes and monitoring frequency.

Zero Tolerance Criteria for risk audits
· Any sub-question marked as "Zero Tolerance" in the "Tolerance" column will act as a mandatory failure.
· If any of these are failed - The entire audit is marked as "Failed" regardless of other scores.
· Scoring criteria for risk audit result is 
· PASS: No zero-tolerance failed and >70% score
· FAIL: Zero-tolerance failed or <70% overall score






14. Risk Category Framework
Risks are categorized for better tracking and reporting:
	Category
	Examples

	Strategic
	Market shifts, partnerships, expansion risk

	Operational
	Service failures, delivery delays, facility breakdowns

	Financial
	Fraud, cash mismanagement, revenue drop

	Compliance
	SFDA violations, license expiry, audit gaps

	Reputational
	Customer complaints, social media backlash

	IT & Cyber
	Data breaches, malware, vendor software failures

	Environmental & Sustainability
	Waste, emissions, climate events, energy usage

	Safety & Health
	Employee injury, unsafe equipment, ESH noncompliance

	Emerging
	AI misuse, geopolitical shifts, supply chain disruption


These categories reflect risks in all regions where SMSA operates.

[bookmark: _GoBack]15. Audit Scoring Guidelines
This guide is intended to help all SMSA departments and countries understand how to monitor their operational compliance and manage risk through a standardized scoring system. It supports SMSA’s commitment to quality, safety, and continual improvement under integrated management systems.
	Component
	Definition
	Scoring Method
	Example (SMSA)

	Audit Score
	Measures the level of compliance with defined procedures, based on what is directly observed during the audit.
	- 1.0 = Fully Compliant (Task completed fully and correctly)
	- A courier scans and delivers the package as per SOP → Score = 1

	
	
	- 0.5 = Partially Compliant (Task started or partially correct)
	- Delivery attempted but incomplete documentation or signature → Score = 0.5

	
	
	- 0.0 = Non-Compliant (Task not done or wrong)
	- Delivery skipped, no scan done → Score = 0

	
	
	- N/A = Not Applicable
	- SOP not relevant to the station → N/A

	Risk Exposure Score
	Reflects the portion of the tolerance margin that has been consumed due to non-compliance. Exposure increases with the importance (criticality) of the task and the level of non-compliance.
	Calculated as: (1 – Audit Score) × Tolerance Weight
	- Zero-tolerance non critical (weight = 4) scored 0 → Exposure = 4

	
	
	
	- Same item scored 0.5 → Exposure = 2

	
	
	
	- Low-tolerance item (weight = 3) scored 1 → Exposure = 0

	Consumed Tolerance
	Indicates how much of the assigned risk buffer (tolerance weight) has been used up due to non-compliance. Helps identify risks before total failure occurs.
	Same as Exposure Score: (1 – Audit Score) × Weight
	- Controlled access door (weight = 4) left open sometimes → Score = 0.5 → Consumed = 2

	
	
	
	Business is now halfway to reaching a critical failure threshold

	Risk Performance
	Combines both audit compliance and risk exposure to reflect true operational performance. Helps highlight hidden vulnerabilities that may not appear in high scores.
	- PASS = No Zero Tolerance item failed AND overall score >70%
	- Department scores 88% overall but misses a Zero Tolerance critical control → FAIL

	
	
	- FAIL = Any Zero Tolerance item scored <1 OR overall score <70%
	- Department scores 72% and meets all critical controls → PASS

	Zero Tolerance Rule
	A strict rule where failure to fully comply with any Zero Tolerance item causes the entire audit to fail, regardless of overall performance. These items are considered non-negotiable risk controls. (Criticality is not considered in management Risk audits as all checks are considered critical in risk audits)
	Audit automatically fails if any critical Zero Tolerance item scores < 1 (For management risk audits any zero-tolerance fail is considered fail audit)
	- Cold storage logs not maintained (critical zero tolerance for vaccine safety) → Score = 0.5 → Audit Result = FAIL
'- Security logs not maintained for a day (non critical zero tolerance for vaccine safety) → Score = 0.5 → Audit Result = PASS

	Dual Scoring Use
	SMSA uses two parallel scores in quality audits to ensure a balanced view of both procedural compliance and operational risk. This enables targeted action without masking risk behind high compliance.
	- Quality Score: Measures compliance with SOPs/documented policies
	- Station scores 90% on SOP compliance but misses HAL and temperature monitoring (Zero tolerance -Critical) → Risk Exposure = 4 -Fail → Corrective action required despite good score

	
	
	- Risk Exposure Score: Measures how much risk was exposed
	



Important Reminders
· Tolerance weights are fixed and must not be changed. Tolerance reflects business importance and risk appetite. It cannot and should not be changed based on how a task was performed. The audit scoring only tells us how much of that fixed tolerance is being used up — not how important the task is.
· Exposure is a measurement of internal risk pressure. It does not replace formal risk ranking. These rankings are managed separately at the department and corporate level in the SMSA risk register using a 3x3 Severity x Probability (SxP) matrix, which evaluates the potential impact and likelihood of risk events. While exposure helps highlight current operational weaknesses, formal risk rankings guide strategic risk prioritization aligned with corporate-level oversight and long-term planning.
· High performance does not guarantee low exposure.
· Performance score and exposure score must be reported separately.
· Both scores are required to understand audit risk.

16. Regulatory Alignment
This policy is developed in alignment with:
· Applicable ISO standards (e.g., ISO 9001 – Quality Management Systems, ISO 27001 – Information Security Management, ISO 22301 – Business Continuity Management, ISO 45001 – Occupational Health and Safety Management)
· ISO 19011:2018, Clause 6.2 & 6.3 – Audit objectives should be risk-based and results-driven.
· ISO 31000:2018, Clause 6.3 – Risk evaluation must be based on organizational risk appetite.
· ISO 9001:2015, Clause 6.1 & 9.2 – Risk-based thinking and internal audits must support continual improvement.
· GAC (Gulf Accreditation Center), SFDA (Saudi Food and Drug Authority), SASO (Saudi Standards, Metrology and Quality Organization), SCE (Saudi Council of Engineers), TGA (Transport General Authority) regulations (as applicable)
· CMA (Capital Market Authority), MCI (Ministry of Commerce and Investment), and SAMA (Saudi Central Bank) governance requirements for risk oversight

17. Related Documents
· Risk Identification Procedure (MORI (Method of Risk Identification)) – GUIDE Doc#3025
· Risk Ranking Criteria – GUIDE Doc#3324
· ALARP Risk Guidance – GUIDE Doc#3027
· Corrective & Preventive Action (CAPA) Procedure – GUIDE Doc#1745
· Risk Register Template – GUIDE Doc#3979
· ISO Internal Audit Procedure – GUIDE Doc#517
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