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	                            SMSA Security, Conduct and Prohibited Items Policy
                                         Owner/ Department: Quality & Risk Management



1. Purpose

This document establishes SMSA’s unified policy framework on security, workplace conduct, and the prohibition of weapons, prohibited substances, negligence, and other offensive items or behaviors. It is developed to align with the Integrated Management System (IMS), Environmental, Social, and Governance (ESG) principles, and Governance, Risk, and Compliance (GRC) requirements. The aim is to safeguard people, property, and operations while ensuring full compliance with applicable local laws and international best practices.

2. Scope

This policy applies to all SMSA employees, contractors, visitors, vendors, and any individual performing duties or visiting any SMSA facility or vehicle, across all countries of operation.

3. Definitions

· Prohibited Substances: Illegal drugs, narcotics, or alcoholic beverages as defined by Saudi Law and other applicable local laws.

· Offensive Items: Pornographic materials, items offensive to religious or national values, or items prohibited by culture or law.

· Weapons/Firearms: Any object or item made, adapted, or intended to cause injury. This includes but is not limited to firearms, blades longer than 3 inches, or improvised offensive tools.

· Negligence: Any act of carelessness resulting in loss, damage, or risk to SMSA or its customers’ assets.

4. Responsibilities

· QRM Department: Investigates violations, advises on disciplinary action, and ensures policy awareness.

· Line Managers & Security Officers: Conduct and document searches, secure the workplace, and report incidents.

· All Employees: Must comply with the policy and report any suspected violation immediately.

5. Policy Guidelines

5.1 Prohibited Substances and Offensive Items

· Possession or use of prohibited substances, alcohol, or offensive items on SMSA property is strictly prohibited.

· Individuals found violating this may face immediate suspension, dismissal, and reporting to local authorities.

· Managers must act promptly on impairment observations and consult QRM as required.

· Incidents involving offensive or illegal items in shipments must be escalated to the Police and Director of QRM immediately.

· This section is supported by the Drug Free Workplace Policy & Program (DOC# 2609), which will be activated when necessary and approved by Top Management.

5.2 Possession and Carrying of Weapons/Firearms

· Employees are prohibited from carrying weapons or firearms during duty, regardless of license.

· Exceptions apply only to contracted armored cash services, as per QRM-reviewed agreements.

· Discovery of firearms or weapons leads to immediate disciplinary action, including possible dismissal.

5.3 Staff Search Protocol

· Random staff searches will be conducted without notice and in a respectful, non-intrusive manner.

· Searches may include lockers, bags, vehicles, and workstations.

· Physical contact is prohibited during searches. If a staff search has to be conducted (for example, checking a desk, locker, or vehicle) and the employee is not present at that time, then another authorized person (a witness) must be present to observe the search.

· Refusal without valid reason may result in disciplinary action, including dismissal.

· All searches must be documented and maintained for audit purposes.
5.4 Negligence and Loss Accountability

· Employees proven negligent in incidents causing losses or risks may be held financially accountable.

· Losses may be deducted from salaries or settlements.

· Examples include but are not limited to:

· Cash or shipment shortages

· Loss/damage of SMSA property or confidential documents

· Misuse or loss of vehicles or keys

6. Disciplinary Measures

All violations are subject to investigation and may lead to:

· Written warning

· Suspension

· Salary deductions

· Termination

· Legal action (if applicable)

7. Integration with IMS, ESG, and GRC Frameworks

This policy supports:

· IMS Standards: Including ISO 9001, ISO 45001, ISO 27001, and ISO 22301

· ESG Goals: By promoting ethical conduct and safety

· GRC Objectives: Through structured investigation, policy enforcement, and record-keeping

8. Related Documents

	Document Title
	Document Number

	Incident Report Form
	DOC# 2743

	SMSA Ethics Handbook
	DOC# 2612

	Employee Complaints & Suggestions Policy
	DOC# 2652

	Drug Free Workplace Policy & Program
	DOC# 2609

	
	

	
	


9. Final Note

The safety and ethical integrity of SMSA operations rely on full compliance with this policy. All staff are expected to familiarize themselves with its content and act in accordance with the principles outlined herein. Non-compliance is a serious matter and will be treated accordingly.
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