	
	Suspicious Mail Identification &
Disposal Procedure
Owner/Department: QRM


[image: image1.png]




	Purpose
	To take all necessary measures to secure SMSA’s and customers’ assets, staff and property and to minimize risk to the business.

	Scope
	All Mailroom locations and all employees working at customer premises

	Responsibilities
	All current and potential mailroom employees

Managers are responsible to ensure staff awareness of the policy and to check that staff is following the procedures. 

	Procedure
	There is a security risk associated to mail handling. All mail and parcels of any kind must be thoroughly checked to ensure they are not a potential threat.  Be vigilant as to the source of each letter/shipment and look carefully for suspect packages.

Mail Room staff who process mail must recognize and group mail into three categories:

1. Expected mail – e.g. Internal Mail

2. Unsolicited mail - from regular source – i.e. branch/offices or from a known source / office that is safe.

3. Unsolicited mail - from unrecognized source

POSTAL DEVICES ARE NEARLY ALLWAYS VICTIM – OPERATED WEAPONS. (Activated by opening the package) DESIGNED TO KILL OR MAIM AN INDIVIDUAL FOR POLITICAL, PERSONAL OR IDEOLOGICAL REASONS
Awareness:

· Postal Devices can come in ALL SHAPES AND SIZES

· Treat all suspect or unusual packages with extreme caution

· NEVER OPEN A SUSPECT PACKAGE

What to look for:

· Unusual balance or shape 
· Excessive weight for its size (Solid)

· Excessive weight for its size (liquid)

· Excessive or unusual wrapping/sealing

· Suspicious parts showing, or sticking through the wrapping

· Oil stains somewhere on the package

· Excessive postage

· Unusual odor emanating from the package

· No return address when one might be expected

· Unusual or over specific instructions, such as ‘OPEN THIS END FIRST’

· Statement stating the package should be only be opened by a particular person

· Can be liquid (aerosol) or dry form (fine dry particles - powder)

· The actual appearance can vary depending on the way it was manufactured

· Traces of powder on the envelope / package

· Sound of liquid in the package

· Unusual wrapping or sealing

· Unusual Stains on the package (droplets / oily film)

· Other unusual markings 

Response in the event of a suspicious package being identified:

· NEVER TOUCH, MOVE OR OPEN a suspect package. If you are holding it, gently put it down on the desk or floor. DO NOT place in a cupboard or bin. Leave it where the emergency services can easily view it. (also be guided by the policies of the facility you work in)

· Leave the room and evacuate – close all doors & windows & seal-off the area – DO NOT PANIC
· Immediately shut down the AC system

· Do not use radios, mobiles, transmitting pagers, or electronic devices in the area of the suspect package

· Call the emergency services (999) and be guided by them
· Call QRM dept and complete an Incident Report
Information for Emergency Services:

Where possible, try to assist Emergency Services by providing as much information that you are able to provide by completing a Suspicious Mail Emergency Checklist form

Emergency Contacts:

All emergency and important contact numbers must be readily available at all locations.

If a chemical release/contamination is suspected in a facility:

· Never attempt to identify the source or the agent

· Evacuate employees from the area Call the emergency services

· Separate those exposed – keep them separate from everyone else (50 ft)

· Close doors and windows

· Close the AC system

· Follow the facility response plan

· Don’t panic

· Follow the instruction given by the emergency services

Look out for possible symptoms of a chemical release/contamination in the area. These may include: 

· An unusual/unexplained outbreak of a non-specific illness

· Flu-like illness, fever, pneumonia

· Breathing difficulties

· Bleeding disorder

· Rashes, skin irritation

· Diarrhea

· Muscle weakness, Paralysis
If personal contamination from a chemical agent is evident:

If any of these symptoms become apparent, and personal decontamination is suspected, take the following precautions until the emergency services arrive:

· If the chemical is visible on the skin scrape off the agent with a flat edge – book credit card etc

· Use absorbent material to soak up the agent  (flour, washing powder, dirt)

· Remove clothes 

· Wash with soap and water

· Do not wear contaminated clothes

· Remain calm until the emergency services arrive

· Advise Emergency services what steps have been taken and where the contaminated clothing is situated.
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