	[image: image1.png]



	                                                                               Trade Sanctions Policy

                                Owner/ Department: Quality & Risk Management
                                                                                                                                                                    



	Brief
	SMSA is committed to compliance with relevant economic and trade sanction laws in all jurisdictions in which it operates through identifying, mitigating and managing the risk, not simply because it is required to, but it is the right thing to do. 

	Purpose
	This Policy establishes the minimum expectations of SMSA risk management and compliance with its sanctions obligations and sets out SMSA’s approach. 

	Guidelines  
	SMSA Board and Top Management Commitment   

SMSA’s board and top management are committed to SMSA’s compliance with all relevant sanctions laws and sanctions risk management. They expect all employees to be accountable and responsible for their own actions and not to be involved in activities of non-compliance with sanctions requirements.
Roles and responsibilities   

SMSA clearly documents roles and responsibilities within a governance structure designed to ensure the ongoing development, maintenance, monitoring and oversight of financial crime including sanctions risk management and compliance across the company.    


	Scope
	This Policy applies to all countries and/or jurisdictions in which SMSA operates and extends to any additional countries and/or jurisdictions where SMSA commences operations and/or has an active registration or license.  

This Policy applies to all SMSA employees acting in any capacity, Directors, Officers, secondees, people on work experience, contractors, authorised representatives and consultants in all SMSA businesses and subsidiaries (including all offshore locations) of SMSA.  

      International application  

This is a Group Policy. It sets out SMSA’s minimum requirements.   
      Policy exceptions  

Policy exceptions may be required where there are unique characteristics or legal requirements facing individual subsidiaries, Business Units or Country offices. Exceptions to this Policy may occur with the prior approval of the Managing Director.
Legislative requirements  

SMSA must comply with sanctions laws of any jurisdictions in which it does or seeks to do business. SMSA also has regard to international best practice standards and guidance.  
      Global sanctions obligations  

All of the jurisdictions in which SMSA operates are obliged to give effect to United Nations Security Council (UNSC) sanctions. 
The Principles  

1. SMSA maintains a sanctions policy to meet obligations under sanctions regimes of the jurisdictions in which SMSA operates, is registered and/or licensed. 
2. SMSA complies with the requirements of the United Nations Security Council (UNSC) sanctions. SMSA foregoes any business that would breach any UNSC sanctions regime. 
3. In addition to the requirements of the UNSC sanctions regimes, the local sanctions regimes applicable to any overseas operations, registration or license.

4. SMSA may decide not to provide products or services even where it is permitted by law.  These decisions may be guided by risk appetite, corporate social responsibility, business efficacy or reputational risk. 
5. In carrying out its compliance obligations, SMSA relies on information provided to it by its customers and business partners unless it is aware or suspects that those customers and business partners, or the information provided, is unreliable or dishonest. 
6. SMSA reports any breach of a sanctions regime to the appropriate authority in a timely manner and in accordance with law. 
7. SMSA exercises due care in designing and refining business rules and processes to ensure that no individual transaction involves a knowing breach of applicable sanctions obligations. The operational approach occurs within the context of industry practice, the level of information ordinarily available in financial transactions, and the generality of the language detailing sanctions obligations.  

The requirements  

1. SMSA utilises the SWIFT payment system for all international payments, except in the case of specific exemptions which are granted by the Director of Finance. Exemptions are documented and subject to annual review.

2. SMSA requires that its counterparties do not engage in or facilitate any business activity that would lead SMSA to breach any applicable sanctions obligations. 
3. For the purpose of this Policy, agents and third parties are defined as parties that are acting for or on behalf of, or providing services to SMSA. SMSA requires that its agents and third parties do not engage in or facilitate any business activity that would lead SMSA to breach any applicable sanctions obligations. 

Employee and contractor obligations  

This section sets out obligations of the SMSA Group’s employees and contractors.  

1. Employees and contractors must read and apply this Policy. 
2. Employees and contractors must remain vigilant to ensure compliance with this Policy. If an employee or contractor suspects a potential breach of SMSA’s obligations under this Policy, they must report that potential breach to Finance and QRM departments.
3. Under no circumstances may an employee or contractor act to avoid sanctions obligations or detection of a transaction in breach of this Policy. 
4. As a citizen or visa holder of a particular country, employees and contractors may be subject to both the laws of their country of citizenship and the country where they may be working. Also mere presence in a country can make an employee or contractor subject to the laws of a country. It is the responsibility of each employee and contractor to understand and meet their sanctions obligations as a citizen of a particular country or as a result of their presence in a particular country. 

Record Keeping  

At a minimum, all relevant records must be retained in accordance with the SMSA Control of Records Policy (Refer to GUIDE Doc. No. 1916).
Training Requirements   

The Training Department will provide the relevant training as per the SMSA Training Plan to all employees.
Policy Review  

This Policy will be reviewed annually by the policy owner to ensure the policy is up to date and aligned to SMSA’s risk matrix. In addition, this Policy will be reviewed following any substantive changes to sanctions legislation or internal and external factors, including regulatory feedback/ requirements.  

Consequences of non-compliance  

Non-compliance with this Policy could have serious consequences for SMSA, including civil/criminal penalties, injunctions, customer loss and reputation damage. All employees are responsible for understanding how this Policy applies to their role. No part of this Policy or its supporting processes should be interpreted as contravening or superseding any other legal and regulatory requirements imposed upon SMSA in any jurisdiction in which it operates, is registered or licensed.  
Examples of situations that will be considered as non-compliance with this Policy include but are not limited to the following:  

· Entering into any transaction with a designated entity or a sanctioned country where this Policy prohibits this.  

Policy Breaches  

All Policy incidents and breaches must be reported as per Incident Reporting Policy (Refer to GUIDE Doc. No. 2029). The matter would be investigated by QRM.
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