	[image: ]
	Customer Data Privacy Notice
Owner/ Department: CSD



	Introduction
	SMSA respects the privacy of its customers, shippers, consignees, website users, business contacts and service users. This Customer Data Privacy Notice explains how SMSA collects, uses, stores, protects, shares, transfers and retains customer personal data when customers use SMSA services, websites, applications, service centers, couriers, sales channels, customer support channels, social media channels, JAK Delivery services or any related SMSA services.
This policy should be read together with SMSA’s Personal Data Protection and Privacy Policy.

	Purpose
	The purpose of this policy is to clearly explain:
· What personal data SMSA collects.
· Why SMSA collects personal data.
· How SMSA uses personal data.
· When SMSA may share personal data.
· How SMSA protects personal data.
· How long SMSA keeps personal data.
· What privacy rights customers may have.
· How customers can contact SMSA about privacy questions or requests.

	Guidelines
	1. Who This Policy Applies To
This policy applies to personal data relating to:
· Customers.
· Shippers.
· Consignees.
·  JAK Delivery users.
· Website and application users.
· Business account contacts.
· Visitors who contact SMSA through digital or physical channels.
· Any person whose personal data is provided to SMSA for shipment, delivery, customer service, payment, account, complaint, claim, or related service purposes.
2. How SMSA Collects Personal Data
SMSA may collect personal data through different service channels, including:
· SMSA service centers.
· SMSA couriers during pickup or delivery.
· SMSA websites and online platforms.
· JAK Delivery services.
· SMSA mobile applications.
· Customer service calls, emails, chats, forms, or complaints.
· Sales representatives.
· Social media channels.
· Business account registration.
· Payment and billing processes.
· Delivery, return, claim, or investigation processes.
· Surveys, feedback, marketing, or service improvement activities where applicable.
Personal data may be collected directly from the customer or from another person or organization involved in the shipment or service, such as a shipper, consignee, business customer, supplier, or authorized representative.
3. What Personal Data SMSA Collects
The personal data SMSA collects depends on the service used and the purpose of the interaction. SMSA may collect, where applicable:
· Name.
· Mobile number and telephone number.
· Email address.
· Postal address, pickup address and delivery address.
· National address or location details where required for service delivery.
· Shipment details.
· Payment and billing details.
· Account registration details.
· Customer reference numbers.
· Complaint, claim, investigation, or customer service details.
· Delivery instructions and customer preferences.
· Identification details where required by law, regulation, contract, or service need.
· Signature, proof of delivery, OTP, PIN, or delivery confirmation details.
· Website, application and device information such as IP address, browser type, device type, operating system, language preference, approximate location, cookies and usage information.
· Social login details, where a customer chooses to use social media login.
· Any other information provided by the customer or required to provide SMSA services.
SMSA shall only collect personal data that is required for approved business, legal, regulatory, contractual, security, operational, or customer service purposes.
4. Why SMSA Uses Personal Data
SMSA may use personal data for the following purposes:
· To create and manage customer accounts.
· To receive, process, transport, deliver, return and track shipments.
· To contact customers, shippers, consignees, or business contacts about shipments or services.
· To provide JAK Delivery and related logistics services.
· To process payments, invoices, COD and refunds.
· To manage customer service requests, complaints, claims and investigations.
· To provide proof of delivery and service updates.
· To send shipment notifications, service alerts, delivery updates and important operational messages.
· To improve SMSA services, websites, applications and customer experience.
· To prevent fraud, theft, misuse, unauthorized access, or security incidents.
· To protect SMSA employees, customers, assets, shipments, systems and operations.
· To comply with legal, regulatory, contractual, customs, security, tax, audit and authority requirements.
· To respond to lawful requests from courts, regulators, law enforcement, government authorities, or security agencies.
· To support internal reporting, audit, risk management, insurance, legal claims and dispute handling.
· To conduct surveys, feedback or service improvement activities where applicable.
· To send marketing or promotional messages only where allowed and approved.
SMSA shall not use personal data for purposes that are not approved, lawful, or related to SMSA services.
5. Lawful Basis for Processing
SMSA processes personal data where there is a lawful or approved basis, such as:
· Providing services requested by the customer.
· Performing a contract or service agreement.
· Complying with legal or regulatory obligations.
· Protecting safety, security and business operations.
· Supporting legitimate business needs.
· Handling complaints, claims, investigations and disputes.
· Obtaining customer consent where consent is required.
Where consent is required, SMSA shall handle consent in line with applicable legal requirements.
6. Sharing Personal Data
SMSA does not sell personal data to unauthorized third parties. SMSA may share personal data where required for approved business, legal, regulatory, contractual, operational, security, or service purposes. Personal data may be shared, where applicable, with:
· SMSA departments and authorized employees.
· Couriers, delivery partners and operational service providers.
· Payment service providers and financial institutions.
· IT service providers, cloud providers and system support providers.
· Customer service, communication and notification service providers.
· Fraud prevention, security and investigation service providers.
· Customs, government authorities, regulators, courts, law enforcement and security agencies where legally required or officially requested.
· Suppliers, consultants and contractors who provide services to SMSA.
· Insurance providers, legal advisors, auditors and claims handlers where required.
· Business partners where required to provide the requested service.
· Other parties where the customer has provided consent or where sharing is legally permitted.
Where SMSA shares personal data with suppliers or service providers, SMSA shall require appropriate confidentiality, privacy and security controls where applicable.
7. International Transfer of Personal Data
· SMSA may transfer, store, access, or process personal data outside the Kingdom of Saudi Arabia where required for service delivery, technology support, cloud services, shipment handling, customer service, supplier support, legal requirements, or business operations.
· Where personal data is transferred internationally, SMSA shall apply appropriate safeguards and approvals as required by applicable laws and SMSA policy.
· International transfer of personal data shall be reviewed where required based on the type of data, purpose of transfer, destination country, supplier involvement and risk.
8. Google Maps and Location Services
SMSA may use Google Maps or other location services to support shipment pickup, delivery, address validation, route management, customer service, operational planning and service improvement. Use of Google Maps or similar services may involve location or address data. Such data shall be used only for approved service and operational purposes.
9. Social Logins and Social Media
· If customers choose to register, log in, or interact with SMSA services using a social media account, SMSA may receive certain information from that social media platform depending on the permissions granted by the customer and the platform settings.
· Customers should review the privacy settings and privacy policies of the relevant social media platforms.
· SMSA is not responsible for how third party social media platforms process personal data outside SMSA controlled services.
10. Third Party Websites and Links
· SMSA websites or digital services may include links to third party websites or services.
· SMSA is not responsible for the privacy practices, security, content, or data handling of third party websites that are not owned or controlled by SMSA.
· Customers should review the privacy policies of any third party websites before sharing personal data with them.
11. Data Security
SMSA applies technical and organizational controls to protect personal data from unauthorized access, disclosure, alteration, loss, misuse, destruction, or unlawful processing. Controls may include, where applicable:
· Access control.
· User authentication.
· Encryption where required.
· Secure communication channels.
· Malware protection.
· Vulnerability and patch management.
· Logging and monitoring.
· Backup and recovery.
· Secure disposal.
· Supplier security controls.
· Physical and environmental security.
· Incident reporting and response.
· Employee awareness and training.
While SMSA takes reasonable steps to protect personal data, no internet based service can be guaranteed to be completely secure. Customers should use SMSA services through secure devices, networks and approved channels.
12. Retention of Personal Data
· SMSA keeps personal data only for as long as required for business, legal, regulatory, contractual, operational, financial, audit, security, investigation, claim, or dispute purposes.
· Retention periods may depend on the type of record, service, legal requirement, contract, system, claim, complaint, investigation, or operational need.
· When personal data is no longer required, SMSA shall securely delete, destroy, anonymize, archive, or retain it according to approved retention and disposal requirements.
· Archived data may be restricted from normal processing and retained only for approved purposes.
13. Customer Rights
Customers may have privacy rights under applicable laws and regulations. These rights may include, where applicable:
· Right to be informed about how personal data is used.
· Right to request access to personal data.
· Right to request correction of inaccurate personal data.
· Right to request deletion or destruction where legally allowed.
· Right to withdraw consent where processing is based on consent.
· Right to object or restrict processing where legally allowed.
· Right to submit a complaint through the approved channel.
Customer privacy requests shall be submitted through the approved SMSA contact channel. SMSA may verify the requester’s identity before responding to any request. Some requests may require review by Legal / Compliance, ITD and the relevant business department before action is taken.
SMSA may reject, limit, or delay a request where legally permitted, including where SMSA must retain or process the personal data for legal, regulatory, contractual, security, fraud prevention, claim, investigation, audit, or business reasons.
14. Children and Minors
SMSA services are not intended to knowingly collect personal data from children or minors except where required for legitimate shipment, delivery, legal, regulatory, or service purposes and provided by an authorized person. If SMSA becomes aware that personal data of a minor has been collected without proper basis, SMSA shall take reasonable steps to handle or delete the data in line with applicable law and business requirements.
15. Personal Data Breach
· If SMSA identifies a suspected or confirmed personal data breach, SMSA shall assess, contain, investigate and respond through the approved incident management and privacy process.
· A personal data breach may include unauthorized access, accidental disclosure, data loss, cyberattack, theft, misuse, alteration, or improper sharing of personal data.
· Where required, SMSA shall notify the relevant authority or affected individuals in line with applicable legal requirements.
16. Marketing Communications
· SMSA may use customer contact details for marketing, promotional messages, surveys, service updates, or customer engagement only where allowed by law and SMSA policy.
· Customers may unsubscribe or opt out of marketing communications where applicable.
· Operational messages related to shipment, delivery, payment, account, claim, security, or legal requirements may still be sent where necessary.
17. Updates to This Policy
SMSA may update this Customer Data Privacy Policy from time to time to reflect changes in services, legal requirements, technology, business operations, or privacy practices. The latest approved version shall be made available through approved SMSA channels where applicable.
18. Contact Details
For privacy questions, requests, or complaints, customers may contact SMSA through:
Email: info@smsaexpress.com
Customer Care: SMSA HQ
Address: Dabbab Street, PO Box 63529, Riyadh 11526, Kingdom of Saudi Arabia
Telephone: +966 920009999
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