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	Personal Data Protection and Privacy Policy
Owner/ Department: CORP



	Purpose
	The purpose of this policy is to ensure that SMSA protects personal data and privacy in a lawful, fair, secure and controlled manner. This policy defines how SMSA collects, uses, stores, shares, transfers, retains and disposes of personal data.
This policy also supports compliance with applicable personal data protection and privacy requirements, including the Saudi Personal Data Protection Law and its implementing regulations where applicable.

	Scope
	This policy applies to all personal data processed by or on behalf of SMSA. This includes personal data relating to:
· Customers.
· Consignees and shippers.
· Employees and job applicants.
· Contractors and suppliers.
· Visitors.
· Business contacts.
· Representatives of customers, suppliers and partners.
· Any other identifiable individual whose personal data is processed by SMSA.
This policy applies to all employees, contractors, suppliers, service providers and third parties who collect, access, use, store, process, transfer, disclose, support, or manage personal data for SMSA. This policy applies to personal data in any form, including electronic records, paper records, emails, applications, databases, cloud services, logs, CCTV records, call records, forms, reports and backups.

	Responsibilities
	All SMSA employees, contractors, suppliers and third parties.

	Definitions
	Personal Data: Any data, regardless of form or source, that may identify an individual directly or indirectly.
Data Subject: The individual to whom the personal data relates.
Processing: Any operation performed on personal data, including collection, recording, storage, use, modification, disclosure, transfer, sharing, retention, deletion, or destruction.
Controller: The entity that determines the purpose and method of processing personal data.
Processor: A third party that processes personal data on behalf of SMSA.
Sensitive Personal Data: Personal data that may require higher protection, such as health data, biometric data, financial data, identification documents, location data, or other data treated as sensitive under applicable law.
Privacy Notice: A notice provided to data subjects explaining how SMSA collects and uses their personal data.
Consent: Approval from the data subject to process personal data where consent is required.
Personal Data Breach: Any incident that leads to unauthorized access, disclosure, loss, destruction, alteration, or misuse of personal data.

	Guidelines
	1. Policy Statement
· SMSA shall process personal data only for lawful, clear and approved business purposes.
· SMSA shall protect personal data against unauthorized access, misuse, disclosure, alteration, loss, destruction, or unlawful processing.
· SMSA shall apply privacy and security controls based on the type of personal data, purpose of processing, legal requirement, contractual requirement, business need and risk.
· Personal data shall not be collected, used, shared, transferred, retained, or destroyed in a way that violates applicable legal, regulatory, contractual, or SMSA requirements.
2. Privacy Principles
SMSA shall follow these privacy principles:
· Personal data shall be processed lawfully, fairly and transparently.
· Personal data shall be collected for clear and approved purposes.
· Personal data shall be limited to what is necessary for the approved purpose.
· Personal data shall be accurate and updated where required.
· Personal data shall be retained only for as long as required.
· Personal data shall be protected using appropriate security controls.
· Personal data shall only be shared with authorized parties.
· Data subject rights shall be respected where applicable.
· Personal data processing shall be documented where required.
3. Collection of Personal Data
SMSA shall collect personal data only where there is a lawful and approved business purpose. Personal data may be collected for purposes such as:
· Shipment pickup, delivery, return and customer service.
· Account opening and customer registration.
· Payment, invoicing, COD and financial processing.
· Identity verification where required.
· Employee recruitment, onboarding, employment and payroll.
· Supplier and contractor management.
· Security, safety and access control.
· Legal, regulatory and contractual compliance.
· Complaint handling, investigation and dispute management.
· Business reporting, audit and risk management.
· System support, monitoring and service improvement.
SMSA shall not collect excessive personal data that is not required for the purpose.
4. Privacy Notice and Transparency
Where required, SMSA shall provide a privacy notice to data subjects before or at the time personal data is collected. The privacy notice should explain, where applicable:
· What personal data is collected.
· Why the personal data is collected.
· How the personal data will be used.
· Whether the personal data will be shared.
· Whether the personal data may be transferred outside Saudi Arabia.
· How long the personal data will be retained.
· Data subject rights.
· How to contact SMSA for privacy requests or complaints.
Privacy notices shall be clear, understandable and accessible.
5. Lawful Basis and Consent
SMSA shall process personal data only where there is a lawful basis, approved business need, legal requirement, contractual requirement, consent, or other permitted basis under applicable law. Where consent is required:
· Consent shall be clear and recorded where required.
· Consent shall be specific to the purpose.
· Consent shall not be used for unrelated purposes.
· Withdrawal of consent shall be handled where applicable and legally required.
Where consent is not required, SMSA shall ensure that another lawful basis applies.
6. Use of Personal Data
· Personal data shall only be used for approved purposes.
· Employees, contractors and third parties shall not use personal data for personal reasons, unauthorized analysis, unauthorized marketing, unauthorized sharing, or any purpose not approved by SMSA.
· Personal data shall not be used in development, testing, training, troubleshooting, or reporting unless approved, protected and masked where required.
7. Personal Data Access Control
Access to personal data shall be limited to authorized users who need the data for approved work. Access shall be based on:
· Job role.
· Business need.
· Need to know.
· Need to use.
· Least privilege.
· System owner approval where required.
· Legal, regulatory, contractual and risk requirements.
Access to personal data shall be removed or changed when the user leaves, transfers, or no longer requires access.
8. Data Protection and Security Controls
SMSA shall apply suitable technical and organizational controls to protect personal data. Controls may include, where applicable:
· Access control.
· Authentication and MFA where required.
· Encryption in transit and at rest where required.
· Data masking or anonymization.
· Secure configuration.
· Vulnerability and patch management.
· Malware protection.
· Logging and monitoring.
· Backup and recovery.
· Secure disposal and deletion.
· Supplier security controls.
· Incident reporting and response.
· User awareness and training.
· Physical and environmental security controls.
Security controls shall be based on information classification, legal requirement, contractual requirement, system criticality and risk.
9. Sharing and Disclosure of Personal Data
Personal data shall not be shared unless there is an approved business, legal, regulatory, contractual, operational, or consent based reason. Personal data may be shared, where applicable, with:
· Authorized SMSA departments.
· Delivery, logistics and operational partners.
· Payment and financial service providers.
· IT service providers and cloud providers.
· Government or regulatory authorities where legally required.
· Suppliers or processors acting on behalf of SMSA.
· Legal advisors, auditors, insurers, or investigators where required.
Personal data shall not be sold or disclosed to unauthorized parties. Where personal data is shared with third parties, appropriate confidentiality, privacy, security and contractual controls shall be applied.
10. Cross Border Transfer of Personal Data
Personal data shall not be transferred outside Saudi Arabia unless the transfer is permitted under applicable law and approved by the authorized function. Before transferring personal data outside Saudi Arabia, SMSA shall consider:
· Purpose of transfer.
· Type and sensitivity of personal data.
· Destination country.
· Legal and regulatory requirements.
· Contractual safeguards.
· Security controls.
· Supplier or processor obligations.
· Risk to the data subject.
· Any required approval or documentation.
Cross border transfers shall be reviewed by Legal / Compliance and ITD where required.
11. Processors and Third Parties
Third parties that process personal data on behalf of SMSA shall be reviewed and controlled based on the service, personal data involved and risk. Contracts with processors shall include appropriate requirements, where applicable, covering:
· Processing only on SMSA instructions.
· Confidentiality.
· Security controls.
· Subcontractor restrictions.
· Incident notification.
· Data return or deletion.
· Audit or evidence rights.
· Cross border transfer requirements.
· Legal and regulatory compliance.
· Assistance with data subject requests.
· Processors shall provide evidence of compliance where requested.
12. Data Subject Rights
SMSA shall respect data subject rights where applicable under legal and regulatory requirements. Such rights may include, where applicable:
· Right to be informed.
· Right to access personal data.
· Right to request correction.
· Right to request deletion or destruction.
· Right to withdraw consent where processing is based on consent.
· Right to object or restrict processing where applicable.
· Right to submit complaints through the approved channel.
Requests from data subjects shall be handled by Legal / Compliance or the approved privacy owner with support from ITD and relevant departments.
13. Accuracy and Data Quality
SMSA shall take reasonable steps to keep personal data accurate and updated where required for the purpose. Employees and departments responsible for personal data shall correct or update inaccurate data where required and approved.
14. Retention and Disposal
Personal data shall be retained only for as long as required for business, legal, regulatory, contractual, audit, financial, operational, or dispute purposes. When personal data is no longer required, it shall be securely deleted, destroyed, anonymized, archived, or retained according to approved retention requirements. Disposal of personal data shall be controlled and evidenced where required.
15. Personal Data Breach Management
Any suspected or confirmed personal data breach shall be reported immediately through the approved incident reporting process. A personal data breach may include:
· Unauthorized access to personal data.
· Loss or theft of devices or records containing personal data.
· Accidental disclosure of personal data.
· Sending personal data to the wrong recipient.
· Unauthorized copying or sharing of personal data.
· Malware, ransomware, hacking, or system compromise involving personal data.
· Supplier breach involving SMSA personal data.
Legal / Compliance, QRM, ITD and relevant management shall assess the breach and determine required actions, including containment, investigation, regulatory notification, data subject notification, corrective action and evidence retention where required.
16. Data Protection in Projects and Changes
Privacy and personal data protection requirements shall be considered in new projects, systems, services, integrations, suppliers, cloud services and major changes where applicable. Projects and changes involving personal data shall consider:
· Type of personal data.
· Purpose of processing.
· Data minimization.
· Access control.
· Retention.
· Transfer or sharing.
· Supplier involvement.
· Security controls.
· Legal and regulatory requirements.
· Risk to individuals.
Where required, privacy impact or data protection impact assessment shall be completed before implementation.
17. Employee and Contractor Responsibilities
Employees, contractors and third parties shall:
· Use personal data only for approved work.
· Protect personal data from unauthorized access, loss, misuse, or disclosure.
· Not share personal data through unauthorized channels.
· Not upload personal data to unauthorized cloud services or personal accounts.
· Not copy or retain personal data unnecessarily.
· Report suspected personal data breaches immediately.
· Follow approved SMSA policies, procedures and instructions.
18. Monitoring and Compliance
SMSA may monitor compliance with this policy through audits, reviews, investigations, system reports, access reviews, supplier reviews, incident reviews and management review activities. Non compliance shall be addressed through corrective action and may result in disciplinary, contractual, or legal action where required.
19. Exceptions
Any exception to this policy must be reviewed and approved by Legal / Compliance and authorized management. The exception shall include:
· Reason for the exception.
· Related legal, privacy and information security risk.
· Temporary controls.
· Owner.
· Expiry date or review date.
· Approval record.
20. Review Period
This policy shall be reviewed annually or when there is a major change in legal, regulatory, contractual, business, technology, privacy, supplier, or personal data processing requirements.
21. Related Documents
· SMSA Information Security Policy.
· Acceptable Use Policy.
· Asset Management Policy.
· Access Control Policy.
· HR policies and employment contracts.
· Supplier contracts and data processing agreements where applicable.
· Privacy notices.
· Retention and disposal requirements.
· Applicable personal data protection laws and regulations.
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