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CYBERSECURITY POSTERS
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“SMISHING”

SMS-PHISHING

DELETE TEXT MESSAGES THAT ASK YOU TO CONFIRM OR
PROVIDE PERSONAL INFORMATION:

LEGITIMATE COMPANIES DON'T ASK FOR INFORMATION
LIKE YOUR ACCOUNT NUMBERS OR PASSWORDS BY EMAIL
OR TEXT.

DON'T REPLY, AND DON'T CLICK ON LINKS PROVIDED IN
THE MESSAGE: LINKS CAN INSTALL MALWARE ON YOUR
COMPUTER AND TAKE YOU TO SPOOF SITES THAT LOOK
REAL BUT WHOSE PURPOSE IS TO STEAL YOUR INFORMA-
TION.

TREAT YOUR PERSONAL INFORMATION LIKE CASH: YOUR
SOCIAL SECURITY NUMBER, CREDIT CARD NUMBERS, AND
BANK AND UTILITY ACCOUNT NUMBERS CAN BE USED TO
STEAL YOUR MONEY OR OPEN NEW ACCOUNTS IN YOUR

NAME. DON'T GIVE THEM OUT IN RESPONSE TO A TEXT.
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1. IT HAS TO CONTAIN A RANDOM COLLEC-
TION OF LETTERS (UPPERCASE AND LOWER-

CASE), NUMBERS AND SYMBOLS T ST Ro N G
2T HAS TO BE AT LEAST 8 CHARACTERS PASSWORDS 1HaT

3.YOU MUST USE A UNIQUE PASSWORD FOR HACKERS
EVERY DIFFERENT ACCOUNT
CAN’T GUESS

4. CHANGE YOUR PASSWORDS REGULARLY
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KEEP YOUR SOFTWARE

¢ MOST UPDATES INCLUDE
SECURITY FIXES.

® IF YOUR MANUFACTURER RELEASES
AN UPDATE, INSTALL IT AS SOON AS

POSSIBLE. ALMOST ALL SOFTWARE
UPDATES INCLUDE SECURITY PATCHES

TO CLOSE VULNERABILITIES.

® VERIFY UPDATES ARE COMING %9

FROM A LEGITIMATE SOURCE.
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USE COMMON SENSE AND BE

CYBERSMART!

 CREATE PASSWORDS THAT ARE STRONG, UNIQUE AND
EASY TO REMEMBER

« KEEP YOUR SOFTWARE UP TO DATE

« INSTALL ANTIVIRUS & DESKTOP FIREWALL SOLUTIONS
AGAINST MALWARE AND UNAUTHORIZED ACCESS

+ SECURE YOUR WEB BROWSER BEFORE ACCESSING 9
INTERNET
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PROTECT

MAKE SURE ANTIVIRUS, FIREWALL, AND
AD-BLOCKER SOLUTIONS ARE PATCHED
AND UPDATED ON A REGULAR BASIS.
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DON’T SHARE YOUR CREDIT CARD DETAILS OVER
EMAILS, CHAT MESSAGES OR THROUGH UN-
RUSTED WEBSITES, AND REVIEW REGULARLY
'OUR CC STATEMENTS FOR FRAUD

CREDIT CARD
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IT’"S MALWARE

BE CAREFUL WHAT YOU PLUG INTO YOUR COMPUTER.
NEVER USE A USB FROM AN UNKNOWN SOURCE.
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SUBSCRIBE NOW!
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CLEAN UP!

- USE A DOCUMENT RETENTION POLICY AND DELETE
OLD DOCUMENTS THAT ARE NO LONGER NEEDED

- DO BACKUPS: BACK UP DATA ON A SCHEDULED BASIS,
AND TEST YOUR BACKUPS
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DON’T USE
CRACKED
‘ SOFTWARE

NEVER DOWNLOAD PIRATED
APPS/SOFTWARE AS THEY WILL
OFTEN CONTAIN MALWARE.
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BE CAREFUL

WHAT YOU POST ONLINE
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ALWAYS

LOCKED

SET YOUR DEVICES TO AUTOMATICALLY
LOCK WHEN THEY’RE NOT IN USE
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SECURITY DANGERS OF

- PUBLIC WI-FI

= USE A VPN: A VIRTUAL PRIVATE NETWORK
(VPN) CONNECTION IS RECOMMENDED WHEN
CONNECTING TO THE INTERNET THROUGH AN
UNSECURED CONNECTION, LIKE A WI-FI
HOTSPOT.

= TURN OFF SHARING: TURN OFF SHARING IN
SYSTEM PREFERENCES OR IN THE CONTROL
PANEL OF YOUR MOBILE DEVICE. OR DO IT AU-
TOMATICALLY BY CHOOSING "PUBLIC” THE
FIRST TIME YOU CONNECT TO A NEW, UNSE-
CURED NETWORK.

= KEEP WI-FI OFF WHEN YOU DON'T NEED IT:
WHEN ON, THE WI-FI HARDWARE IN YOUR
COMPUTER IS STILL TRANSMITTING DATA BE-
TWEEN ANY NETWORK WITHIN RANGE. THERE
ARE SECURITY MEASURES IN PLACE TO PRE-
VENT THIS MINOR COMMUNICATION FROM
COMPROMISING YOU, BUT NOT ALL WIRELESS
ROUTERS ARE THE SAME, AND HACKERS CAN
BE A PRETTY SMART BUNCH.
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_________

TO WATCH
OUT FOR

QR-CODE
QR-CODES
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“DON’T TRUST ANONYMOUS
FACEBOOK REQUESTS; THEY
OFTEN TURN OUT TO BE SCAMS”

REPORT SUSPICIOUS MESSAGES TO FACEBOOK BY
TAPPING THE 'SOMETHING’S WRONG’ BUTTON.

IF YOU RECEIVE A SUSPICIOUS EMAIL FROM FACE-
BOOK, FORWARD IT TO phish@fb.com.

BLOCK, REPORT, IGNORE, OR DELETE ANY
SUSPICIOUS FACEBOOK REQUESTS OR MESSAGES
IF YOU SUSPECT THAT AN ACCOUNT IS FAKE OR
IMPERSONATING SOMEONE, REPORT IT.
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“AVOID PHISHING ATTACKS”
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FOR THE WEBSITES YOU ACCESS BEFORE
PROVIDING YOUR
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