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	Access Control Policy
Owner/ Department: ITD



	Purpose
	This policy aims to manage access to information and information assets considering business needs, by means of formal processes to grant or revoke access rights. The controls consider either physical or logical access, as well as access made by people and by information systems

	Reference No. 
	Annex A 9

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
·  Staff having Saudi Aramco user credentials if staff transferred, re-assigned, retired, resigned or no longer associated with SMSA Express or not required access, Saudi Aramco should be informed as soon as possible via agreed communication channel.  
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Business requirements of access control
1.1.1 Access control policy – ITD
· Access shall be provided to meet following two principles
· Need-to-know: you are only granted access to the information you need to perform your tasks (different tasks/roles mean different need-to-know and hence the different access profile)
· Need-to-use: you are only granted access to the information processing facilities
· There must be a formal user access provisioning and de-provisioning procedure for granting access to information, information processing systems & IT services.
· All users shall have controlled access (read, write, modify, execute, full control) to information processing systems, in accordance with the user’s functional roleand information security requirements.
· For Contract Employees and Consultants, the validation of the ID must be only for the period of contract and must be automatically de-activated thereafter. There must also be a periodic review of the same.
· A record of disabled accounts must be maintained by the Information Security Officer (ISO).
· Efforts must be made to reduce the number of passwords a user must remember to access various facilities within the SMSA IT systems.
· Active directory User-ID must be automatically de-activated after 7 login failures. This user ID shall be temporarily locked for a period of 15 to 30 minutes.
· All information processing systems shall be configured to enable fault logging and leave audit trails as per Logging and Monitoring Policy.
· For access Cloud Application, 2 factor authentication (2FA) shall be implemented 
1.1.2 Access to networks and network services
· Access to networks and network services shall be specifically requested by the user’s manager.
· Remote user access if required to SMSA network shall be subjected to appropriate user authentication methods.
· Remote access to SMSA network if required shall be established using appropriate cryptographic controls (using technologies such as VPN (Virtual Private Network) with 2FA Authentication).
· Groups of information processing systems, services and users shall be segregated on networks based on their sensitivity and classification of information stored or processed, exposure to public networks/users and corresponding risk levels as per Network Security Policy.
· Wireless networks and publicly accessible systems shall be segregated from the rest of the internal network.
· Access between the segregated network segments shall be appropriately controlled.
· Use of Network services shall be continuously monitored.
· Guest can access network zone dedicated to guests and isolated from SMSA internal network and registration will be through portal with guest contact details.
· Access to all Cloud Services including cloud emails a is strictly prohibited. 
1.2 User access management
1.2.1 User registration and de-registration
· If a member of staff changes role or their contract is terminated, the manager should ensure that a user’s access to the system/information has been reviewed or, if necessary, removed as soon as a formal user registration and de-registration process should be implemented to enable assignment of access rights.
· If a member of staff is deemed to have contravened any of the Information Security policies or procedures, potentially jeopardising the availability, confidentiality or integrity of any systems or information, their access rights to the system/information should be reviewed by the system owners.
· If a number of unsuccessful log-on attempts is exceeded (7 Trials) account is locked when possible, the user will be informed that they need to contact the helpdesk to ask for access rights to be re-established.
· The process for managing user IDs should include:
A. Using unique user IDs to enable users to be linked to and held responsible for their actions; the use of shared IDs should only be permitted where they are necessary for business or operational reasons and should be approved and documented.
B. Immediately disabling or removing user IDs of users who have left the organization.
C. Periodically identifying and removing or disabling redundant user IDs.
D. Ensuring that redundant user IDs are not issued to other users.
Other information providing or revoking access to information or information processing facilities is usually a two-step procedure:
· Assigning and enabling, or revoking, a user ID;
· Providing, or revoking, access rights to such user ID
1.2.2 User access provisioning
The provisioning process for assigning or revoking access rights granted to user IDs should include:
· Obtaining authorization from the owner of the information system or service for the use of the information system or service separate approval for access rights from department head submitted to helpdesk.
· Helpdesk verifies that the level of access granted is appropriate to the access policies and is consistent with other requirements such as segregation of duties.
· Ensuring that access rights are not activated before authorization procedures are completed.
· Maintaining a central record of access rights granted to a user ID to access information systems and services.
· Adapting access rights of users who have changed roles or jobs and immediately removing or blocking access rights of users who have left the organization.
· Periodically reviewing access rights with owners of the information systems or services.
· Other information
· Systems administration access rights to be approved by Information Security department
· Whenever possible establishing user access roles based on business requirements that summarize a number of access rights into typical user access profiles.
1.2.3 Management of privileged access rights
· All privileges to the users shall be assigned through a formal access provisioning procedure
· Info. Sec. shall ensure that no privileges are assigned before access request is approved by the SMSA department Head of user.
· List of SMSA approved products (software packages, applications, software utilities) to be installed on desktops/laptops and servers shall be reviewed periodically and maintained by Info. Sec.
· The access privileges and roles associated with each information-processing system, and the users/groups to which they need to be allocated shall be identified and updated on an on-going basis.
· All privileges shall be allocated as and when required on a “need to use” basis – the minimum privileges required for the user’s functional role shall be allocated and when needed.
· Privileges that are temporarily granted shall be authorized and tracked. Such privileges shall be revoked as soon as they are deemed not required.
· Info. Sec. shall maintain detailed records for all allocated privileges.
1.2.4 Management of secret authentication information of users
· The allocation of secret authentication information should be controlled through a formal management process.
· The process should include the following requirements:
A. SMSA users and contractors should be required to sign an NDA to keep personal secret authentication information confidential and to keep group (i.e. shared) secret authentication information solely within the members of the group; this signed NDA may be included in the terms and conditions of employment.
B. When users are required to maintain their own secret authentication information they should be provided initially with secure temporary secret authentication. Information`, which they are forced to change on first use.
C. Procedures should be established to verify the identity of a user prior to providing new, replacement or temporary secret authentication information.
D. Temporary secret authentication information should be given to users in a secure manner, the use of external parties or unprotected (clear text) electronic mail messages should be avoided.
E. Temporary secret authentication information should be unique to an individual and should not be guessable.
F. Users should acknowledge receipt of secret authentication information.
G. Default vendor secret authentication information should be altered following installation of systems or software.
1.2.5 Review of user access rights
· SMSA Information Security In charge in coordination with Department Heads shall review all user access rights at least every 12 months.
· User access reviews shall be carried out periodically to ensure that only users who are currently required access have access and privileges allocated with the users are in conformity with their current role.
· IT department and/or the business application owner shall review the access rights and privileges of users in the event of promotion, demotion, transfer or termination of employment.
· Privileged accounts (such as administrator accounts, service accounts or other accounts that can override access controls) shall be reviewed by the business /application owners in coordination with Info. Sec. at least every 6 months, and changes to such accounts shall be logged for periodic review.
· Info. Sec. shall make sure that all vendor access credentials have been removed when application moves from pre-production to production environment.
1.2.6 Removal or adjustment of access rights
· The access rights of all SMSA employees, contractors and external party users to information and information processing facilities should be removed upon termination of their employment, contract or agreement, or adjusted upon change.
· Department head should inform helped to process it immediately
· For IT, Managers and senior staff accounts to be deactivated and NATIONAL IT MANAGER approval is required before removing the account or Logs in case of termination.
· QRM has the right to request access activation deactivation for any member of the staff being investigated. QRM director approval is required in such cases.
· Upon termination, the access rights of an individual to information and assets associated with information processing facilities and services should be removed or suspended. This will determine whether it is necessary to remove access rights. Changes of employment should be reflected in removal of all access rights that were not approved for the new employment.
· The access rights that should be removed or adjusted include those of physical and logical access. Removal or adjustment can be done by removal, revocation or replacement of keys, identification cards, information processing facilities or subscriptions. Any documentation that identifies access rights of employees and contractors should reflect the removal or adjustment of access rights. If a departing employee or external party user has known passwords for user IDs remaining active, these should be changed upon termination or change of employment, contract or agreement.
· Access rights for information and assets associated with information processing facilities should be reduced or removed before the employment terminates or changes, depending on the evaluation of risk factors such as:
A. Whether the termination or change is initiated by the employee, the external party user or by management, and the reason for termination;
B. the current responsibilities of the employee, external party user or any other user;
C. The value of the assets currently accessible.
1.3 User responsibilities
1.3.1 Use of secret authentication information
Password
· All users and administrators of information processing systems shall follow SMSA IT Department Access Control Policy section 1.4.3 Password management system in selection, usage and management of the passwords.
· Users shall not use other accounts under any condition.
· Users shall not communicate account passwords using text format by any method.
· Users shall log off from his accounts after using public or other computers to access his accounts.
· All users must not write down, electronically store, or disclose any password or authentication code that is used to access Assets or Critical Facilities
Unattended User Equipment
· Users shall ensure that unattended equipment’s are protected appropriately.
· When unattended, active sessions shall be locked, terminated or logged off.
· Access to unattended systems shall be strictly controlled by screen locks and inactivity logout.
Clear Desk & Clear Screen
· All screens and other computer displays shall be cleared of from non-public domain information when not in use. Wherever possible, system controls shall be used to enforce this policy when a machine is unattended for 15 minutes or more.
· All laptops, desktops and servers shall automatically lock the screen and computer when a screensaver is enabled. Such screen locking shall require the logged in users to re-authenticate to regain access to the system.
· Unauthorized use of photocopiers and other reproduction technology (e.g., scanners, digital cameras etc) shall be prevented whenever is possible.
1.4 System and application access control
1.4.1 Information access restriction
· Information risk owners, as identified in SMSA ISO27001 Scope, or their delegate must explicitly define, document and keep up to date the access requirements for the specific roles which have access to the information.
· A form for managers to complete if an employee’s role within the organisation changes and access to systems needs to be updated or removed. Managers must contact the Service Desk to ensure access to other systems and programs are updated if a user’s role or the business needs changes.
· For systems containing restricted and personal information and data, an access control matrix must be developed to record role based authorised access recorded on an individual basis. Authorisation procedures must be in place for managers to authorise all access (including short term and temporary access) recorded on the matrix. The access matrix must be continually updated and maintained to reflect accurate records of access.
· To gain access to specific systems and information, a member of staff will need to follow a formal application process. Users will need to apply to the relevant owners/senior custodian of the systems using the appropriate completed forms.
· Generic logons are not generally permitted across SMSA, however, use of generic accounts under exceptional ‘controlled’ circumstances such as the SMSA GUIDE system, is permitted.
· To ensure relevant legislation security standards are adhered to, personnel checks, such as Database and Baseline Personnel Security Standard checks may be undertaken if required.
· The appropriate level of access to systems and information will be determined upon the prospective users required business need, job function and role.
· A signed confirmation by the user may be required indicating that they understand and appreciate the conditions of access and security.
· If authorisation to use systems and information is granted, unique logon credentials and password will be provided to the applicant. Further instruction on how to maintain the security of systems and information with due regard to the procedures below may be given.
· Access for remote users shall be subject to authorisation by line managers via the Transformation Service. No uncontrolled external access shall be permitted to any network device or networked system.
· The application and all other documentation should be secured.
· Login banners should be used to remind users of their obligations when using the system.
1.4.2 Secure log-on procedures
· All systems should be accessed by secure authentication of user validation.
· The users shall not be allowed access to the information processing system until the logon process has been completed successfully.
· As a minimum this should entail use of a User name and a Password.
· Information processing systems shall validate the logon information only on completion of all input data by the users.
· The logon procedures shall set a maximum time allowed for the logon process (30 minutes). If the time is exceeded, the system shall terminate the logon process whenever possible.
· Information processing systems (wherever technically possible) shall suspend the user account and prevent user access to the system when an incorrect user password has been entered for (5) times in sequence.
· Logon to systems/information should only be attempted using authorised and correctly configured equipment.
· Password should not be displayed on the screen in text format during the login process
· After successful logon users should ensure that equipment is not left unattended and active sessions are terminated or locked as necessary.
· On successful completion of logon, the logon procedures (wherever technically possible) shall display the date/time of the previous successful logon, and the number and date/time of unsuccessful logon attempts since the last successful logon whenever possible.
· User should inform report an incident to helpdesk on the occasion of having access trials done by others however Helpdesk should inform Information Security.
· Systems should be logged off, closed down or terminated as soon as possible.
· System logon data should not be copied, shared or written down.
· The log-on procedure should therefore disclose the minimum of information about the system or application, in order to avoid providing an unauthorized user with any unnecessary assistance.
· Login process shall have a protection against brute force log-on attempts.
· Inactive session should be terminated after (15) minutes.
· For critical application whenever possible 2 factors authentications shall be used
1.4.3 Password management system
· All users and administrators of information processing systems shall follow SMSA IT Department Access Control Policy section 1.4.3 Password management system in selection, usage and management of the passwords as per the following:
	Password Controls
	All Users
	Privileged users
	Service accounts

	Minimum password characters 
	8 characters with capital and small letters and special characters  
	12 characters with capital and small letters and special characters  
	8 characters with capital and small letters and special characters  

	number of Incorrect entered Password attempts
	(7) times in sequence
	(7) times in sequence
	None

	Maximum password age
	90 days
	90 days 
	None 

	Password must meet Complexity requirements 
	Enabled
	Enabled 
	Enabled 

	example of password Complexity
	Smsa3225@
	R@rS%7qY#b!u
	r?M4d5V=

	Enforce password history
	12 password remembered
	12 password remembered
	12 password remembered

	Account lockout threshold 
	(7) invalid logon attempts 
	(7) invalid logon attempts 
	None 

	Account lockout duration 
	30 minutes 

	30 minutes 
	None 

	Reset account lockout counter after 
	30 minutes (system admin will reactivate account manually )
	30 minutes (system admin will reactivate account manually )
	None 

	Multifactor Authentication feature
	Disabled  
	Disabled  
	Disabled  


· Administrator Passwords for all Systems, Routers, Switches, Firewall to be maintained in a sealed envelope with NATIONAL IT MANAGER and IT head.
· Administrator passwords shall follow a complex algorithm or minimum (12) characters with Capital, Small letters, Numbers and Special characters (Example: Ahkjka#@$asas38SAS_a).
· The default Community String passwords (eg: “Public”, “Private”, “System”) of the Simple Network Management Protocol (SNMP) must be changed, and they must be different from the passwords used for login in the technical assets concerned.
· All default passwords for all information and IT assets must be changed before they are installed in a production environment.
· Users should be notified before the password expires to remind them to change the password before the expiration date.
· Passwords shall never be communicated through any text without encryption through any channel.
·  Passwords shall never be sent with the account in one in the same message.
·  All Administrators passwords shall be changed every 6 months
·  All Administrators passwords to be delivered to IT head in sealed envelope
·  All developers shall not include accounts or password in their code in an easily reversible form
·  All developer shall use advanced user authentication methods and shall use individual accounts for authentication
·  Passwords must not be stored in a file on ANY computer system (including Mobile) without Encryption.
· Protection of Passwords as the following:
· All passwords for information and IT assets must be encrypted in an unreadable format during entry, transmission and storage.
· The password must be hidden when entered on the screen.
· The “Remember Password” feature must be disabled on systems and applications.
· Prevent the use of known words (Dictionary) in the password as is.
· The User's password must be delivered in a secure and reliable manner.
· If the user requests a password reset by phone, the Internet, or any other means, the user's identity must be verified before resetting the password.
· Passwords for Service Accounts and Accounts with Critical and Sensitive Permissions must be protected and stored securely in a suitable location (inside a sealed envelope in a safe) or use special tools for maintaining and managing Critical and Sensitive Permissions (Privilege Access Management Solution).
1.4.4 Use of privileged utility programs
· The use of utility programs that might be capable of overriding system and application access controls shall be restricted and tightly controlled.
· The following guidelines for the use of utility programs that might be capable of overriding system and application controls should be considered:
· Use of identification, authentication and authorization procedures for utility programs
· Segregation of utility programs from applications software
· Limitation of the use of utility programs to the minimum practical number of trusted, authorized users
· Authorization for ad hoc use of utility programs
· Limitation of the availability of utility programs, e.g. for the duration of an authorized change
· Logging of all use of utility programs
· Defining and documenting of authorization levels for utility programs
· Removal or disabling of all unnecessary utility programs
· Not making utility programs available to users who have access to applications on systems where segregation of duties is required
[bookmark: _Toc521829169]2. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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