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	Access Control Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that access to SMSA information, systems, applications, networks, cloud services and information assets is properly controlled.
This policy helps SMSA make sure that access is given only to authorized users based on business need, job role and information security risk.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that access is granted, changed, reviewed and removed in a controlled manner.

	Reference No. 
	· Annex A 5.15 – Access Control.
· Annex A 5.16 – Identity Management.
· Annex A 5.17 – Authentication Information.
· Annex A 5.18 – Access Rights.
· Annex A 8.2 – Privileged Access Rights.
· Annex A 8.3 – Information Access Restriction.
· Annex A 8.5 – Secure Authentication.

	Scope
	This policy applies to access to SMSA information, systems, applications, networks, cloud services, infrastructure, user accounts, privileged accounts, service accounts and related information assets owned, managed, hosted, or used by or on behalf of SMSA.
This includes, where applicable:
· Employees, contractors, temporary staff and third parties who access SMSA information or systems.
· IT administrators and users with privileged access.
· Business applications, databases, servers, network devices and cloud services.
· Remote access, VPN access and external access.
· Supplier or vendor access to SMSA systems or information.
· Physical and logical access where it affects information security.
· End user devices where they access in scope IT services.
· Third party portals or external systems used for SMSA business purposes.
This policy applies to access managed by ITD or access granted to systems and services managed on behalf of SMSA.

	Responsibilities
	Chief Technology Officer is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures, forms and system records shall define the detailed implementation requirements where required.
National IT Manager
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure access control requirements are implemented, maintained and reviewed.
· Ensure access related risks, incidents and control weaknesses are addressed.
· Ensure privileged access and high risk access are reviewed.
· Ensure required access control records and evidence are maintained.
· Report significant access control issues to the CTO where required.

IT Department
· Implement and maintain access control requirements for SMSA systems and services.
· Create, change, disable or remove access after proper approval.
· Ensure user accounts are unique and traceable where technically possible.
· Ensure privileged access is approved, controlled, logged and reviewed where applicable.
· Support access reviews with system owners, application owners and department heads.
· Remove or disable access when users leave, transfer, or no longer require access.
· Maintain evidence of access approvals, changes, removals and reviews.
· Escalate access control weaknesses, incidents or violations to the National IT Manager.

Department Heads / Line Managers
· Request access only where there is a valid business need.
· Approve access requests for users under their responsibility where applicable.
· Ensure requested access is suitable for the user’s role and duties.
· Inform ITD without delay when access must be removed or changed.
· Support periodic access reviews.
· Confirm whether users still require the access assigned to them.

System Owners / Application Owners
· Define access roles for their systems and applications where required.
· Approve access based on business need and role.
· Support user access reviews.
· Confirm privileged access where required.
· Ensure access rights are updated when system roles or business requirements change.
· Support removal of unnecessary access.

Quality & Risk Management
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Support ISMS internal audit activities where required.
· Review effectiveness of access control through audit or compliance review where applicable.
· Follow up corrective actions related to access control findings.
· Support investigation of access related breaches or policy violations where required.

Employees, Contractors and Third Parties
· Use only their own approved user accounts.
· Protect passwords, MFA codes and other authentication information.
· Not share passwords, access credentials, tokens or authentication codes.
· Report suspected unauthorized access, account misuse or password compromise without delay.
· Lock or log off systems when not in use.
· Follow this policy and related access control procedures.

CTO / Managing Director
The CTO or Managing Director shall approve exceptions to this policy where required.

	Definitions
	Access Control: Controls used to make sure only authorized users can access SMSA information, systems and services.
User Account: An account assigned to a person to access SMSA systems or services.
Privileged Account: An account with higher access rights, such as administrator, system administrator, database administrator, firewall administrator, cloud administrator, or similar access.
Service Account: An account used by a system, application, integration, or service to perform approved technical functions.
Authentication Information: Passwords, MFA codes, tokens, keys, API secrets, certificates, or any other information used to confirm user or system identity.
Need to Know: Users shall only access information required for their approved work.
Need to Use: Users shall only access systems, applications, networks or services required for their approved work.
Least Privilege: Users shall only be given the minimum access required to perform their role.
Segregation of Duties: Access shall be assigned in a way that reduces conflict of interest, misuse, fraud, or unauthorized activity.
System Generated Evidence: Reports, logs, screenshots, tickets, approvals, dashboards, access lists, system settings, or records generated from approved systems or tools.

	Guidelines
	1. Policy Statement
· SMSA shall control access to information, systems, applications, networks, cloud services and information assets.
· Access shall be based on approved business need, user role, system criticality and information security risk.
· Access shall follow the principles of need to know, need to use and least privilege.
· Access shall be approved before it is granted.
· Access shall be changed or removed when it is no longer required.
· Access rights shall be reviewed periodically based on risk and system criticality.
· Access control weaknesses shall be reviewed, actioned and tracked until closure or formal risk acceptance.
2. Business Requirements of Access Control
Access shall be provided based on the following principles:
2.1 Need to Know: Users shall only be granted access to the information they need to perform their approved work.
2.2 Need to Use: Users shall only be granted access to the systems, applications, networks, cloud services, or information processing facilities they need to perform their approved work.
2.3 Least Privilege: Users shall only be given the minimum access required for their role.
2.4 Segregation of Duties: Access shall be assigned in a way that reduces conflict of interest, misuse, fraud, or unauthorized activity where applicable.
3. User Access Management
SMSA shall use a formal process to create, change, disable or remove user access. The access process shall ensure that:
· Access is requested by an authorized person.
· Access is approved before activation.
· Access is based on business need and user role.
· Access is recorded where applicable.
· Access is changed when the user’s role changes.
· Access is removed when it is no longer required.
· Leaver access is disabled or removed without delay.
· Redundant user IDs are identified and removed or disabled.
· User IDs are not reused for other users.

Where technically possible, each user shall have a unique user ID so that activities can be traced to the user. Shared or generic accounts shall not be used unless there is a valid business or technical reason. Where shared or generic accounts are required, they shall be approved, documented, protected and reviewed.
4. Access Provisioning
Access shall not be activated before approval is completed. Access provisioning shall include, where applicable:
· Request from the user’s manager or approved requester.
· Approval from the system owner, application owner, department head or other approved authority where required.
· Review by ITD to confirm that the requested access is suitable.
· Segregation of duties check where applicable.
· Creation or update of the user account.
· Assignment of approved access rights.
· Recording of the access request and approval.
· Confirmation that access has been provided.
Access rights shall be based on approved roles or access profiles where possible.
5. Access Change and Access Removal
Access shall be changed or removed when:
· Employment ends.
· Contract ends.
· Supplier service ends.
· User changes role.
· User transfers to another department or location.
· User no longer requires the access.
· Access creates a security risk.
· Access removal is required due to investigation, disciplinary matter, or management decision.
Access removal may include, where applicable:
· System accounts.
· Email and cloud accounts.
· Application access.
· Network access.
· VPN and remote access.
· Privileged access.
· Shared folder access.
· Supplier or third party access.
· Physical access cards, keys or tokens.

Access change or removal shall be requested without delay when there is resignation, termination, transfer, role change, contract end, extended leave, investigation, or any other reason where access is no longer required.
Where a departing user knew shared, administrator, or service account passwords, those passwords shall be changed where required.
Where a user has access to external customer, supplier, or third party portals for SMSA business, the access shall be removed or updated when the user transfers, resigns, retires, or no longer requires access.
6. Privileged Access Management
Privileged access shall be strictly controlled because it can affect SMSA systems, information and services. Privileged access includes, where applicable:
· Administrator access.
· System administrator access.
· Database administrator access.
· Network or firewall administrator access.
· Cloud administrator access.
· Security tool administrator access.
· Service accounts with high permissions.
· Access that can override normal access controls.

Privileged access shall be:
· Approved before use.
· Limited to users who need it for their role.
· Assigned based on least privilege.
· Separated from normal user access where possible.
· Logged and monitored where technically possible.
· Reviewed at least every 6 months or more frequently based on risk.
· Removed when no longer required.

Temporary privileged access shall be approved, time bound where possible, tracked and removed once the task is completed. Privileged access to source code repositories shall be restricted to authorized users only. Access that allows users to modify, approve, release or delete code shall require formal approval and shall be logged and reviewed where technically possible.
6.1 Delegated and Business Managed Application Administration
· Where a business application requires department supervisors, selected business users, system owners or application owners to perform limited access administration, this authority shall be formally approved, documented and controlled.
· Delegated or business managed application administration shall only be allowed where there is a valid business need and where the access is limited to approved roles, approved access profiles, approved department, branch, location, function or user group.
· Where the system allows a business user to create users, change roles, reset access, assign permissions, deactivate users or perform similar access administration, this access shall be treated as privileged access.
· Delegated or business managed administrators may only grant, change or remove access within their approved authority. They shall not grant access outside their approved area, approve their own access, grant privileged access, create new roles, change role permissions, change the access matrix, change system/security configuration, modify audit logs or bypass the formal access approval process unless formally approved by the system owner, application owner, ITD or other approved authority based on risk.
· Where ITD technically controls the administrator function, privileged and administrator access shall be managed by ITD after proper approval.
· Where ITD does not technically control the administrator function, or where the application administration is managed by the business/system owner, the system owner or application owner shall be responsible for controlling such access in line with this policy. ITD shall have visibility where required through system reports, access lists, tickets, logs, periodic access reviews or other approved evidence.
· Any access that can affect system configuration, security settings, role design, access matrix, integration, database, audit logs or critical system controls shall require ITD review or approval where technically and operationally applicable.
· If the system does not support proper segregation between system administration and business administration, this limitation shall be documented as a system limitation or access control risk. Alternative controls shall be applied, such as restricted authorized administrators, management approval, access review, activity log review and periodic reconciliation.
· Delegated and business managed administrator rights shall be reviewed at least every 6 months, or more frequently based on system criticality and risk. Any inappropriate access, access outside approved authority or access granted without evidence shall be removed and reported as an access control weakness.
6.2 Authority and Approval Matrix
The below approval matrix shall be applied based on system capability, business process, access risk and approved authority. Where ITD does not technically grant access in a business managed application, the system owner or application owner shall ensure that access is approved, traceable, reviewed and removed when no longer required. ITD shall maintain visibility through access reviews, system reports, logs, tickets or other approved evidence where applicable.
	Access / Activity
	Requester
	Approver
	Implementer / Grantor
	ITD Role
	Evidence

	Normal user access
	Line Manager / Dept. Head
	System Owner / Dept. Head
	ITD or approved system admin
	Review/support where applicable
	Ticket, access request, system log

	Change of normal user role
	Line Manager / Dept. Head
	System Owner / Dept. Head
	ITD or approved system admin
	Visibility through ticket/report/review
	Ticket, approval, access list

	Removal of normal access
	Line Manager / HR / Dept. Head
	System Owner / Dept. Head
	ITD or approved system admin
	Ensure removal is reviewed where applicable
	Ticket, removal log

	Business managed admin access
	Dept. Head / System Owner
	System Owner + National IT Manager where required
	ITD or approved application admin
	Review and visibility required
	Approval, access list, review record

	Delegated supervisor admin access
	Dept. Head
	System Owner / Application Owner
	ITD or approved application admin
	Visibility through review/report/log
	Approval, role list, review record

	Privileged access
	Dept. Head / System Owner
	National IT Manager / System Owner
	ITD or approved technical admin
	Mandatory review/control
	Ticket, approval, privileged access list

	Super admin / system configuration access
	ITD / System Owner
	National IT Manager / CTO where required
	ITD or approved technical admin
	Mandatory control where technically possible
	Approval, admin list, logs

	Role creation or role permission change
	System Owner / ITD
	National IT Manager + System Owner
	ITD or approved system admin
	Mandatory review/approval
	Change record, approval, role matrix

	Access outside approved department / branch / function
	Dept. Head / System Owner
	System Owner + affected Dept. Head
	ITD or approved application admin
	Review required where applicable
	Approval, ticket, access record

	Temporary privileged access
	Dept. Head / System Owner
	National IT Manager / System Owner
	ITD or approved admin
	Must be time bound and tracked
	Ticket, start/end date, removal evidence

	Supplier / third party access
	Business Owner / ITD
	System Owner + National IT Manager
	ITD or approved admin
	Mandatory review/control
	Supplier approval, access ticket, removal evidence

	Emergency access
	Dept. Head / ITD / Incident Owner
	National IT Manager or authorized manager
	ITD or approved admin
	Must be reviewed after action
	Emergency ticket, post review evidence



7. Password and Authentication Management
· Users shall protect passwords and authentication information. Users shall not:
· Share passwords.
· Use another person’s account.
· Write down passwords in an unsecured place.
· Store passwords in plain text.
· Send passwords through email, SMS, chat, or any unprotected method.
· Use default vendor passwords in production systems.
· Include passwords, keys or secrets in application code.

· Default passwords shall be changed before systems, applications, devices or services are used in production. Passwords shall be changed if compromise is suspected.
· Authentication information shall be protected during entry, transmission and storage where technically possible.
· Temporary passwords shall be provided securely and shall not be sent together with the account name in the same message.
· User identity shall be verified before password reset or authentication information is reissued.
8. Password Management System
Password settings shall be applied based on system capability, business need and information security risk. Where technically possible, the following password controls shall be applied:
	Password Control
	All Users
	Privileged Users
	Service Accounts

	Minimum password characters
	8 characters with capital letters, small letters, numbers and special characters
	12 characters with capital letters, small letters, numbers and special characters
	12 characters or strong secret based on system capability

	Incorrect password attempts
	7 attempts
	7 attempts
	Based on system capability and operational need

	Maximum password age
	90 days where applicable
	90 days where applicable
	Based on system and operational need

	Password complexity
	Enabled where technically possible
	Enabled where technically possible
	Enabled where technically possible

	Password history
	Last 12 passwords remembered where technically possible
	Last 12 passwords remembered where technically possible
	Last 12 passwords remembered where technically possible

	Account lockout threshold
	7 invalid login attempts where technically possible
	7 invalid login attempts where technically possible
	Based on system capability and operational need

	Account lockout duration
	30 minutes where technically possible
	30 minutes where technically possible
	Based on system capability and operational need

	Reset account lockout counter
	30 minutes where technically possible
	30 minutes where technically possible
	Based on system capability and operational need

	Multi Factor Authentication
	Required where applicable and technically possible
	Required where applicable and technically possible
	Based on system capability and risk


· Stronger password settings may be applied for critical systems based on risk.
· Service accounts may have different password expiry or lockout settings where system operation requires it, but they shall be protected, documented and reviewed.
· Administrator passwords shall be protected using approved secure methods. Where password vault or privileged access management tools are available, they should be used. Where such tools are not available, approved secure storage methods may be used.
· Default passwords, including default community strings or vendor passwords, shall be changed before systems or devices are used in production.
· Passwords and secrets shall not be stored in plain text. Passwords, keys, tokens and secrets shall be protected where technically possible.
9. Multi Factor Authentication
Multi factor authentication shall be used where technically feasible and based on risk. MFA shall be applied, where applicable, for:
· Remote access.
· Cloud services.
· Privileged accounts.
· Critical applications.
· Administrative access.
· External access to SMSA systems.

Where MFA cannot be implemented due to technical limitation, the limitation shall be documented and alternative controls shall be applied where required.
10. Remote Access and Network Access
· Access to SMSA networks and network services shall be approved and controlled. Remote access shall:
· Be approved based on business need.
· Use secure connection methods such as VPN or approved secure access tools.
· Use MFA where technically possible and based on risk.
· Be limited to approved users and services.
· Be logged and monitored where technically possible.
· Be removed when no longer required.

· Guest network access shall be separated from SMSA internal network where applicable.
· Wireless networks and publicly accessible systems shall be separated from internal networks where technically possible.
· Access between network segments shall be controlled where applicable.
· Network security controls are covered under the Communication Policy.
11. Cloud Access
Access to cloud services shall be approved, controlled and protected based on business need and risk. Cloud access shall include, where applicable:
· Approved user accounts.
· MFA where technically feasible.
· Role based access.
· Privileged access control.
· Periodic review.
· Logging and monitoring where available.
· Removal of access when no longer required.

Cloud services shall not be accessed using shared or unauthorized accounts. Unauthorized cloud services shall not be used to store, process or transmit SMSA information.
12. Supplier and Third Party Access
Supplier and third party access shall be approved before use. Supplier access shall be:
· Based on business need.
· Limited to approved systems and information.
· Time bound where applicable.
· Monitored where technically possible.
· Reviewed periodically based on risk.
· Removed when no longer required.

Supplier access shall be managed in line with the Supplier Relationships Policy.
13. Secure Log on
Systems shall use secure log on controls where technically possible. Secure log on controls may include:
· User ID and password.
· MFA where required.
· Account lockout after repeated failed login attempts.
· Protection against brute force login attempts.
· No display of passwords during entry.
· Inactive session timeout.
· Login banners where required.
· Logging of login events where applicable.

Accounts shall be locked after 7 invalid login attempts for 30 minutes where technically possible. Inactive sessions shall be locked, logged off, or terminated after 15 minutes where technically possible and based on system capability.
14. User Responsibilities
Users shall:
· Use only approved accounts.
· Keep passwords and authentication information confidential.
· Lock the screen when leaving the workstation.
· Log off from shared or public devices after use.
· Protect laptops, desktops and mobile devices from unauthorized access.
· Report suspected password compromise or unauthorized access without delay.
· Not bypass access controls.
· Not use unauthorized software, systems or cloud services to access or store SMSA information.

15. Clear Desk and Clear Screen
Users shall protect information when away from their workplace. Where applicable:
· Screens shall be locked when not in use.
· Systems shall auto lock after inactivity where technically possible.
· Sensitive printed documents shall not be left unattended.
· Confidential information shall be stored securely when not in use.
· Unauthorized use of printers, scanners, photocopiers or other reproduction devices shall be prevented where possible.

16. Access to Systems and Applications
· Access to systems and applications shall be based on approved business need and role.
· For systems containing restricted, confidential, customer, employee, supplier or personal information, access rights shall be defined and maintained through roles, access matrices, system records, or other approved records.
· Information classification and handling requirements are covered under the Asset Management Policy.
· Access to sensitive systems shall be approved by the system owner, application owner, department head or other approved authority where required.
· Generic accounts are not normally permitted. Where generic or shared accounts are required for technical or business reasons, they shall be approved, documented, limited to business need, protected and reviewed.
17. Service Accounts and Technical Accounts
Service accounts and technical accounts shall be used only where required for system, application, integration, or operational needs. Service accounts shall be:
· Approved and documented.
· Assigned only required permissions.
· Protected using strong authentication information.
· Not used for normal user activity.
· Reviewed periodically.
· Changed or disabled when no longer required.
· Monitored where technically possible.

Passwords, keys, tokens or secrets for service accounts shall be stored securely using approved tools or protected methods.
18. Use of Privileged Utility Programs
Utility programs that can override system, application or security controls shall be restricted and controlled. Use of such tools shall be:
· Limited to authorized users.
· Approved where required.
· Logged where technically possible.
· Used only for approved business or technical purposes.
· Removed or disabled when no longer required.
Unnecessary utility programs shall not be made available to users.
19. Access Review
User access rights shall be reviewed periodically. Minimum review requirements:
· General user access shall be reviewed at least annually.
· Privileged access shall be reviewed at least every 6 months.
· Critical system access shall be reviewed based on risk.
· Supplier and third party access shall be reviewed based on risk and service need.

Access reviews shall confirm:
· Whether the user still works for SMSA or the supplier.
· Whether the user still needs the access.
· Whether the access matches the user’s role.
· Whether privileged access is still required.
· Whether shared, generic or service accounts are still justified.
· Whether access should be removed or changed.

Access review results and required actions shall be recorded and tracked to closure where applicable.
20. Logging and Monitoring
· Access to systems, applications, networks, cloud services and privileged accounts shall be logged and monitored where technically possible and based on risk. Logs may include:
· Successful and failed login attempts.
· Privileged access use.
· Access changes.
· Account lockouts.
· Password reset activity.
· Remote access activity.
· Administrative actions.

· Access logs shall be protected from unauthorized change or deletion where technically possible.
· Monitoring and logs shall be reviewed based on system criticality, security risk and operational need.
· Where system based monitoring tools are available and show the required information, separate manual records are not required.
· If system based monitoring tools, dashboards, logs, alerts, tickets, reports, or other approved evidence are not available, incomplete, or not clear enough, ITD shall use approved manual records, screenshots, review notes, tickets, or reports to show that the control was reviewed.
21. Access Control Risk Management
Access control related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A risk shall be recorded in the SMSA Risk Register where it may affect:
· Critical business operations.
· Confidentiality, integrity, or availability of SMSA information.
· Customer or employee data.
· Legal, regulatory, or contractual requirements.
· Privacy or personal data protection.
· Privileged access misuse.
· Unauthorized access to critical systems.
· Supplier or third party access.
· Major operational, financial, or reputational impact.

Access control records shall only include the Risk Register reference where applicable. They shall not duplicate the full risk assessment.
22. Records and Evidence
· SMSA shall maintain records to prove that access control requirements are implemented, monitored and reviewed.
· System generated reports, dashboards, logs, alerts, tickets, access lists, system settings, screenshots, approvals and review records shall be used as the main audit evidence where available.
· Manual records are not required where approved system based evidence already contains the required information.
· If system based evidence, dashboards, logs, alerts, tickets, access lists, screenshots, approvals, review records, or other approved evidence are not available, incomplete, or not clear enough, ITD shall use approved manual records, screenshots, review notes, tickets, reports, or forms to show that the control was reviewed. Records may include, where applicable:
· Access request approvals.
· Access change records.
· Access removal records.
· User access lists.
· Privileged account lists.
· Service account records.
· Access review records.
· Evidence of access review actions and closure.
· Password configuration screenshots or system settings.
· MFA configuration records.
· Remote access records.
· Supplier access approval and removal records.
· Account lockout settings.
· Login logs or audit logs.
· Helpdesk tickets.
· Change records.
· Exception or waiver approvals.
· Investigation or incident records related to access misuse.
· SMSA Risk Register reference where access risk is formally tracked.
· Evidence of completed actions.

Records shall be retained as per SMSA document control and record retention requirements.
23. Review and Monitoring
ITD shall regularly review access control requirements based on system criticality, security risk and operational need. The review shall confirm, where applicable, that:
· Access is approved before being granted.
· Access is changed or removed when no longer required.
· Leaver access is disabled or removed without delay.
· Privileged access is controlled and reviewed.
· User access reviews are completed.
· Supplier and third party access is controlled.
· MFA is applied where required and technically possible.
· Shared, generic and service accounts are controlled.
· Access control risks are recorded in the SMSA Risk Register where required.
· Evidence is maintained for audit.

Major access control weaknesses, repeated unauthorized access attempts, major access failures, unresolved access review actions, or risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.
24. Review Period
This policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant access control failures, or major changes in SMSA systems, applications, cloud services, or IT operations.
25. Enforcement
25.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

Examples of violations include:
· Sharing passwords or authentication codes.
· Using another person’s account.
· Granting access without approval.
· Keeping access active after it is no longer required.
· Not removing access after resignation, termination, transfer or contract end.
· Using unauthorized cloud services to store or process SMSA information.
· Bypassing access controls.
· Misusing privileged access.
· Closing access related tickets or actions without evidence.
· Ignoring access control instructions issued by ITD.
25.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include:
· Reason for the exception.
· Related risk.
· Temporary control.
· Owner.
· Expiry date.
· Review date.
Unapproved exceptions are not permitted.

26. Related Documents
· Organization of Information Security Policy.
· ISMS Scope Document.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Communication Policy.
· Supplier Relationships Policy.
· Asset Management Policy.
· Change Management Procedure.
· System Acquisition, Development and Maintenance Policy.
· Statement of Applicability.
· IT Asset Inventory.
· SMSA Risk Register.
· Access request records / tickets.
· User access review records.
· Privileged access review records.
· Service account records where applicable.
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