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	Backup Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA information, systems, applications, databases, configurations and related IT services are backed up, protected, monitored and tested in a controlled manner.
This policy helps ensure that SMSA can recover information and IT services in case of system failure, cyber incident, human error, data corruption, service disruption, or disaster.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that backups are managed based on business need, system criticality, recovery requirements and information security risk.

	Reference No. 
	Annex A 8.13 – Information backup.

	Scope
	This policy applies to SMSA information, systems, applications, databases, servers, configurations, cloud hosted systems, backup media, backup repositories and supporting IT services managed by or on behalf of SMSA within the approved ITD / ISMS scope. This includes, where applicable:
· Production systems containing business data.
· Applications and databases.
· Servers and system configurations.
· Cloud hosted systems and cloud backup services.
· Network device configurations where backup is required.
· Backup media, backup repositories and backup storage locations.
· Supplier managed systems where backup is part of the service.
· Employees, contractors, IT support teams and third parties involved in backup, restore, recovery, monitoring, storage, or disposal activities.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.

National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure backup requirements are implemented, maintained and reviewed.
· Ensure backup arrangements are aligned with business need, system criticality, recovery requirements and information security risk.
· Ensure backup monitoring, backup protection, restore testing and backup issue follow up are performed where required.
· Ensure backup risks, failed backups, failed restore tests and delayed corrective actions are assessed, treated and monitored where required.
· Ensure required backup reports, restore test records, supplier records and other evidence are maintained.
· Report material control weaknesses, repeated backup failures, major restore failures, major incidents and compliance audit results to the CTO where required.

IT Department (ITD):
· Identify systems, applications, databases, configurations and services that require backup.
· Define and maintain backup schedules based on approved requirements.
· Configure and run backup jobs.
· Monitor backup success and failure reports.
· Investigate and correct backup failures without delay.
· Protect backup copies against unauthorized access, alteration, loss, theft and damage.
· Perform restore testing where required.
· Maintain backup logs, backup reports, restore test records, tickets and related evidence.
· Escalate repeated backup failures, backup failures for critical systems, failed restore tests, or unresolved backup issues to the National IT Manager where required.

Backup Administrator / IT Operations:
· Schedule backup jobs as per the approved Backup Procedure.
· Monitor daily backup status and backup failure alerts where applicable.
· Maintain backup logs, dashboards, reports and tickets.
· Confirm backup completion and investigate failed jobs.
· Perform backup restoration testing where required.
· Ensure backup media and backup storage locations are protected.
· Report backup issues, restore issues and backup capacity issues to ITD management.

System Owners / Application Owners:
· Define backup and recovery requirements based on business need.
· Confirm system criticality, recovery priority, RTO and RPO where applicable.
· Confirm retention requirements where applicable.
· Support approval of backup schedules for their systems where required.
· Support restore testing and business validation after restoration.
· Inform ITD of major system or business changes that may affect backup or recovery requirements.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Investigate reported breaches or incidents where required and issue findings and recommendations.
· Monitor corrective actions related to backup management, audit findings, incidents, failed backups and failed restore tests where applicable.

Department Heads:
· Support ITD and system owners in confirming business backup and recovery needs where their systems or processes are affected.
· Ensure employees under their function follow approved backup, data storage and recovery instructions.
· Report suspected data loss, missing information, system issue, or recovery issue to ITD where applicable.

Employees and Contractors:
· Comply with this policy and related backup instructions.
· Store SMSA business information only in approved systems and approved storage locations.
· Do not store business information only on local devices, personal storage, or unauthorized cloud services.
· Report suspected data loss, corruption, accidental deletion, or backup/recovery issue immediately.

Third Parties / Vendors:
· Support SMSA backup, restore and recovery requirements where systems or services are supplier managed.
· Provide backup reports, restore test evidence, service reports, incident updates, recovery evidence, or other required evidence when requested.
· Notify SMSA of backup failures, restore failures, service issues, data loss, cloud backup issues, or supplier weaknesses that may affect SMSA information, systems, or services.
· Apply agreed backup, retention, recovery and protection requirements within agreed timelines where applicable.

CTO / Managing Director: Approval of any exception to this policy.


	Definitions
	Backup: A copy of information, system data, database, application data, configuration, or other required record kept so it can be restored when needed.
Restore / Restoration: The process of recovering information, systems, applications, databases, configurations, or services from a backup copy.
Full Backup: A backup that copies all selected data or systems.
Incremental Backup: A backup that copies only the data changed since the last backup.
Differential Backup: A backup that copies the data changed since the last full backup.
Daily Backup: A backup performed every day based on approved schedule and system requirement.
Weekly Backup: A backup performed every week based on approved schedule and system requirement.
Monthly Backup: A backup performed every month based on approved schedule and system requirement.
Annual Backup: A backup performed once a year where required for business, legal, regulatory, retention, or archive purposes.
Recovery Point Objective (RPO): The maximum acceptable amount of data loss measured by time, such as the last successful backup point.
Recovery Time Objective (RTO): The target time for restoring a system, service, or information after disruption.
Backup Retention: The approved period for keeping backup copies before they are overwritten, archived, or securely destroyed.
Backup Media: Physical or electronic storage used to keep backup copies.
Offsite Backup: A backup copy stored away from the primary location to reduce risk from site level failure or disaster.
Critical IT System: An IT system, application, service, infrastructure, or platform that is important to SMSA operations, customer service, legal or contractual requirements, information security, or business continuity. If the system is unavailable, compromised, or not recovered on time, it may cause major operational, customer, financial, legal, regulatory, or reputational impact.
System Generated Evidence: Reports, dashboards, logs, alerts, tickets, backup reports, restore test records, supplier reports, or system records generated from approved systems or tools.

	Guidelines
	1. Policy Statement
· SMSA shall ensure that backup copies of important information, software, system configurations, databases and IT systems are created, protected, monitored and tested where required.
· Backups shall support business continuity, disaster recovery, incident recovery and restoration of SMSA information and IT services.
· Backup requirements shall be based on business need, system criticality, RTO, RPO, legal requirement, contractual requirement, operational need and information security risk.
· Backups shall be performed in accordance with an approved Backup Procedure.
· Backup weaknesses shall be reviewed, actioned and tracked until closure or formal risk acceptance.
2. Backup Scope
Production systems containing important business data shall be backed up where required. Backup may include, where applicable:
· System data.
· Application data.
· Databases.
· File shares.
· System configurations.
· Network device configurations.
· Cloud system data.
· Critical user data stored in approved locations.
· Source code or configuration files where applicable.
· Logs or records required for recovery where applicable.

Information stored outside approved systems or approved storage locations may not be covered by SMSA backup arrangements. Employees shall use approved systems and approved storage locations for SMSA business information.
3. Backup Frequency and Backup Type
Backup frequency and backup type shall be defined based on business need, system criticality, RTO, RPO, legal requirement, contractual requirement, operational need and information security risk. Backup schedules may include, where applicable:
· Daily backups.
· Weekly backups.
· Monthly backups.
· Annual backups where required.

Backup types may include, where applicable:
· Full backup.
· Incremental backup.
· Differential backup.
· Snapshot backup.
· Replication.
· Cloud backup.
· Configuration backup.

The backup frequency, type and retention period shall be documented in the approved Backup Procedure, backup schedule, system record, backup tool, IT Continuity and Recovery Requirements Register, or other approved record.
Where applicable, backup frequency and retention shall align with approved continuity and recovery requirements, including RPO and RTO. Not every system requires the same backup frequency or backup type. Requirements shall be based on the system’s business need and risk.
4. Backup Monitoring
Backup jobs shall be monitored where applicable. Backup monitoring may include:
· Backup success reports.
· Backup failure reports.
· Backup dashboards.
· Backup alerts.
· Backup logs.
· Backup capacity alerts.
· Supplier backup reports.
· Tickets for failed backups or restore issues.

Backup failures shall be:
· Logged.
· Reviewed.
· Investigated.
· Corrected without delay based on system criticality and risk.
· Escalated where required.

Repeated backup failures, backup failures affecting critical IT systems, failed restore tests, or unresolved backup issues shall be reported to the National IT Manager where required. Backup logs and backup reports shall be retained as evidence where applicable.
5. Backup Retention
Backup retention periods shall be defined based on business need, legal requirement, regulatory requirement, contractual requirement, system criticality, storage requirement and recovery requirement. Retention requirements shall consider, where applicable:
· Type of information.
· System criticality.
· RTO and RPO.
· Business need.
· Legal or regulatory requirement.
· Contractual requirement.
· Archive requirement.
· Secure deletion requirement.
· Storage capacity.
· Supplier or cloud service limitation.

Retention periods shall be documented in the approved Backup Procedure, retention schedule, backup tool, system record, supplier record, or other approved record. Expired backups shall be overwritten, deleted, archived, or securely destroyed in line with approved retention and disposal requirements.
6. Backup Protection
Backup copies shall be protected against unauthorized access, alteration, loss, theft, corruption, malware and environmental damage. Backup protection controls may include, where applicable:
· Access control.
· Privileged access restriction.
· Encryption.
· Secure storage.
· Offsite storage.
· Replication to a secure location.
· Malware protection.
· Backup immutability where available.
· Physical protection of backup media.
· Monitoring and alerting.
· Supplier protection controls for supplier managed backups.

Confidential and restricted backups shall be protected based on information classification and risk. Where encryption is required, encryption controls shall be applied through approved system, platform, supplier, or service controls where technically possible. Access to backup systems and backup repositories shall be restricted to authorized personnel only.
7. Offsite Backup and Secondary Storage
Backup copies shall be stored in a secure location based on business need, system criticality and disaster recovery requirement. Where required, backups may be:
· Stored at a secure offsite location.
· Replicated to a secure secondary data center.
· Stored in an approved cloud backup service.
· Stored in another approved backup repository.

Offsite or secondary backup storage shall be sufficiently separated from the primary system location to reduce disaster risk where applicable. Where cloud services are used for backup, the backup arrangement shall align with the Use of Cloud Services Policy and relevant supplier and contract controls.
8. Backup Restoration Testing
Backup restoration testing shall be performed based on system criticality, business need, operational risk and technical feasibility. Testing may include, where applicable:
· Sample file restore.
· Database restore.
· Application restore.
· Server restore.
· Configuration restore.
· Cloud backup restore.
· Supplier supported restore.
· Full system recovery test where required.

Critical IT systems shall be tested more frequently than low risk systems where applicable. Backup restoration tests shall confirm, where applicable:
· Backup copy is available.
· Backup copy is readable.
· Restore process works.
· Required data or system is restored.
· System owner or business owner validates the restore where required.
· Issues are recorded and corrected.

Backup restoration test results shall be documented and retained as evidence. Failed restore tests shall be investigated, corrected and escalated to the National IT Manager where required.
9. Secure Disposal of Backup Media
· Expired or retired backup media shall be securely disposed of where applicable.
· Secure disposal shall follow approved media disposal, asset disposal, supplier disposal, or data destruction requirements.
· Disposal records shall be retained where applicable.
· Where a supplier is responsible for backup media or cloud backup deletion, supplier confirmation or system evidence shall be retained where applicable.
10. Supplier and Cloud Managed Backups
Where SMSA systems are hosted, supported, backed up, or managed by third parties or cloud service providers, backup and recovery requirements shall be defined where applicable. Supplier and cloud backup requirements may include:
· Backup frequency.
· Backup type.
· Backup retention.
· Backup protection.
· Backup encryption.
· Backup monitoring.
· Restore testing.
· Incident notification.
· Backup failure notification.
· Recovery support.
· Data return or deletion.
· Evidence of backup and restore activities.

Supplier and cloud backup evidence may include supplier reports, cloud dashboards, service reports, tickets, contracts, backup reports, restore test results, or other approved records.
11. Backup Risk Management
Backup related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A risk shall be recorded in the SMSA Risk Register where it may affect:
· Critical IT systems or services.
· Critical business operations.
· Availability or integrity of SMSA information.
· Backup or recovery capability.
· RTO or RPO requirement.
· Backup retention requirement.
· Backup protection.
· Supplier or cloud backup dependency.
· Repeated backup failure.
· Failed restore test.
· No backup for an important system.
· Unsupported or weak backup solution.
· Legal, regulatory, or contractual requirements.
· Major operational, financial, customer, or reputational impact.

Backup records shall only include the Risk Register reference where applicable. They shall not duplicate the full risk assessment. Exceptions and accepted backup risks shall not be open ended. They shall include an owner, reason, temporary control where applicable, expiry date, review date and approval record.
12. Records and Evidence
· SMSA shall maintain records to prove that backup controls are implemented, monitored, protected and tested where applicable.
· System generated reports, dashboards, logs, alerts, tickets, backup reports, restore test records, supplier reports and approved registers shall be used as the main audit evidence where available.
· Manual records are not required when the same information is already available from approved systems, tools, tickets, reports, or supplier evidence.
· If system based evidence, backup reports, restore test records, dashboards, logs, alerts, tickets, supplier reports, or other approved evidence are not available, incomplete, or not clear enough, ITD shall use approved manual records, screenshots, review notes, tickets, reports, or forms to show that the control was reviewed. Records may include, where applicable:
· Backup schedule.
· Backup procedure.
· Backup success reports.
· Backup failure reports.
· Backup logs.
· Backup dashboards.
· Backup alerts.
· Backup tickets.
· Backup retention records.
· Backup configuration records.
· Backup access records.
· Backup media records.
· Offsite backup records.
· Cloud backup reports.
· Supplier backup reports.
· Restore test records.
· Failed restore test records.
· Backup issue corrective actions.
· IT Continuity and Recovery Requirements Register reference.
· SMSA Risk Register reference where backup risk is formally tracked.
· Evidence of completed actions.
Records shall be retained as per SMSA document control and record retention requirements.
13. Review and Monitoring
ITD shall regularly review backup controls based on system criticality, service importance, security risk and operational need. The review shall confirm, where applicable, that:
· Important systems have backup requirements.
· Backup schedules are defined.
· Backup jobs are monitored.
· Backup failures are reviewed and corrected.
· Backup retention is defined.
· Backup copies are protected.
· Restore testing is performed where required.
· Supplier and cloud backup evidence is reviewed where applicable.
· Backup risks are recorded in the SMSA Risk Register where required.
· Evidence is maintained for audit.

Repeated backup failures, failed restore tests, missing backup for important systems, major supplier backup issues, backup protection weaknesses, or risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.
14. Review Period
The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, backup, supplier, cloud service, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, major backup failures, failed recovery events, significant data loss, or major changes in SMSA systems or IT operations.
15. Enforcement
15.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

Examples of violations include:
· Disabling backup jobs without approval.
· Ignoring backup failures without action.
· Closing backup or restore issues without evidence.
· Not reporting backup failure, restore failure, or suspected data loss.
· Storing SMSA business information only in unauthorized or non backed up locations.
· Removing, altering, or deleting backup records without approval.
· Accessing backup systems without approval.
· Delaying restore testing without approved reason.
· Failing to protect backup media or backup repositories.

15.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include:
· Reason for the exception.
· Related risk.
· Temporary control.
· Owner.
· Expiry date.
· Review date.

Unapproved exceptions are not permitted.
16. Related Documents
· Organization of Information Security Policy.
· ISMS Scope Document.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Information Security Incident Response Plan.
· IT Continuity Policy.
· Backup Procedure in IT procedures manual.
· Asset Management Policy.
· Access Control Policy.
· Change Management Procedure.
· Use of Cloud Services Policy.
· Supplier Relationships Policy.
· Statement of Applicability.
· IT Asset Inventory.
· SMSA Risk Register.
· IT Continuity and Recovery Requirements Register.
· Backup reports / restore test records where applicable.
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