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	Backup Policy

Owner: IT National Manager

Department: Information Technology



	Brief
	It is the policy of the SMSA Express Trans. Co. to safeguard critical data and to enable the recovery of data and application in case of events such as natural disasters, system disk drive failures, espionage, data entry error, or system operation errors.

	Purpose
	To provide guidelines and to establish the rules for the backup and storage of electronic information. 

	Persons Affected
	Covers all employees in all operating cities and branches kingdomwide.

	Guidelines
	Backup

· The frequency and the extent of backup must be in accordance with the importance of the information and the acceptable risk as determined by the data owner.

· The SMSA Express Transportation Company Information Resources backup and recovery process for each system must be documented and periodically reviewed.

· A proper arrangement must be made for offsite backup storage of Information Resources.

· Physical access controls implemented at offsite backup storage location must meet or exceed the physical access controls of the source systems. Additionally backup media must be protected in accordance with the highest sensitivity level of information stored.

· A process must be implemented to verify the success of the SMSA Express Transportation Company Ltd. Electronic information backup.

· Backup s must be periodically tested to ensure that they are recoverable.

· Backup tapes must have at a minimum the following identifying criteria that can be readily identified by labels and/ or a bar-coding system.

· System Name

· Creation Date

· Sensitivity Classification

·  SMSA Express Transportation Company Ltd Contact Information

Disciplinary Actions 

Violation of this policy may result in disciplinary action which may include termination for employees and temporaries; a termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers; or suspension or expulsion in the case of a student. Additionally, individuals are subject to loss of SMSA Express Transportation Company Ltd. Information Resources access privileges, civil, and criminal prosecution. 

	General
	Any exceptions to the policy must be approved by the Managing Director


[image: image1.png]