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	Business Continuity Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure the continuity of information security management during adverse situations, as well as the availability of information systems.

	Reference No. 
	Annex A 17

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Information security continuity
1.1.1 Planning information security continuity
· SMSA information security shall have an assessment for risks out of a crisis or disaster.
· SMSA information security shall determine whether the continuity of information security is captured within the business continuity management process or within the disaster recovery management process.
· SMSANATIONAL IT MANAGER shall assure Information security requirements are determined when planning for business continuity and disaster recovery.
· In the absence of formal complete business continuity and disaster recovery planning NATIONAL IT MANAGER shall assume that information security requirements remain the same in adverse situations, compared to normal operational conditions.
· SMSA information security shall perform a business impact analysis for information security aspects to determine the information security requirements applicable to adverse situations.
· SMSA shall develop BCP.
1.1.2 Implementing information security continuity
· SMSA information security and IT shall ensure that:
· Adequate management structure is in place to prepare for, mitigate and respond to a disruptive event using personnel with the necessary authority, experience and competence;
· Incident response personnel with the necessary responsibility, authority and competence to manage an incident and maintain information security are nominated
· Documented plans, response and recovery procedures are developed and approved, detailing how SMSA will manage a disruptive event and will maintain its information security to a predetermined level, based on management-approved information security continuity objectives
· According to the information security continuity requirements, SMSA should establish, document, implement and maintain:
· Information security controls within business continuity or disaster recovery processes, procedures and supporting systems and tools
· Processes, procedures and implementation changes to maintain existing information security controls during an adverse situation
· Compensating controls for information security controls that cannot be maintained during a normal situation.
1.1.3 Verify, review and evaluate information security continuity
· SMSA head shall verify the established and implemented information security continuity controls at regular intervals in order to ensure that they are valid and effective during adverse situations.
· All SMSA organizational, technical, procedural and process changes, shall be assessed for the information security continuity requirements.
· After changes SMSANATIONAL IT MANAGER shall assess continuity of processes, procedures and controls for information security reviewed against these changed requirements.
· SMSANATIONAL IT MANAGER should verify continuity and if needed plan should be modified
1.2 Redundancies
1.2.1 Availability of information processing facilities
· All SMSA Information processing facilities should be implemented with redundancy sufficient to meet availability requirements.
· SMSA IT and information security shall identify business requirements for the availability of information systems.
· Where the availability cannot be guaranteed using the existing systems architecture, redundant components or architectures should be considered.
· Where applicable, redundant information systems should be tested to ensure the failover from one component to another component works as intended
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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