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	Communication Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA communication networks, network services, electronic messaging, information transfer methods and related security controls are protected from unauthorized access, misuse, disruption, interception, modification, loss, or leakage of information.
This policy helps SMSA protect information when it is transferred, shared, transmitted, stored in communication systems, or exchanged with employees, contractors, customers, suppliers and other authorized parties.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that communication security controls are managed based on business need, information classification, system criticality, legal requirement, contractual requirement and risk.

	Reference No. 
	· Annex A 5.14 – Information transfer.
· Annex A 5.15 – Access control.
· Annex A 5.16 – Identity management.
· Annex A 5.17 – Authentication information.
· Annex A 5.20 – Addressing information security within supplier agreements.
· Annex A 5.21 – Managing information security in the ICT supply chain.
· Annex A 6.6 – Confidentiality or non disclosure agreements.
· Annex A 8.20 – Network security.
· Annex A 8.21 – Security of network services.
· Annex A 8.22 – Segregation of networks.
· Annex A 8.24 – Use of cryptography.

	Scope
	This policy applies to SMSA communication networks, network services, information transfer methods, electronic messaging services, internet connections, wireless networks, remote connections, supplier managed communication services and related information security controls owned, managed, hosted, or used by or on behalf of SMSA. This includes, where applicable:
· Network infrastructure and communication services.
· Firewalls, routers, switches, wireless networks and network security devices.
· Internet, IPVPN (Internet Protocol Virtual Private Network), DIA (Dedicated Internet Access), WAN (Wide Area Network), LAN (Local Area Network) and other communication links.
· Email, electronic messaging and approved business communication tools.
· Information transfer between SMSA and external parties.
· Supplier managed or outsourced network and communication services.
· Information assets transmitted through SMSA communication systems.
· Employees, contractors and third parties using or supporting SMSA communication services.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure communication security requirements are implemented, maintained and reviewed.
· Ensure network security, network service security, information transfer controls and electronic messaging controls are managed based on business need and risk.
· Ensure major communication security weaknesses, repeated failures, major service issues and material control weaknesses are reported to the CTO where required.
· Ensure communication security risks are assessed, treated and monitored where required.
· Ensure required evidence, monitoring records, network records, supplier records and corrective action records are maintained.

IT Department (ITD):
· Implement and maintain network security controls for SMSA communication systems and services.
· Ensure networks are protected from unauthorized access, misuse, disruption and security threats.
· Manage firewalls, network devices, wireless networks, remote connections, network segmentation and network access controls where applicable.
· Ensure only authorized devices, users, systems and services are allowed to connect to SMSA networks.
· Monitor network services, communication services and security alerts where applicable.
· Ensure network topology records and network service records are maintained and reviewed where required.
· Protect information transferred through SMSA approved communication systems.
· Support secure email, messaging, file transfer and external communication controls.
· Maintain evidence required for audit, investigation and management review.

System Owners / Application Owners:
· Support ITD in identifying communication and information transfer requirements for their systems and applications.
· Ensure system communication requirements are reviewed before new systems, integrations, interfaces, remote connections, or external access are implemented.
· Support testing and validation where communication controls affect their systems or business processes.
· Inform ITD where changes to business processes or systems may affect communication security.
Procurement Department:
· Coordinate with ITD to ensure network service providers, communication service providers, cloud service providers and outsourced technology providers are selected from approved or reputable sources.
· Ensure contracts include service level, security, confidentiality, availability, support and evidence requirements where applicable.
· Support supplier follow up where network service or communication security evidence is required.

Third Parties / Vendors:
· Comply with SMSA communication security, confidentiality, access control and information transfer requirements where applicable.
· Provide service level reports, security reports, network service reports, incident notifications, remediation evidence, or audit evidence when requested.
· Notify SMSA of any network service issue, security issue, communication failure, unauthorized access, service limitation, or weakness that may affect SMSA systems, services, or data.
· Support SMSA during audit, incident investigation, troubleshooting, remediation and corrective action where applicable.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Support investigation of breaches or incidents where communication security weakness contributed to security, legal, contractual, or operational impact.
· Monitor corrective actions related to communication security audit findings and incidents where required.

Legal Department:
· Support ITD and relevant departments in confidentiality, non disclosure, legal, regulatory and contractual requirements related to information transfer and external sharing where required.
· Advise on confidentiality agreements, external disclosures and legal obligations where required.

Department Heads:
· Ensure employees and contractors under their function use SMSA communication systems and information transfer methods in line with approved policies and ITD instructions.
· Support ITD where communication security requires user action, business approval, system access, downtime, or process change.
· Report suspected misuse, unauthorized information transfer, data leakage, or communication security weakness to ITD and QRM where applicable.

Employees and Contractors:
· Use SMSA approved communication systems and information transfer methods responsibly.
· Do not send, share, copy, forward, upload, or transfer SMSA information through unauthorized channels.
· Do not use personal email to send or share SMSA customer data, business data, confidential information, or internal documents.
· Do not connect unauthorized devices to SMSA networks.
· Report suspicious emails, unauthorized access, communication issues, data leakage, or suspected security weaknesses to ITD.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Communication Security: Controls used to protect SMSA networks, communication services, electronic messaging and information transfer from unauthorized access, misuse, disruption, interception, modification, or leakage.
Network Security: Controls used to protect network infrastructure, network devices, network connections, wireless networks, internet links and communication services.
Network Service: A service that supports communication between systems, users, locations, applications, cloud services, suppliers, or external parties.
Information Transfer: The movement or sharing of information between people, systems, departments, suppliers, customers, or external parties through approved communication methods.
Electronic Messaging: Email, messaging platforms, collaboration tools, or other electronic communication methods approved by SMSA for business use.
Network Segmentation: The separation of networks into different zones to reduce risk and control access between systems, users and services.
DMZ: A separate network zone used to host systems or services that need controlled access from external networks, while keeping internal systems protected.
Encryption: A method used to protect information by making it unreadable to unauthorized persons.
Confidentiality Agreement / NDA: An agreement used to protect confidential information and define responsibilities for handling and not disclosing such information.
System Generated Evidence: Reports, dashboards, logs, alerts, tickets, service reports, monitoring records, configuration records, or system records generated from approved systems or tools.

	Guidelines
	1. Policy Statement
· SMSA shall protect its communication networks, network services, electronic messaging and information transfer methods through approved security controls.
· Communication security controls shall be based on business need, information classification, access requirements, system criticality, legal requirement, contractual requirement and risk.
· SMSA information shall only be transferred through approved and secure methods.
· Communication security weaknesses shall be reviewed, actioned and tracked until closure or formal risk acceptance.
2. Network Security Controls
SMSA ITD shall implement network security controls to protect SMSA networks and connected services from unauthorized access, misuse, disruption and security threats. Network security controls may include, where applicable:
· Firewalls and network security devices.
· Network access control.
· Secure configuration of routers, switches and wireless devices.
· Segregation of network zones.
· DMZ for externally accessible services.
· Monitoring and logging of network security events.
· Control of remote access and external connections.
· Restriction of unauthorized devices.
· Protection against malware and network based attacks.
· Encryption where required.
· Review of network rules and access paths.
· Backup of network device configurations where applicable.
Network devices shall be managed only by authorized ITD personnel or approved service providers. Default passwords shall be changed where applicable, and privileged access to network devices shall be restricted and controlled. Network administrator accounts, passwords, keys and other sensitive authentication information shall be protected as per SMSA access control and authentication requirements.
3. Authorized Network Connection
· Only authorized users, systems, devices and services shall be allowed to connect to SMSA networks.
· Unauthorized computers, laptops, mobile devices, network devices, wireless devices, or external equipment shall not be connected to SMSA networks without ITD approval.
· Connection to SMSA networks shall be controlled based on business need, access approval, device security, user identity and risk.
· Where technically possible, network access shall be monitored to identify unauthorized or suspicious connections.
4. Network Segmentation
SMSA networks shall be separated into network zones where required to reduce risk and control access. Network zones may be based on:
· Business function.
· System criticality.
· Trust level.
· User group.
· External access requirement.
· Supplier access requirement.
· Public, internal, server, database, wireless, guest, or DMZ requirements.
Access between network zones shall be controlled through approved gateways, firewalls, rules, or other approved security controls. Wireless networks, guest networks and public access networks shall be separated from internal networks unless access is controlled through approved security controls. Critical systems and sensitive information systems shall be separated from general user networks where required by risk, system criticality, or security requirement.
5. Security of Network Services
Network services shall be managed to protect confidentiality, integrity and availability of SMSA information and business operations. Network service requirements shall be defined and agreed where applicable for internal or outsourced services. Requirements may include:
· Service availability.
· Security controls.
· Monitoring and reporting.
· Support and escalation.
· Incident notification.
· Access control.
· Encryption where required.
· Backup or redundancy where required.
· Service level requirements.
· Supplier evidence and reporting.
ITD shall monitor network service performance and security where applicable. Supplier managed network services shall be reviewed based on contract, service level, business impact and risk.
Where service reports or supplier reports are available, these shall be used as evidence. Manual records are not required where approved system based or supplier evidence already contains the required information.
6. Network Availability and Resilience
SMSA shall manage network availability based on business need, service criticality and risk. Where required, ITD shall consider controls to reduce single points of failure for critical network services. Controls may include, where applicable:
· Redundant communication links.
· Backup internet or WAN links.
· High availability firewall or network devices.
· Monitoring and alerting.
· Supplier service level monitoring.
· Business continuity or disaster recovery planning.
· Incident escalation process.
Availability risks shall be recorded in the SMSA Risk Register where required.
7. Network Topology and Records
ITD shall maintain network topology records for critical network infrastructure where required. Network records may include:
· Network diagrams.
· Network zones.
· Firewall or gateway locations.
· Critical network links.
· Internet and WAN connections.
· DMZ design.
· Wireless network design.
· Supplier managed network services.
· Major network devices.
· Related change records where applicable.
Network topology and related records shall be reviewed periodically or after major network changes. System generated records, diagrams, monitoring tools, configuration management tools, tickets and change records may be used as evidence where available.

8. Information Transfer
SMSA shall protect information during transfer to reduce the risk of unauthorized access, interception, copying, modification, misrouting, loss, destruction, or leakage. Information transfer shall be performed through approved methods based on the classification and sensitivity of the information. Controls may include, where applicable:
· Approved email or messaging systems.
· Secure file transfer method.
· Encryption for sensitive or confidential information.
· Password protection where required.
· Approved cloud or collaboration platform.
· Access control and user authentication.
· Malware scanning.
· Correct addressing and recipient verification.
· Labelling of sensitive or confidential information.
· Retention and disposal in line with approved requirements.
· Restrictions on automatic forwarding to external email addresses where required.
Employees and contractors shall take reasonable care when sending, sharing, or transferring SMSA information. Confidential or sensitive information shall not be shared with unauthorized persons or through unauthorized channels.
9. Agreements on Information Transfer
Where SMSA transfers sensitive, confidential, customer, employee, supplier, or business critical information to external parties, information transfer requirements shall be agreed where required. Agreements may include, where applicable:
· What information may be transferred.
· Approved transfer method.
· Security requirements.
· Encryption or password protection requirements.
· Recipient responsibilities.
· Confidentiality requirements.
· Retention and deletion requirements.
· Incident notification requirements.
· Responsibilities in case of data loss, misdelivery, unauthorized access, or leakage.
· Legal, regulatory, contractual, or customer requirements.
Information transfer requirements may be included in contracts, NDAs, supplier agreements, customer agreements, service agreements, information sharing agreements, or approved procedures.

10. Electronic Messaging
SMSA electronic messaging shall be protected from unauthorized access, misuse, modification, data leakage, malware, phishing, spam and service disruption. Employees shall use SMSA approved email and messaging systems for business communication.
SMSA employees shall not use personal email accounts to send, receive, store, or share SMSA customer data, business data, confidential information, internal documents, or sensitive information. Electronic messaging controls may include, where applicable:
· Approved SMSA email domain.
· User authentication.
· Multi factor authentication where required.
· Email security filtering.
· Malware and phishing protection.
· External sender warning where applicable.
· Data leakage prevention controls where applicable.
· Encryption for sensitive information where required.
· Restriction on auto forwarding where required.
· Monitoring and logging where applicable.
· Approved email signature where required.
· Blocking of unauthorized or high risk public services where required.
Public messaging or file sharing services shall not be used for SMSA information unless approved by ITD and other required stakeholders where applicable.
11. Remote Access and Public Network Access
Access to SMSA systems from public or external networks shall be controlled based on business need, authentication, authorization and risk. Controls may include, where applicable:
· VPN or approved secure remote access.
· Multi factor authentication.
· Firewall rules.
· Web application firewall for public facing applications.
· SSL/TLS or approved encryption.
· Access logging and monitoring.
· User and device validation.
· Restricted access based on role and need.
Remote access shall be approved and reviewed where required. Unauthorized remote access methods are not allowed.

12. Confidentiality and Non Disclosure Agreements
Confidentiality and non disclosure requirements shall be applied where SMSA information is shared with employees, contractors, suppliers, consultants, customers, or other external parties. Confidentiality or non disclosure agreements shall include, where applicable:
· Type of information to be protected.
· Responsibilities of the receiving party.
· Restrictions on disclosure and use.
· Handling and protection requirements.
· Return, deletion, or retention requirements.
· Duration of confidentiality obligation.
· Incident notification requirement.
· Legal consequences of unauthorized disclosure.
· Ownership of information and intellectual property.
Legal Department, Procurement, HR, ITD and relevant business owners shall support confidentiality and non disclosure agreements where applicable.
13. External Sharing and Customer / Third Party Information
SMSA confidential information, customer information, employee information, supplier information, system details, internal investigation details, security information, or sensitive technical details shall not be shared externally unless approved and legally allowed.
Employees and contractors are prohibited from sharing SMSA customer data or confidential information through personal email, unauthorized messaging tools, unauthorized cloud storage, removable media, or any unapproved external channel.
Customer or third party information shall be handled in line with applicable contract, confidentiality, privacy, legal and information security requirements. Where specific customer requirements apply, they shall be followed and communicated to relevant employees where required.
14. Monitoring, Logging and Detection
ITD shall apply monitoring and logging controls for communication networks, network services, electronic messaging and related security systems where technically possible and required by business need or risk. Monitoring may include:
· Firewall logs.
· Network device logs.
· Email security logs.
· VPN or remote access logs.
· Wireless access logs.
· Proxy or web filtering logs.
· Security alert logs.
· Network monitoring dashboard.
· Supplier service reports.
Monitoring and logs shall be reviewed based on system criticality, security risk and operational need. Where system based monitoring tools are available and show the required information, separate manual records are not required.
If system based monitoring tools, dashboards, logs, alerts, tickets, supplier reports, or other approved evidence are not available, incomplete, or not clear enough, ITD shall use approved manual records, screenshots, review notes, tickets, or reports to show that the control was reviewed.
15. Supplier Managed Communication Services
Where communication or network services are provided by suppliers, ITD shall ensure that security, service, availability, confidentiality, support and incident notification requirements are considered where applicable. Supplier evidence may include:
· Service level agreement.
· Supplier service report.
· Network availability report.
· Security report.
· Incident notification.
· Supplier corrective action.
· Contract or agreement.
· Support ticket.
· Review meeting record.
Supplier managed communication services shall be reviewed based on business impact, service criticality, contract requirement and risk.
16. Communication Security Risk Management
Communication security related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A risk shall be recorded in the SMSA Risk Register where it may affect:
· Critical business operations.
· Confidentiality, integrity, or availability of SMSA information.
· Network availability.
· Customer service.
· Legal, regulatory, or contractual requirements.
· Privacy or personal data protection.
· Supplier service continuity.
· Major operational, financial, or reputational impact.
Communication security records shall only include the Risk Register reference where applicable. They shall not duplicate the full risk assessment.
17. Records and Evidence
SMSA shall maintain records to prove that communication security controls are implemented.
System generated reports, dashboards, logs, alerts, tickets, change records, network diagrams, configuration records, supplier reports, service reports and monitoring tools shall be used as the main audit evidence where available. Manual records are not required when the same information is already available from approved systems or tools.
If system based evidence, monitoring tools, dashboards, logs, alerts, reports, tickets, change records, supplier records, or service reports are not available, incomplete, or do not clearly show the required details, approved manual records, screenshots, review notes, tickets, or reports shall be used. Records may include, where applicable:
· Network topology records.
· Network segmentation records.
· Firewall rule review records.
· Network access review records.
· Wireless network review records.
· Network monitoring dashboard.
· Firewall, VPN, proxy, email security, or network logs.
· Network device configuration records.
· Change requests.
· IT tickets.
· Supplier service reports.
· Network service level reports.
· Availability reports.
· Incident records.
· Information transfer agreements.
· Confidentiality or NDA records.
· Approved communication or information transfer procedures.
· SMSA Risk Register records where communication risk is formally tracked.
· Management review or compliance review records.
· Evidence of completed actions.
Records shall be retained as per SMSA document control and record retention requirements.
18. Review and Monitoring
ITD shall regularly review communication security controls to confirm that:
· Network security controls are maintained where applicable.
· Network access is controlled.
· Unauthorized devices are restricted.
· Network segmentation is maintained where required.
· Network service providers are monitored where applicable.
· Information transfer controls are followed.
· Electronic messaging controls are maintained.
· Supplier managed communication services are reviewed where applicable.
· Communication security risks are recorded in the SMSA Risk Register where required.
· Evidence is maintained for audit.
Major communication security weaknesses, repeated network issues, repeated unauthorized access attempts, major service failures, or risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.
19. Review Period
The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant communication security failures, or major changes in SMSA networks, communication services, or IT operations.
20. Enforcement
20.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
Examples of violations include:
· Connecting unauthorized devices to SMSA networks.
· Sharing SMSA information through unauthorized channels.
· Using personal email to send or share SMSA customer data, confidential information, or internal documents.
· Disabling or bypassing network security controls without approval.
· Sharing network passwords, administrator credentials, or sensitive technical details without approval.
· Using unauthorized remote access methods.
· Sending confidential information to the wrong recipient due to negligence.
· Ignoring communication security instructions issued by ITD.
20.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.
21. Related Documents
· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Access Control Policy.
· Cryptography Policy.
· Configuration Management Policy.
· Change Management Procedure.
· Supplier Relationships Policy.
· Acceptable Use Policy.
· Asset Management Policy – Information Classification and Handling section
· Privacy / Personal Data Protection Policy, where applicable.
· Document Control Procedure.
· IT Asset Inventory.
· SMSA Risk Register.
· Network diagrams and network topology records.
· Network service agreements / supplier service reports.
· Confidentiality / Non Disclosure Agreement records.
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