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	Compliance Policy
Owner/ Department: ITD



	Purpose
	This policy aims to provide a framework to prevent legal, statutory, regulatory, and contractual breaches, and to ensure independent confirmation that information security is implemented and is effective according to the defined policies, procedures, and requirements of the ISO 27001 standard.

	Reference No. 
	Annex A 18

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by SMSA HQ or on behalf of SMSA HQ,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Compliance with legal and contractual requirements
1.1.1 Identification of applicable legislation and contractual requirement
· All SMSA relevant legislative statutory, regulatory, contractual requirements and the SMSA’s approach to meet these requirements should be explicitly identified by NATIONAL IT MANAGER,
· NATIONAL IT MANAGER shall ensure it is documented and kept up to date for each information system and the organization.
· The specific controls and individual responsibilities to meet these requirements should also be defined and documented by NATIONAL IT MANAGER
· SMSA Managers should identify all legislation applicable to their organization unit in order to meet the requirements for their type of business.
1.1.2 Intellectual property rights
· SMSA information security shall be publishing an intellectual property rights compliance policy which defines the legal use of software and information products
· SMSA restrict acquiring software only through known and reputable sources, to ensure that copyright is not violated;
· NATIONAL IT MANAGER shall plan awareness of policies to protect intellectual property rights and giving notice of the intent to take disciplinary action against personnel breaching
· SMSA IT shall be maintaining appropriate asset registers and identifying all assets with requirements to protect intellectual property rights
· SMSA IT and information security shall be maintaining proof and evidence of ownership of licences, master disks, manuals, etc.
· SMSA IT shall be implementing controls to ensure that any maximum number of users permitted within the licence is not exceeded
· SMSA information security shall be carrying out periodical reviews that only authorized software and licensed products are installed
· SMSA shall comply with Saudi and International regulations
1.1.3 Protection of records
· All SMSA records shall be protected
· SMSA IT shall ensure the protection of records, their corresponding classification based on SMSA’s classification scheme
· SMSA records should be categorised into record types by IT or the owner department (Finance Purchasing, HR ,….etc)
· if cryptographic then keys and programs associated with encrypted archives should also be stored to enable decryption of the records
· SMSA Storage and handling procedures should be implemented by IT in accordance with manufacturer’s recommendations.
· Where electronic storage media are chosen, procedures to ensure the ability to access data throughout the retention period should be established by IT to safeguard against loss due to future technology change.
· SMSA Data storage systems should be chosen by IT so data can be retrieved in an acceptable timeframe and format, depending on the requirements to be fulfilled.
· Storage and handling procedure should ensure identification of records and of their retention period
· System should permit appropriate destruction of records after that period if they are not needed by SMSA
1.1.4 Privacy and protection of personally identifiable information
· SMSA data policy for privacy and protection of personally identifiable information shall be developed by NATIONAL IT MANAGER
· Policy should be communicated to all persons involved in the processing of personally identifiable information.
· SMSA information security shall assure compliance with this policy and all relevant legislation and regulations concerning the protection of the privacy of people and the protection of personally identifiable information requires appropriate management structure and control.
· SMSA information security shall define responsibility for handling personally identifiable information and ensuring awareness of the privacy principles in accordance with relevant legislation and regulations.
· SMSA NATIONAL IT MANAGER shall apply appropriate technical and organizational measures to protect personally identifiable information should be implemented.
1.2 Information security reviews
1.2.1 Independent review of information security
· NATIONAL IT MANAGER shall initiate the independent review. Such an independent review is necessary to ensure the continuing suitability, adequacy and effectiveness of the SMSA’s approach to managing information security. The review should include assessing opportunities for improvement and the need for changes to the approach to security, including the policy and control objectives.
·  Technical compliance objective and independent checking will be performed either manually or through automated tools, which could generate a technical report for remediation. In order to ascertain the strength of network security, periodic penetration testing and vulnerability testing shall be carried out. Likewise manual or automated vulnerability scanning shall be carried out to ascertain the effectiveness of controls implemented in the operating systems.
1.2.2 Compliance with security policies and standards
· The design, operation management and use of SMSA’s information systems and related facilities shall comply with all applicable legal, regulatory or contractual security requirements. 
· The Manuals for each information system shall include documentation of statutory, regulatory and contractual requirements associated with the system and procedures to assure compliance with the requirements identified.
· SMSA shall cooperate with law enforcement agencies in their efforts to investigate any violation of KSA laws, regarding information security. If SMSA suspects the violation of any law, SMSA Management may ask a law enforcement agency to investigate the matter as per the Disciplinary process approved by the management.
· SMSA shall recognize and respect intellectual property rights associated with its information system
· SMSA shall comply with:
· Copyright requirements associated with proprietary material, software, and designs acquired by SMSA.
· Licensing requirements limiting the usage of products, software, designs and other material acquired by SMSA.
· SMSA shall ensure continued compliance with product copyright restrictions and licensing requirements.
· A formal software inventory of existing applications, operating systems, and database software shall be maintained by the IT department and kept updated at all times. 
· Purchase and use of third party software must be in accordance with third party licensing agreements. Following restrictions should be considered for such software:
· Specific user restrictions such as the number of copies allowed, the number of machines the software can be installed on, or the number of concurrent users of the software allowed at any one time.
· Customer support levels (onsite or phone)
· The use or copying of purchased software so that it can be used on a computer other than the computer for which it is licensed is strictly prohibited.
· The duplication of the media, documentation etc. are prohibited
· IT department must perform yearly reviews of software usage on SMSA desktops, laptops and servers to ensure that it is in compliance with licensing agreements.
· End users are NOT allowed to install any software, which is not licensed and authorized by the IT Department.
· The inventory must be capable of recording all significant details such as period of license, number, names and locations of users as applicable, software name and version number, software license cost and any major usage restrictions.
· SMSA IT Department shall undertake periodical reviews (once a year) and reconcile software inventory records to software actually installed for and used by each system user.
· The IT Department shall ensure that any software found to be installed in SMSA’s Systems that is not appropriately licensed is immediately uninstalled from the system.
· SMSA shall follow the practice mentioned below to comply with IP Rights:
· Purchasing hardware only from the authorized suppliers.
· Purchasing and installing only the licensed software from authorized suppliers.
· Informing and educating the users that they will not install any unlicensed software.
· Maintaining hardware and software asset registers.
· Carry out checks that only authorized software are installed
· Maintaining proof and evidence of ownership of licenses etc.
· Maintaining an Inventory of assets and identifying the requirements to protect IP rights
· Implementing controls to ensure that maximum number of users permitted is not exceeded
· Complying with terms and conditions of software and information obtained from public networks
· Not copying in full or in part books, articles, or other documents other than permitted by copyright law.
1.2.3 Technical compliance review
· Information system implementations and associated documentation shall be reviewed immediately after the implementation by Information Security. Thereafter on an annual basis to verify that they are compliant with Security policies.
· Whilst such a compliance review shall be performed by appropriately qualified personnel, there shall be adequate segregation of duties between the System Administrators, System Operators and System Auditors.
· All the applications, operating systems, network devices and related processes shall be checked for vulnerabilities either internally or by an external agency at least once a year.
· An internal technical compliance audit or assessment shall be conducted internally at least once a year to check the compliance with the established standards and policies by Information Security.
· [bookmark: _Toc521829169]The compliance as per security standards/policies set by SMSA shall be ensured for operating systems, database, applications, networks, cabling and environmental infrastructure.
2. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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