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	Compliance Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA IT activities, systems, information assets, applications, infrastructure, cloud services and supplier managed services comply with applicable legal, statutory, regulatory, contractual and information security requirements.
This policy helps SMSA prevent compliance breaches, protect information assets, support software licensing compliance, protect records and personal data, and confirm that information security controls are implemented and working as required.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that compliance obligations are identified, reviewed, monitored and managed based on business need, legal requirement, contractual obligation and risk.

	Reference No. 
	· Annex A 5.31 – Legal, statutory, regulatory and contractual requirements.
· Annex A 5.35 – Independent review of information security.
· Annex A 5.36 – Compliance with policies, rules and standards for information security.

	Scope
	This policy applies to SMSA IT systems, information assets, applications, infrastructure, networks, cloud services, databases, technology services and supplier managed systems owned, managed, hosted, or used by or on behalf of SMSA. This includes, where applicable:
· IT supported business processes and IT operations.
· Information systems and applications.
· Servers, databases, networks and cloud services.
· Software, licenses and technology assets.
· IT records and information security records.
· Supplier managed or outsourced IT services.
· Employees, contractors and third parties supporting or using SMSA IT systems and information assets.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure IT compliance requirements are implemented, maintained and reviewed.
· Ensure applicable legal, statutory, regulatory, contractual and information security requirements related to ITD are identified and reviewed.
· Ensure ITD maintains required compliance evidence, technical review records, software license records and corrective action records.
· Ensure major compliance weaknesses, repeated non compliance, audit findings and material control weaknesses are reported to the CTO where required.
· Ensure compliance risks are assessed, treated and monitored where required.
IT Department (ITD):
· Identify and maintain IT related compliance requirements where applicable.
· Maintain IT compliance records, software inventory, license evidence, technical review evidence and corrective action records.
· Ensure IT systems comply with approved information security policies, standards, procedures and legal or contractual requirements where applicable.
· Ensure only approved and licensed software is installed and used on SMSA systems.
· Support protection of IT records, system records and information security records based on approved classification, access control, backup and retention requirements.
· Support technical and organizational measures required to protect personal data and sensitive information where ITD is responsible for the systems or technical controls.
· Conduct or support technical compliance reviews, vulnerability reviews, penetration testing, system reviews and audit activities where applicable.
· Record and follow up non compliance findings until closure or formal risk acceptance.
· Maintain evidence required for audit, investigation and management review.

System Owners / Application Owners:
· Support ITD in identifying legal, regulatory, contractual, business and security requirements related to their systems or applications.
· Ensure systems under their ownership are used in line with approved policies, procedures and access rules.
· Support compliance reviews, technical reviews, corrective actions and risk treatment where their systems or business processes are affected.
· Inform ITD of any business change, legal requirement, contract requirement, or process change that may affect IT compliance.

Procurement Department:
· Coordinate with ITD to ensure hardware, software, cloud services, technology services and supplier services are purchased from approved or reputable sources.
· Maintain or support supplier contract records, license records, purchase records and service agreements where applicable.
· Ensure supplier contracts include compliance, confidentiality, information security, service, licensing and evidence requirements where applicable.

Third Parties / Vendors:
· Comply with SMSA information security, legal, contractual and compliance requirements where applicable.
· Provide required compliance evidence, license evidence, service reports, security reports, audit reports, or corrective action evidence when requested.
· Notify SMSA of any compliance issue, security issue, license issue, service limitation, or legal/contractual concern that may affect SMSA systems, services, or data.
· Support SMSA during audit, compliance review, incident investigation, remediation, or corrective action where applicable.
Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Support investigation of breaches or incidents where compliance failure contributed to security, legal, contractual, or operational impact.
· Monitor corrective actions related to IT compliance audit findings and incidents where required.

Legal Department:
· Support ITD and relevant departments in identifying and interpreting legal, statutory, regulatory and contractual requirements where required.
· Advise on privacy, personal data protection, contract obligations, intellectual property, regulatory obligations and external reporting where required.

Department Heads:
· Ensure employees and contractors under their function comply with SMSA information security policies and IT compliance requirements.
· Support ITD and QRM during compliance reviews, investigations, corrective actions and evidence collection where required.
· Report suspected compliance breaches, unauthorized software use, data misuse, or policy violations to ITD and QRM where applicable.

Employees and Contractors:
· Comply with SMSA information security policies, IT instructions and approved procedures.
· Do not install, copy, use, share, or distribute unauthorized or unlicensed software.
· Use SMSA systems, software, records and information assets only for approved business purposes.
· Report suspected compliance breaches, unauthorized software, data misuse, or policy violations to ITD or QRM.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Compliance: Following applicable legal, statutory, regulatory, contractual, policy and information security requirements.
Compliance Obligation: A requirement SMSA must follow because of law, regulation, contract, policy, standard, customer requirement, supplier agreement, or internal control requirement.
ITD Compliance Register: A record used to identify, track and review IT related compliance obligations, responsible owners, evidence, compliance status, corrective actions and risk references where required.
Legal Requirement: A requirement from applicable law or legal obligation.
Regulatory Requirement: A requirement from a regulator, authority, or official body that SMSA must follow where applicable.
Contractual Requirement: A requirement agreed in a contract, service agreement, customer agreement, supplier agreement, or license agreement.
Intellectual Property: Ownership rights related to software, licenses, documents, designs, systems, data, or other protected materials.
Personal Data: Information that can identify a person directly or indirectly, such as name, ID, contact details, employee details, customer details, or other personal information.
Technical Compliance Review: A review to confirm whether systems, applications, databases, networks, cloud services, or technical controls comply with approved security requirements.
Non Compliance: A situation where a legal, regulatory, contractual, policy, standard, or information security requirement is not followed.
System Generated Evidence: Reports, dashboards, logs, alerts, tickets, audit reports, license reports, vulnerability reports, scan reports, or system records generated from approved systems or tools.

	Guidelines
	1. Policy Statement
SMSA shall comply with applicable legal, statutory, regulatory, contractual and information security requirements related to IT systems, information assets, services, software and technology operations.
· IT compliance requirements shall be identified, documented, reviewed and supported by proper evidence.
· SMSA shall not knowingly use unlicensed software, unauthorized software, unsupported systems, or non compliant IT services without documented action, approved exception, or risk treatment.
· Compliance weaknesses shall be reviewed, actioned and tracked until closure or formal risk acceptance.
2. Legal, Regulatory and Contractual Requirements
ITD, with support from Legal, QRM, Procurement and relevant business owners, shall identify IT related legal, regulatory and contractual requirements where applicable. These requirements may include:
· Information security requirements.
· Privacy and personal data protection requirements.
· Customer or supplier contract requirements.
· Software licensing requirements.
· Regulatory or authority requirements.
· Record retention requirements.
· Confidentiality requirements.
· Audit and reporting requirements.
· Data protection, storage, backup and access requirements.
· Service availability or support requirements where contractually agreed.
Applicable requirements shall be documented in the ITD Compliance Register or other approved records where required. Each requirement shall have an owner, evidence, review frequency and status where applicable.
3. ITD Compliance Register
The ITD Compliance Register shall be used to track IT related compliance obligations where system based evidence or other approved records are not sufficient. The register may include:
· Compliance requirement.
· Requirement type, such as legal, regulatory, contractual, license, policy, or standard.
· Related system, service, process, supplier, or asset.
· Responsible owner.
· Required control or action.
· Evidence required.
· Review frequency.
· Compliance status.
· Action required.
· Target date.
· Related ticket, audit finding, risk, incident, supplier, or change reference.
· Closure evidence.
· Remarks.
System generated reports, audit tools, license reports, ticketing systems, supplier reports, contract records, vulnerability reports, internal audit reports and management review records may be used instead of a manual register where they contain the required information. The ITD Compliance Register shall not duplicate the IT Asset Inventory, SMSA Risk Register, IT ticketing system, contract records, license system, audit reports, or supplier reports. It shall only summarize or reference those records where required.
4. Software Licensing and Intellectual Property
SMSA shall use only approved and licensed software. Software shall be purchased, installed and used in line with applicable license terms, purchase agreements and SMSA IT requirements. ITD shall ensure, where applicable, that:
· Software is obtained only from approved or reputable sources.
· Unauthorized or unlicensed software is not installed or used.
· Software inventory is maintained.
· License evidence, purchase evidence, or subscription evidence is retained.
· License usage does not exceed permitted limits.
· Software installed on SMSA systems is periodically reviewed.
· Unauthorized software is removed where identified.
· Employees are informed that unauthorized software installation is not allowed.
· Software copying, sharing, duplication, or use outside license terms is prohibited.
Software inventory and license details may be maintained as part of the IT Asset Inventory, approved license management system, supplier portal, or any other approved IT record. A separate Software Inventory / License Register is only required where the existing IT Asset Inventory or system records do not clearly show software ownership, license usage, expiry, and compliance evidence.
Software compliance review shall be performed at least annually or where required by audit, license risk, supplier review, or major system change. Evidence may include software inventory, license report, purchase record, supplier contract, subscription report, installation report, endpoint software report, review record, or removal evidence.
5. Protection of Records and Information
SMSA IT records and information security records shall be protected based on their value, classification, sensitivity, legal requirement and business requirement. Records may include:
· System records.
· Access records.
· Audit logs.
· Backup records.
· License records.
· Change records.
· Incident records.
· Vulnerability and patch records.
· Supplier records.
· Compliance review records.
· Technical review records.
ITD shall ensure, where applicable, that:
· Records are stored securely.
· Records are accessible only to authorized users.
· Records are retained as per SMSA document control and record retention requirements.
· Records can be retrieved when required for audit, investigation, legal, regulatory, or business need.
· Electronic records remain readable and accessible during the required retention period.
· Destruction or deletion of records is performed only when allowed and approved.
· Encrypted records can be recovered or decrypted by authorized persons where required.
6. Privacy and Personal Data Protection Support
SMSA shall protect personal data in line with applicable legal, regulatory, contractual and internal requirements. Privacy and personal data protection requirements shall be coordinated with Legal, QRM, HR, ITD and relevant business owners where applicable.
ITD shall support privacy and personal data protection by implementing appropriate technical and organizational controls where ITD is responsible for the systems or services. Controls may include, where applicable:
· Access control.
· Logging and monitoring.
· Encryption.
· Backup and recovery.
· Secure configuration.
· Data retention and deletion support.
· Security incident response.
· Supplier security requirements.
· Technical controls to prevent unauthorized access, loss, misuse, or disclosure.
ITD shall not be the sole owner of SMSA privacy governance unless formally assigned. ITD is responsible for technical controls related to IT systems and services.
7. Compliance with Security Policies and Standards
SMSA systems, applications, databases, networks, cloud services and technology services shall be designed, operated and used in line with approved information security policies, standards and procedures. Compliance reviews may include:
· Access control review.
· Configuration review.
· Vulnerability and patch review.
· Backup and recovery review.
· Logging and monitoring review.
· Supplier security review.
· Software license review.
· Technical compliance review.
· Internal audit or management review.
Where non compliance is identified, the responsible owner shall define required actions, owner, target date and closure evidence.
8. Independent Review of Information Security
Independent review of information security shall be performed periodically to confirm that SMSA’s information security controls remain suitable, adequate and effective. Independent review may be performed by:
· QRM via Internal Audit.
· Qualified internal personnel independent of the area being reviewed.
· External auditors.
· External consultants or assessment providers where required.
Independent review may include:
· ISMS internal audit.
· Technical compliance review.
· External audit.
· Penetration testing.
· Vulnerability assessment.
· Policy compliance review.
· Management review.
· Supplier security review.
Review results shall be documented, reported and tracked until closure where findings are raised.
9. Technical Compliance Review
Technical compliance reviews shall be performed to confirm that systems and technical controls comply with approved security requirements. Technical compliance review may include:
· Vulnerability scanning.
· Penetration testing where applicable.
· Configuration review.
· Firewall rule review.
· Access review.
· System hardening review.
· Patch compliance review.
· Backup and recovery review.
· Logging and monitoring review.
· Software inventory and license review.
· Cloud security or supplier system review where applicable.
Technical compliance reviews shall be performed at least annually where applicable, or based on system criticality, risk, major change, audit requirement, incident, or management request.
System generated reports, tools, dashboards, scan results, audit reports, tickets and technical reports shall be used as the main evidence where available. Manual records are not required when the same information is already available from approved systems or tools.
If system based evidence, reports, tools, dashboards, scan reports, audit reports, tickets, or supplier records are not available, incomplete, or do not clearly show the required details, the ITD Compliance Register or approved review record shall be used.
10. Non Compliance and Corrective Action
Where non compliance is identified, it shall be reviewed and actioned. Non compliance may be identified through:
· Internal audit.
· External audit.
· Technical compliance review.
· Vulnerability assessment.
· Penetration testing.
· Software license review.
· Supplier review.
· Incident investigation.
· Management review.
· Employee or third party report.
Actions may include:
· Correcting the non compliance.
· Removing unauthorized software.
· Updating a policy, procedure, or control.
· Raising a change request.
· Raising an IT ticket.
· Recording a risk in the SMSA Risk Register where required.
· Applying temporary controls.
· Requesting supplier corrective action.
· Escalating to management.
· Taking disciplinary action where applicable.
Non compliance shall not remain open without action, approval, or risk treatment.
10.1 Information Systems Audit Precautions
· Audit activities involving live systems, applications, databases, networks or operational environments shall be planned and agreed with ITD before execution.
· Audit access shall be limited to read only access where possible. Any access beyond read only shall require approval from the National IT Manager and shall be controlled, monitored and logged.
· Audit testing shall not disrupt business operations, system availability, data integrity or information security controls. Where audit testing may affect system performance or availability, it shall be scheduled outside business hours or during an approved maintenance window.
· Temporary files, system extracts or copied data used for audit purposes shall be protected and deleted after use unless retention is required for approved audit evidence. 
11. Compliance Risk Management
Compliance related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A compliance risk shall be recorded in the SMSA Risk Register where it may affect:
· Legal, regulatory, or contractual requirements.
· Confidentiality, integrity, or availability of SMSA information.
· Critical business operations.
· Customer service.
· Software licensing compliance.
· Privacy or personal data protection.
· Supplier obligations.
· Audit certification or regulatory review.
· Major operational, financial, or reputational impact.
The ITD Compliance Register shall only include the Risk Register reference where applicable. It shall not duplicate the full risk assessment.
12. Records and Evidence
SMSA shall maintain records to prove that IT compliance controls are implemented. System generated reports, audit reports, dashboards, tickets, change records, license reports, vulnerability reports, scan reports, supplier reports, compliance tools and risk records shall be used as the main audit evidence where available.
Manual records are not required when the same information is already available from approved systems or tools.
If system based evidence, reports, tools, dashboards, audit reports, tickets, license records, scan reports, or supplier records are not available, incomplete, or do not clearly show the required details, the ITD Compliance Register or approved review record shall be used. Records may include, where applicable:
· ITD Compliance Register.
· Legal, regulatory, contractual, or license requirement records.
· Software inventory.
· Software license evidence.
· Software compliance review records.
· IT Asset Inventory.
· Internal audit reports.
· External audit reports.
· Technical compliance review reports.
· Vulnerability scan reports.
· Penetration testing reports.
· Configuration review records.
· Access review records.
· Firewall rule review records.
· Backup and recovery review records.
· Change requests.
· IT tickets.
· Supplier contracts or supplier compliance evidence.
· Privacy or personal data protection technical control evidence.
· SMSA Risk Register records where compliance risk is formally tracked.
· Management review or compliance review records.
· Corrective action and closure evidence.
Records shall be retained as per SMSA document control and record retention requirements.
13. Review and Monitoring
ITD shall regularly review the compliance process to confirm that:
· Applicable IT compliance obligations are identified where required.
· Compliance evidence is maintained.
· Software licensing compliance is reviewed.
· Technical compliance reviews are performed where required.
· Compliance findings are tracked until closure.
· Compliance risks are recorded in the SMSA Risk Register where required.
· Supplier compliance evidence is reviewed where applicable.
· Evidence is maintained for audit.
Major compliance weaknesses, repeated non compliance, or compliance risks affecting critical systems, legal obligations, contractual obligations, software licensing, or information security shall be reported to the National IT Manager and escalated to the CTO where required.
14. Review Period
The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant compliance failures, or major changes in SMSA systems or IT operations.
15. Enforcement
15.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
Examples of violations include:
· Installing or using unauthorized or unlicensed software.
· Copying, sharing, or distributing software or information without approval.
· Ignoring legal, regulatory, contractual, or license requirements.
· Failing to support compliance reviews or audits.
· Closing compliance findings without proper evidence.
· Failing to report known non compliance.
· Disabling technical controls required for compliance without approval.
15.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.
16. Related Documents
· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Change Management Procedure.
· Asset Management Policy.
· Access Control Policy.
· Vulnerability and Patch Management Policy.
· Configuration Management Policy.
· Backup and Restoration Procedure.
· Supplier Relationships Policy.
· Privacy / Personal Data Protection Policy, where applicable.
· Document Control Procedure.
· IT Asset Inventory / Software License Records.
· License evidence, purchase records, supplier portal records, subscription reports, or approved system reports where applicable.
· SMSA Risk Register.
· ITD Compliance Register.
· ITD Legal Compliance NCA Register
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