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	Configuration Management Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to establish a structured approach to managing the configuration of SMSA’s hardware, software, services, and networks. This policy ensures that all configurations are secure, consistent, and compliant with SMSA’s information security standards, supporting the organization’s efforts to comply with ISO 27001.

	Reference No. 
	Annex A 8.9

	Scope
	This policy applies to all SMSA information systems, including hardware, software, services, and network components. It covers all employees, contractors, and third-party vendors involved in the configuration and maintenance of these systems.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Abide by the policy.
Managing Director – Approval of any exceptions to the policy. 

	Definitions
	Configuration: The arrangement of functional elements in a system, including settings, parameters, and options that control the operation of hardware, software, services, and networks.
Configuration Management: The process of managing and maintaining the security and integrity of configurations across SMSA’s information systems.
Configuration Template: A predefined set of configuration settings used to establish a baseline for secure system configurations.
Automated Tools: Software programs designed to automatically perform repetitive tasks, such as applying security configurations or updates to multiple systems without human intervention. Example: A tool that automatically updates all the computers in the company with the latest security patches overnight, so employees don’t have to do it manually.
Infrastructure as Code (IaC): A method of managing and provisioning computer data centers through machine-readable scripts, rather than through physical hardware configuration or interactive configuration tools. Example: IaC is a blueprint for building your IT infrastructure. Instead of manually setting up servers and networks, you write a script that tells your systems how to do it automatically, the same way every time.

	Guidelines
	1. Policy Statement
SMSA is committed to ensuring that all hardware, software, services, and networks are configured securely and consistently. This policy outlines the roles, responsibilities, and procedures for configuration management within SMSA.
2 Configuration Management Process
2.1 Standard Configuration Templates
SMSA will define and implement standard templates for the secure configuration of hardware, software, services, and networks (Refer to ITD baseline configuration settings checklist to create the templates). These templates will:
· Utilize publicly available guidance from vendors and industry best practice.
· Align with SMSA’s information security policy, topic-specific policies, standards, and other security requirements.
· Be periodically reviewed and updated to address new threats, vulnerabilities, or the introduction of new software or hardware versions.
2.2 Configuration Control
· Roles and responsibilities will be clearly defined to ensure satisfactory control of all configuration changes.
· SMSA will minimize the number of identities with privileged or administrator-level access rights and disable unnecessary or insecure identities.

· Access to powerful utility programs and critical system settings will be restricted.
2.3 Configuration Change Management
All configuration changes will be recorded and securely stored. The records will include:
· Owner or point of contact information for the asset.
· Date of the last configuration change.
· Version of the configuration template used.
· Relation to configurations of other assets.
· Configuration changes will follow SMSA’s established change management process, ensuring that all changes are documented, reviewed, and approved before implementation.
2.4 Configuration Monitoring and Review 
SMSA will utilize system management tools to monitor configurations continuously and review them regularly. Monitoring activities will include:
· Verifying that actual configurations match defined target configurations.
· Evaluating password strengths and assessing activities performed.
· Addressing deviations from target configurations through automatic enforcement or manual corrective actions.
· System hardening will be a key part of configuration management to reduce vulnerabilities and improve security.
3. Security Considerations
· Configuration templates and records will be treated as confidential information and protected from unauthorized access.
· SMSA will ensure that vendor default authentication information, such as default passwords, is changed immediately after installation, and other important default security-related parameters are reviewed.
· Automated tools and infrastructure as code (IaC) will be used where possible to enforce and manage security configurations effectively.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
5.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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