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	Cyber Security Acceptable Use Policy
Department/ Owner: ITD




	Brief
	It is the policy of SMSA Express Trans. Co. protect it’s computers, Information systems, networks and document these guidelines to ensure that all employees understand.

	Purpose
	To provide and maintain and secure IT systems and Networks.

	Responsibilities
	Line Manager/Supervisor responsibilities - Managers and supervisors must:
1. Ensure that all appropriate personnel are aware of and comply with this policy. 
2. Create appropriate performance standards, control practices, and procedures designed to provide reasonable assurance that all employees observe this policy. 

IT Manager Responsibilities - The IT Manager must:
1.  Develop and maintain written standards and procedures necessary to ensure implementation of and compliance with these policy directives.
2.  Provide appropriate support and guidance to assist employees to fulfill their responsibilities under this directive.


	Guidelines
	Computer information systems and networks are an integral part of business at SMSA Express Transportation Co. The company has made a substantial investment in human and financial resources to create these systems.

This policy has been established in order to:
1. Protect this investment. 
2. Safeguard & Protect the data & information contained within these systems and also the privacy
3. Reduce business and legal risk. 
4. Protect the good name of the company. 



Physical Environment (Server) Protection

Servers:
· Servers must be located in a lock room which access is restricted and if possible with electronic card access (audit list).  Only personnel authorized to operate a server will have access to the physical area where the server resides.

· Access to network equipment such as routers, switches, firewalls, modem and other network devices must be controlled the same as servers.

· Consider installing a UPS (Uninterruptible Power Supply) and all other line conditioning equipment to protect the servers and other network equipment against power failures, power surges, brownouts, line noise, etc.

· Appropriate measures for the prevention, detection, early warning of, and recovery from emergency conditions, including fire, water leakage or flooding, air conditioning failures, and other environmental conditions exceeding equipment limits.

· Other considerations must include protection of equipment against theft.


System Protection

Servers:

· The server console or access to administrative areas on the server must be password protected.

· Ensure that all servers & systems are constantly updated with the latest security patches and updates

· Hardware redundancy must be considered such as drive arrays and power supply.

· Ensure that proper backup procedures are in place.

· Super user and system administrator passwords should be passed to the owner/MD of the company.

Client:

· Each users should only have one user ID and the ID should be unique within the environment.  Each username must have a password associated with it.

· Access to computer & all systems should be cancelled /deleted as soon as an individual is terminated.  The supervisor/manager of the department is responsible for informing the I.T department for the cancellation/deletion of the account.

· Users should be required to use passwords which are at least eight characters long.  Longer passwords are harder for someone else to guess.  Users should not be able to use expired password as their new password when the system forces a password change.

· Initial passwords assigned to new usernames must be changed the first time they are used without administrator intervention.

· The system will require periodic changes of a user’s password.  Thirty days is the recommended password change interval.  The longer the life of a password, the greater the chances that it can be compromised.

· The Password used for any system or program should be not allow the user to repeat an old/used password used. Enforce minimum password history of eight. 

· Passwords must not be written down where they can be found by unauthorized personnel.

· Password must not be shared since it will eliminate accountability of user activity on the system.

· The system must limit the number of unsuccessful login attempts.  A maximum of three is recommended but this number should not exceed five.

· When a user forgets his password, the administrator should issue a temporary password.  The system should require the user to change the administrator assigned temporary password as soon as he first login in.

· Inactive login season for any system or program should be automatically logged/signed off, disconnect and lock after 15 minutes 

· At all times customer privacy and data should be secured
Information Protection:


Access Control

· Access Controls are defined for and assigned to specific data files, utilities, resources and other system privileges.  Access controls can be specific to individual users or to a group of users.  Users should only be given adequate and legitimate access to those files and system resources they need to perform their job.  In a LAN environment, considerations should include:

· Access to directories
· File Attributes
· Account Restrictions
· Time Restrictions
· Other Privileges

· Users must only be given rights to directories they need to do their job.  If a user needs temporary access to a directory, the access rights will be removed when they are no longer needed.

· File access will be granted based on need.

· File containing sensitive information should be restricted to a minimum number of users.

· Users who are authorized to enter sensitive transactions or who perform sensitive and/or confidential work should be restricted to a specific workstation.  Access to the server itself should be restricted to the LAN administrator and backup administrator.

· Consideration should be given to restrict user access to business hours only, especially for those users who are authorized to access and use sensitive and/or confidential information/data.

· Users are not been allowed concurrent sign-on privileges.  The only exception to this rule will be the LAN administrator and backup administrator.


· Users are not allowed to install any software nor upgrade the Windows Operating System to avoid any problem on the machine.

· All unauthorized copies of software should be removed from the LAN.  This is in compliance on the Ministry of Information policy.

· SMSA employees must not install, remove or otherwise modify any hardware or software for the purpose of bypassing, avoiding, or defeating any filtering or other security measures the company may have in place.

· All user systems should be block in a way not allowing removable media to be connected. Any type of storage device that could be stored data should not be allowed to connect to any device 

· There should not be any common user for any system or program, any user account created/granted access should assign unique user ID with clear ownership and are traceable to an individual user

· Usage of Internet and email should be limited to business activities and should not hinder the performance of the network or any system connected & no data leakage or data should not be breach at all times the privacy & all data of the customer and business should be secured 

Due to the need to disable the floppy and CD-ROM & external drives, a shared directory will be established for each user where they can back up their data.

Incident Reporting

· Any incident with respect to IT Security should be reported to National Manager IT & SMSA QRM Department. 
· Any incident which involves data of our clients or customers should be reported to National Manager IT, Director Sales, Director Finance and SMSA QRM Department. Incident Report should be shared to respected customer & client within 24 hours


Minimizing Risks

Virus and Spy ware

· Virus scanning and cleanup program should be installed on the LAN.

· The anti-virus program will be updated regularly in order that it may detect new viruses.

· Users should be provided with Anti-Virus programs and anti- spy ware so that they are able to check their computers and drives for new viruses.


Make sure that users know what is the initial steps in the event of an virus/ malware attack or breach of data (hacking) to take precaution and to backup and recovery of any loss data 

Human Resource Security 

· Employee Security scanning to be performed prior for employees, contractor  and as well as for any voluntary personal, Such screening should include Education, Skill, knowledge, Experience and past work performance, criminal records and any other area deemed to be necessary as per role. The screening should also confirm the applicant’s identity. The extent of the screening process should be commensurate with the sensitivity of the information and nature of work to be performed. Such screening could be excluded in the event Employee is previously screened within a reasonable time & any role dose not require such screening 

· Terms & Condition of the contract 
· Legal responsibilities and rights (e.g., laws relating to intellectual property rights, freedom of information, and privacy); 
· Confidentiality requirements that include responsibilities for the handling and storage of information assets; and,
· Consequences of failing to adhere to the terms and conditions

All Employees and Contractor should sign code of conduct and confidentiality / non-disclosure agreements upon joining the organization

Managers & Supervisors must ensure employees comply with IT security policy and also Ensuring employees are informed of information security roles and responsibilities prior to being granted access to information or information systems;

Managers & Supervisors must ensure Information security roles and responsibilities must be reviewed when staffing or restructuring employees or contract positions, or when implementing new, or significant changes to, information systems.

It is reasonability of the Manager & Supervisors make necessary request to revoke/remove all or necessary access when an employee or a contractor terminated or suspended or on any such occasions and must advise employees of ongoing confidentiality responsibilities that continue to apply after termination of employment


Reviewing security breaches and policy violations

Upon receipt of information identifying employees responsible for a potential or actual security breach or policy violation, Managers &Supervisors are responsible for:

· Ensuring the National Manager - IT has been informed of the outcome of the security incident and investigation;
· Assisting in an investigation and verifying the details of the security breach or policy violation;
· Determining, in consultation with the Human Resource, if disciplinary action is warranted for employees; 
· Arranging for permanent or temporary removal of access privileges when appropriate.

Information security incident management

Employees with security incident management responsibilities must be appropriately trained, and authorization for access to live systems and data must be delineated formally. Incident response processes must be documented, tested and rehearsed regularly to evaluate their effectiveness

Potential types of security incidents to be reported include: 
· Suspected or actual breaches of privacy and/or confidentiality; 
· Denial of service  
· Detection of network probing
· Detection of malicious code (e.g., virus, worm, Trojan horse); 
· Outgoing network traffic not associated with typical business processing; 
· Repeated attempts of unauthorized access; 
· System activity not related to typical business processing;
· Privacy breaches of personal information;
· Responses to phishing attacks;
· Threatening or harassing communication; and,
Any such incident should have to be reported to National Manager – IT, Managing Director within 2 hours of such incident discovered and appropriate action should be taken immediately to naturalize the breach and safe guard the information and data. If the breach could not be controlled or neutralized within 6 hours of discovering the breach, higher management should be informed to should seek for specialized support from pre-approved 3rd party vendor with management approval to mitigate the situation

Any such incident should be formally investigated and investigation report should be submitted to the Management with action taken with any recommendation if required within the 24 hours of incident discovered. The incident report should be archived for any future reference with the actions taken 

At all times necessary action should be taken immediately to mitigate the situation and to limit the incident to a minimal level and dealt with in a timely manner and service(s) restored as soon as possible and necessary action should be taken to avoid such in the future.

Violations
Violations may result in disciplinary action in accordance with company policy. Failure to observe these guidelines may result in disciplinary action by the company depending upon the type and severity of the violation, whether it causes any liability or loss to the company, and/or the presence of any repeated violation(s).


Administration
The SMSA National IT Manager is responsible for the administration of this policy.
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