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	Acceptable Use Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to define the acceptable use of SMSA information systems, technology assets, communication services, applications, networks and information.
This policy helps ensure that SMSA assets are used securely, responsibly and only for approved business purposes.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that users understand how to use SMSA systems, assets and information in a safe and controlled manner.

	Reference No. 
	· Annex A 5.10 – Acceptable use of information and other associated assets.
· Annex A 5.12 – Classification of information.
· Annex A 5.13 – Labelling of information.
· Annex A 5.14 – Information transfer.
· Annex A 5.15 – Access control.
· Annex A 5.16 – Identity management.
· Annex A 5.17 – Authentication information.
· Annex A 5.18 – Access rights.
· Annex A 6.3 – Information security awareness, education and training.
· Annex A 6.7 – Remote working.
· Annex A 8.1 – User endpoint devices.
· Annex A 8.5 – Secure authentication.
· Annex A 8.12 – Data leakage prevention.
· Annex A 8.23 – Web filtering.

	Scope
	This policy applies to all users who access or use SMSA information assets, systems, applications, devices, networks, communication services, cloud services, or information. This includes:
· Employees.
· Contractors.
· Consultants.
· Temporary staff.
· Third parties.
· Suppliers.
· Any individual granted access to SMSA systems or information.
This policy applies to all SMSA technology assets and information, including where applicable:
· Computers, laptops and servers.
· Mobile devices and tablets.
· Email and messaging systems.
· Network infrastructure.
· Internet access.
· Cloud services.
· Applications and business systems.
· Remote access systems.
· Removable media.
· Printers and scanners.
· Information in digital or paper format.
All users shall acknowledge this policy upon joining where required and periodically thereafter where applicable.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure acceptable use requirements are implemented, maintained and reviewed.
· Ensure users are informed of acceptable use requirements where applicable.
· Ensure misuse of SMSA systems, assets, networks, or information is investigated or escalated where required.
· Ensure major acceptable use violations, repeated misuse, or material control weaknesses are reported to the CTO where required.
· Ensure acceptable use risks are assessed, treated and monitored where required.

IT Department (ITD):
· Provide and manage SMSA technology assets, systems, access, communication services and approved IT tools.
· Apply technical controls to support acceptable use requirements where applicable.
· Monitor system, email, internet, network and device usage where required and legally allowed.
· Block, restrict, remove, or disable unauthorized software, unauthorized devices, unauthorized cloud services, or high risk activity where required.
· Support incident investigation where misuse, unauthorized access, data leakage, or security weakness is suspected.
· Maintain evidence required for audit, investigation and management review.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Support investigation of breaches or incidents where acceptable use violations contributed to security, legal, contractual, or operational impact.
· Monitor corrective actions related to acceptable use audit findings and incidents where required.

Department Heads:
· Ensure employees and contractors under their function comply with this policy.
· Support ITD and QRM during acceptable use investigations, corrective actions and evidence collection where required.
· Ensure users under their function return SMSA assets and stop using access when no longer required.
· Report suspected misuse, unauthorized access, data leakage, or policy violations to ITD and QRM where applicable.

Employees, Contractors and Other Users:
· Use SMSA systems, technology assets and information responsibly and only for approved business purposes.
· Protect SMSA information, systems, devices, accounts and access credentials.
· Follow SMSA information security policies, ITD instructions and approved procedures.
· Do not misuse SMSA systems, networks, email, internet, cloud services, removable media, or information.
· Report suspicious activity, phishing, lost or stolen devices, unauthorized access, data leakage, or security weaknesses immediately to ITD.

HR Department:
· Support policy acknowledgement, awareness and disciplinary action where required.
· Support ITD in user onboarding, transfer and exit processes where acceptable use or asset return is required.

Third Parties / Vendors:
· Use SMSA systems and information only as authorized and required for agreed services.
· Comply with SMSA acceptable use, confidentiality, access control and information security requirements.
· Report security incidents, misuse, unauthorized access, data leakage, or loss of SMSA information immediately to the SMSA contact person or ITD.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Acceptable Use: The approved and responsible use of SMSA systems, technology assets, networks, communication services and information.

User: Any employee, contractor, consultant, supplier, temporary staff, third party, or other person authorized to access SMSA systems or information.

SMSA Technology Asset: Any SMSA owned, managed, approved, or assigned device, system, application, service, network, software, cloud service, or communication tool.

Unauthorized Software: Software, application, tool, plug in, or service installed or used without ITD approval.

Unauthorized Device: Any computer, laptop, mobile device, storage media, network device, or other equipment connected to SMSA systems or networks without approval.

Personal Cloud Account: A non SMSA cloud account or storage service controlled by an individual, such as personal file storage, personal email, or personal sharing service.

Confidential Information: Sensitive or critical SMSA information that must be protected from unauthorized access, use, sharing, change, loss, or disclosure.

Removable Media: Portable storage media such as USB drives, external hard disks, memory cards, or other portable storage devices.

Remote Working: Working outside SMSA approved office or work location while accessing SMSA systems, information, or communication services.

System Generated Evidence: Reports, dashboards, logs, alerts, tickets, monitoring records, access records, endpoint reports, email reports, web filtering reports, or system records generated from approved systems or tools.


	Guidelines
	1. Policy Statement

· SMSA systems, technology assets, networks, communication services and information shall be used only for approved business purposes and in line with SMSA policies.
· Access to SMSA systems is provided based on business need and may be changed, restricted, suspended, or removed if misused.
· Users shall protect SMSA information and shall not perform any activity that may harm SMSA systems, information, customers, employees, suppliers, reputation, or business operations.

2. General Use of SMSA Systems and Assets

Users shall:
· Use SMSA systems and assets only for approved business purposes.
· Protect SMSA information from unauthorized access, loss, misuse, change, or disclosure.
· Follow ITD instructions and approved information security policies.
· Use only approved systems, applications, devices and communication tools.
· Keep assigned devices physically secure.
· Report suspicious activity, security weaknesses, lost devices, stolen devices, or suspected data leakage immediately.
· Avoid any action that may damage SMSA systems, information, business operations, customers, or reputation.

Users shall not:
· Use SMSA systems for illegal, offensive, harmful, or unauthorized activities.
· Attempt to access systems, data, or areas they are not authorized to access.
· Bypass or disable security controls without approval.
· Share SMSA assets, accounts, passwords, tokens, or access credentials.
· Copy, transfer, delete, modify, or disclose SMSA information without approval.
· Use SMSA systems for personal commercial activities.

3. User Accounts, Passwords and Authentication

Users are responsible for protecting their accounts and authentication information. Users shall:
· Keep passwords and authentication information confidential.
· Use strong passwords as required by ITD.
· Use multi factor authentication where required.
· Lock workstations and devices when unattended.
· Log off or secure systems when work is completed.
· Report suspected password compromise immediately.

Users shall not:
· Share passwords with anyone.
· Allow another person to use their account.
· Use another person’s account.
· Write passwords in visible locations.
· Store passwords insecurely.
· Bypass login, authentication, or access controls.

4. Email and Internet Use

SMSA email and internet access shall be used responsibly and mainly for business purposes. Users shall not:
· Send offensive, illegal, abusive, discriminatory, or inappropriate content.
· Access illegal, inappropriate, high risk, or unauthorized websites.
· Download unauthorized software, tools, files, or media.
· Use SMSA email for personal commercial activities.
· Open suspicious links or attachments.
· Forward suspicious emails to other users unless instructed by ITD.
· Use personal email to send, receive, store, or share SMSA customer data, business data, confidential information, internal documents, or sensitive information.
Users shall report phishing emails, suspicious links, suspicious attachments, or abnormal email activity immediately to ITD.

5. Software Installation and Use

· Users shall not install software, applications, browser extensions, plug ins, tools, or scripts on SMSA devices or systems without ITD approval.
· Unlicensed, pirated, cracked, unauthorized, or unsupported software is prohibited.
· Users shall not remove or disable approved software, security tools, monitoring tools, antivirus, endpoint protection, encryption, or configuration settings without ITD approval.
· Unauthorized software shall be removed where identified.

6. Cloud Services and Online Tools

Only approved cloud services and online tools may be used to store, process, transfer, or share SMSA information. Users shall not:
· Store SMSA information in personal cloud accounts.
· Transfer SMSA information to unauthorized external systems.
· Use unauthorized file sharing platforms for SMSA information.
· Use public AI tools, public websites, or online services to process SMSA confidential, customer, employee, supplier, system, or sensitive information unless approved.
· Upload SMSA internal documents, customer data, system information, or confidential information to unauthorized tools.

Where a cloud service or online tool is required for business, ITD approval shall be obtained where required.

7. Removable Media, USB and External Storage Use

SMSA restricts the use of removable media to protect company information, customer data, systems and devices from data leakage, malware, unauthorized copying, loss or misuse. Removable media includes USB drives, external hard disks, memory cards, CDs/DVDs, backup tapes and any other portable storage device.
Use of removable media is blocked by default unless there is an approved business need. Business users who require removable media for approved work must raise a formal IT request. The request must include the business reason, type of data, required access period, device type and whether read only or read/write access is required.
· ITD shall not approve or reject removable media access based only on personal judgment. Approval or rejection must be based on business need, information classification, risk, availability of secure alternatives and approved policy requirements.
· Where removable media access is required, ITD shall apply the minimum access needed. Access may be limited to read only, specific users, specific devices, specific systems, specific time periods, or SMSA approved encrypted media only.
· Personal USB drives, personal external hard disks and unapproved portable storage devices are not allowed for SMSA information unless formally approved as an exception.
· Confidential, sensitive, customer, employee, financial, legal, operational or regulated information shall not be copied to removable media unless approved and protected by encryption or other approved security controls.
· All approved removable media must be scanned for malware where technically possible before use. ITD may monitor and log removable media activity where legally allowed and required for security, audit or investigation purposes.
· Lost, stolen, damaged, unreturned or misused removable media must be reported immediately to ITD and QRM.
· Misuse of removable media, unauthorized copying, bypassing IT controls, using personal media without approval, or transferring SMSA information without approval may result in access removal, investigation and disciplinary action.
8. Remote Working

Users working remotely shall protect SMSA systems, devices and information. Users shall:
· Use approved remote access methods.
· Use approved VPN or secure remote access where required.
· Protect SMSA devices from unauthorized access.
· Use multi factor authentication where required.
· Avoid public Wi Fi where possible, unless approved security controls are used.
· Avoid discussing confidential matters in public areas.
· Keep screens protected from unauthorized viewing.
· Store SMSA information only in approved systems.
· Report lost, stolen, damaged, or compromised devices immediately.

Unauthorized remote access tools or methods are prohibited.

9. Mobile Devices and User Endpoint Devices

Users shall protect SMSA laptops, desktops, tablets, mobile phones and other endpoint devices. Users shall:
· Keep devices physically secure.
· Use screen lock or device lock where required.
· Keep devices updated where ITD requires or manages updates.
· Not connect unauthorized devices or accessories where they may create security risk.
· Not lend SMSA devices to unauthorized persons.
· Return devices when requested.

Where personal devices are allowed to access SMSA systems, such access shall be subject to ITD approval and required security controls.

9.1 Mobile Devices, DLP and Privacy

SMSA may apply approved security controls, including Mobile Device Management (MDM), Mobile Application Management (MAM), Data Loss Prevention (DLP), encryption, access control and logging, to protect SMSA systems, applications and information.
· For SMSA owned mobile phones and tablets, SMSA may manage, restrict, lock, erase or wipe the device where required for business, security, legal, compliance, investigation, lost/stolen device, user exit or asset recovery purposes. Users should not store personal data on SMSA owned devices unless approved.
· For personal mobile phones and tablets, ITD controls shall be limited to SMSA business data, SMSA applications, SMSA email, SMSA access profiles, certificates, tokens and SMSA managed work containers, where technically possible.
· ITD shall not access, view, copy, transfer, delete, erase, wipe or monitor employee personal data on personal devices, including personal photos, contacts, messages, call logs, personal files, personal applications, personal email or personal cloud accounts, unless required by law and approved through official legal channels.
· Full wipe of a personal device is not permitted. When SMSA access is removed from a personal device, ITD shall remove only SMSA managed applications, profiles, access and company data.
· Any monitoring, logging, DLP, remote lock, remote erase or access removal must be for approved business/security purposes, proportionate to the risk, legally allowed, and supported by proper approval and evidence.
· Any unauthorized access, deletion, wiping, monitoring or misuse of personal data shall be treated as a serious violation and may result in investigation, disciplinary action, legal action and reporting to competent authorities where required.
ITD employees, approvers or requesters who cause unauthorized access, deletion, wiping, monitoring or disclosure of personal data may be held accountable under SMSA disciplinary procedures and applicable laws. SMSA may recover losses, penalties or damages from the responsible party where legally permitted and after proper investigation.

10. Social Media and Public Communication

Users shall not:
· Share SMSA confidential information publicly.
· Post internal documents, screenshots, system details, customer information, employee information, supplier information, or operational details on social media or public platforms.
· Represent SMSA externally without authorization.
· Comment publicly on SMSA internal matters, investigations, systems, security controls, incidents, or customers unless authorized.

Public communication on behalf of SMSA shall only be made by authorized persons.

11. Information Classification and Handling

Users shall handle SMSA information based on its classification and sensitivity.
Information Classification and Handling requirements are covered under the Asset Management Policy. Users shall:
· Follow classification and handling rules for Public, Restricted and Confidential information.
· Share information only with authorized recipients.
· Use approved transfer methods.
· Protect printed and electronic copies.
· Avoid unnecessary copying or forwarding.
· Securely delete or dispose of information where required and approved.

Confidential or Restricted information shall not be shared externally unless approved and protected by an approved method.

12. Monitoring and Logging

· SMSA may monitor system usage, email activity, internet access, network activity, device activity, access logs and other system activity to protect SMSA systems, information, users and business operations.
· Monitoring shall be performed for legitimate business, security, legal, compliance, operational, audit, or investigation purposes.
· Users should not expect personal privacy when using SMSA systems, devices, networks, email, internet access, or communication services, subject to applicable laws and SMSA requirements.
· System generated logs, alerts, dashboards, reports and tickets shall be used as main evidence where available.
· Manual records are not required where approved system based evidence already contains the required information.

13. Prohibited Activities

The following activities are prohibited:
· Unauthorized access to systems, networks, applications, data, or accounts.
· Attempting to bypass, disable, or avoid security controls.
· Data theft or unauthorized copying.
· Unauthorized sharing of SMSA confidential, customer, employee, supplier, or business information.
· Using SMSA systems for illegal activities.
· Harassment, abuse, discrimination, or misuse of systems.
· Sending malware, spam, phishing, or harmful content.
· Installing unauthorized software.
· Connecting unauthorized devices.
· Using unauthorized cloud services for SMSA information.
· Sharing passwords or access credentials.
· Using another user’s account.
· Accessing or storing inappropriate, offensive, or illegal content.
· Using SMSA systems in a way that may damage SMSA reputation or operations.

14. Incident and Weakness Reporting

All users must immediately report the following to ITD:
· Suspicious emails or phishing attempts.
· Lost or stolen devices.
· Lost or stolen removable media.
· Suspected data breach or data leakage.
· Unauthorized access.
· Malware or suspicious system behavior.
· Accidental sharing of information with the wrong recipient.
· Suspected password compromise.
· Any security weakness identified.
· Any misuse of SMSA systems or information.

Where the issue is an actual or suspected information security incident, it shall be handled under the Information Security Incident Management Policy.

15. Acknowledgement and Awareness

· Users shall acknowledge this policy upon joining where required and periodically thereafter where applicable.
· Users shall receive awareness or instructions related to acceptable use, phishing, password protection, data handling, remote working and incident reporting where required.
· Evidence may include acknowledgement records, training records, awareness emails, induction records, or system acknowledgement reports.

16. Acceptable Use Risk Management

Acceptable use related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A risk shall be recorded in the SMSA Risk Register where misuse or non compliance may affect:
· Confidentiality, integrity, or availability of SMSA information.
· Critical business operations.
· Customer service.
· Legal, regulatory, or contractual requirements.
· Privacy or personal data protection.
· SMSA reputation.
· Major operational, financial, or security impact.

Acceptable use records shall only include the Risk Register reference where applicable. They shall not duplicate the full risk assessment.

17. Records and Evidence

SMSA shall maintain records to prove that acceptable use controls are implemented.
System generated reports, access logs, endpoint reports, email security reports, internet filtering reports, cloud access reports, tickets, acknowledgement records, awareness records, incident records and audit reports shall be used as the main audit evidence where available.
Manual records are not required when the same information is already available from approved systems or tools.

If system based evidence, monitoring tools, dashboards, logs, alerts, reports, tickets, acknowledgement records, or other approved evidence are not available, incomplete, or do not clearly show the required details, approved manual records, screenshots, review notes, tickets, or reports shall be used. Records may include, where applicable:
· Policy acknowledgement records.
· User awareness or training records.
· Access logs.
· Email security reports.
· Internet filtering reports.
· Endpoint protection reports.
· Device management reports.
· Cloud access reports.
· Remote access logs.
· Removable media approvals.
· IT tickets.
· Incident records.
· Investigation records.
· Corrective action records.
· SMSA Risk Register records where acceptable use risk is formally tracked.
· Management review or compliance review records.
· Evidence of completed actions.

Records shall be retained as per SMSA document control and record retention requirements.

18. Review and Monitoring

ITD shall regularly review acceptable use controls to confirm that:
· Users are aware of acceptable use requirements where required.
· Unauthorized software and devices are identified and actioned where applicable.
· Email, internet, endpoint, cloud and remote access controls are maintained where applicable.
· Incidents and security weaknesses are reported and handled.
· Acceptable use violations are investigated or escalated where required.
· Acceptable use risks are recorded in the SMSA Risk Register where required.
· Evidence is maintained for audit.

Major acceptable use violations, repeated misuse, repeated security weaknesses, or risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.

19. Review Period

The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant acceptable use violations, or major changes in SMSA systems, assets, or IT operations.

20. Enforcement
20.1 Policy Violation

Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

Examples of violations include:
· Sharing passwords or allowing others to use an account.
· Installing unauthorized software.
· Connecting unauthorized devices.
· Using personal email or personal cloud storage for SMSA information.
· Sharing SMSA confidential information without approval.
· Copying SMSA data to personal devices.
· Bypassing or disabling security controls.
· Accessing inappropriate or illegal websites.
· Failing to report lost or stolen SMSA devices.
· Failing to report suspected security incidents.
· Misusing SMSA systems, email, internet, devices, or information.

20.2 Policy Waiver

Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.

21. Related Documents
· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Asset Management Policy.
· Information Classification and Handling requirements covered under Asset Management Policy.
· Access Control Policy.
· Communications Security Policy.
· Configuration Management Policy.
· Vulnerability and Patch Management Policy.
· Backup and Restoration Procedure.
· Supplier Relationships Policy.
· Remote Working Procedure, where applicable.
· Privacy / Personal Data Protection Policy, where applicable.
· Document Control Procedure.
· HR DVD.
· IT Asset Inventory.
· SMSA Risk Register.
· Acceptable Use Acknowledgement Record, where possible.
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