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	Data Protection Policy
Owner/ Department: Information Technology



	Brief
	It is the policy of the SMSA Express Trans. Co. to protect customer privacy and data information. 

	Purpose
	To provide guidelines and to establish strict rules to avoid violation and misuse of Company’s Information Assets.

	Person Affected
	Covers all employees in all operating cities and branches worldwide.

	Guidelines
	
· Data mean information which
. Is recorded with the intention that it should be processed by means of any equipment. 
. Is recorded as a part of a relevant filing system or with the intention that it should form part of relevant filling system
. Held on computer, or is intended to be held on computer is data, so data is also information recorded on paper if you intend to put it on computer
· Personal Data means
. Data which relates to living individual who can be identified with the data, any information which is in the possession of or likely to come into possession of, with the data controller. And includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.

· SMSA Express Transportation Company Ltd protects customer privacy, data and information gathered / captured at the time of shipping, account opening or registering through our website. Access to various computer resources, our Local Area Network and Internet. These resources are strictly for business purpose and such data should be secured at all times 

· Company has taken all the necessary technical and organizational security measures to protect customer privacy & data from being lost, breached, hacked or misused. All data are saved in a secured operating environment with password protected which is not accessible to the public.

· Only authorized personnel are provided adequate and legitimate access to customer information and these individuals are required to treat these information as confidential.

· All systems and Desktop should have latest updates and patches and appropriate malware & antivirus guards. Latest encryption method should be used to encrypt full disk encryption on all user systems used to process, store or transmit data. Any electronic mail transmitting data should be encrypted using AES-128 or any latest methood in order to safe guard the systems, privacy and data from breach, hacking 

· Users are not allowed to share customer informationat any case without permission. Strict Legal and disciplinary action including termination will be taken in case of violation.

· Company does not share, sell, transfer or otherwise disseminate (and shall take the responsible steps to protect the confidentiality and security, and to prevent the unauthorized or accidental disclosure of) your personal data to third parties. (i.e, person or entities that are not affiliates of SMSA Express Transportation Company Ltd.) Unless this is required for the purpose of the contract or unless you have given express consent to do so.

· No customer related data and information will not be shared to any individual / organization or any other country except required by Saudi Arabian Security Agencies.

· The customer data will only be used to fulfill your request for pickup, delivery and other related acts that is requested, initiated by the customer.  


· Personal / Company Information of the customer are kept in file and use it to contact them for recurring purpose. The information will also be used to perform statistical analyses of customer behavior in order to measure interest in specific areas and information posted on our website. 

Violations
Violations may result in disciplinary action in accordance with company policy. Failure to observe these guidelines may result in disciplinary action by the company depending upon the type and severity of the violation, whether it causes any liability or loss to the company, and/or the presence of any repeated violation(s).



	General
	Any exceptions to the policy must be approved by the Managing Director
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