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	Data Retention Policy
Department/ Owner: IT 



	Brief
	
A Data Retention Policy forms an essential part of the data Lifecycle. Data shall be maintained for as long as there is an Legal & operational Need  


	Purpose
	This policy addresses the requirements surrounding Data Retention as and how SMSA Express meets its obligations to individuals and the law regarding the retention of data

	Responsibilities
	Line Manager/Supervisor responsibilities - Managers and supervisors must:
1. Ensure that all appropriate personnel are aware of and comply with this policy. 
2. Create appropriate performance standards, control practices, and procedures designed to provide reasonable assurance that all employees observe this policy. 

IT Manager Responsibilities - The IT Manager must:
1.  Develop and maintain written standards and procedures necessary to ensure implementation of and compliance with these policy directives.
2.  Provide appropriate support and guidance to assist employees to fulfill their responsibilities under this directive.


	Guidelines
	This document serves to inform all staff members who process data on behalf of SMSA 

The purpose of this policy is to:
· minimise the retention period of records while ensuring that the information needs of the business are met
· ensure that records required for legal and evidential purposes are kept for the appropriate period and in an appropriate manner
· ensure that records are not destroyed prematurely

We need to do this in order to:
· ensure SMSA complies with the law
· protect staff and other individuals
· Protect the organisation.

This document applies to the retention of personal data, which is processed and subsequently retained by SMSA. 

Retention periods for each type of data. It applies to all staff, contractors and temporary employees who hold or process any SMSA records for any purpose.

It applies equally to our own servers, third party servers, email accounts, backup storage such as photographic, microform and electronic media that are used to store records as well as to more traditional paper or card records.

Data shall not be kept for longer than is necessary for a given purpose including electronic storage and or any server etc., However, the retention period can differ based on the type of data processed

No records involved in any investigation, litigation or audit will be destroyed until legal Department has confirmed that no further legalreason exists for retention of the record. It is the responsibility of the Manager to ensure related documents have been segregated appropriately.

Storage Guidelines

A document should not normally be stored both on paper and electronically, nor stored electronically in several different locations; a single electronic version (stored so as to be accessible to all who need the information it contains) is preferred. 

Retention Periods

Where there is a statutory retention period for a record, this will be treated as a minimum period. No information should be kept indefinitely ‘just in case’.
In terms of information obligations, data subjects must be informed of: 
• The retention period;
• If no fixed retention period can be provided – the criteria used to determine that period; and The new retention period if the purpose of processing has changed after data has been obtained After the retention period has expired, the data does not necessarily have to be completely erased. it is sufficient to anonymise the data, for example, by erasing single pieces of information that identify the data
Subject (whether alone or in combination with other pieces of information). In cases where the data cannot be allocated to an identifiable person, no action will be required

Data Retention Period is based on contract or by regulatory requirement of the country.

Based on customer agreement, data retention period for customer data are defined and customer data will be deleted upon agreed data retention period mentioned in the agreement.


Disposing 

Any electronic device or media with data is disposed, recycled or transferred the systems, media, devices etc., must be properly sanitized in such method data cannot be recovered, of SMSA Express Sensitive & Confidential information and data including any software or any such program 

All systems &applications should be configured to delete the data automatically on reaching the retention period.

Any printed material, document of any form of hard copy with data should be disposed upon reaching the retention period 

Upon reaching the retention period should follow below steps
· Prepare documents/items etc., for disposal 
· Obtain necessary approval & Date for disposal 
· Physically recheck the before disposal
· Execute the disposal/destruction operation in presence of disposal committee 
· Prepare, Obtain Signatures and achieve the report 

Violations
Violations may result in disciplinary action in accordance with company policy. Failure to observe these guidelines may result in disciplinary action by the company depending upon the type and severity of the violation, whether it causes any liability or loss to the company, and/or the presence of any repeated violation(s).

Administration
The SMSA National IT Manager is responsible for the administration of this policy.
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