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	Human Resource Security Policy
Owner/ Department: ITD



	Purpose
	This policy aims to ensure that those people who are under the SMSA’s control who affect information security are fit for working and know their responsibilities, and that any changes in employment conditions will not affect information security.

	Reference No. 
	Annex A 7

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Prior to employment
1.1.1 Screening
Refer to HR Recruitment policy on GUIDE Doc# 43
1.1.2 Terms & conditions of employment
Refer to  Recruitment policy Doc# 43 & Training and Development policy Doc# 48 on GUIDE 
1.2 During Employment
1.2.1 Management Responsibilities
Refer to  Recruitment policy Doc# 43 & Training and Development policy Doc# 48 on GUIDE 
1.2.2 Information security awareness, education & training
Refer to  Training and Development policy Doc# 48 on GUIDE  (Training Module/Plan TBD)
1.2.3 Disciplinary process
Refer to Disciplinary action policy Doc# 1752 & Disciplinary violation Doc# 230 on GUIDE.
1.3 Termination and change of employment
1.3.1 Termination or change of employment responsibilities
Refer to Resignation & Termination policy on GUIDE under Doc# 1922.
[bookmark: _Toc521829169]2. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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