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	Information Security Incident Management Policy
Owner/ Department: ITD



	Purpose
	This policy provides a controlled framework to ensure proper communication, assessment, handling, escalation, and closure of information security events and incidents, including preservation of evidence and continual improvement to prevent recurrence. This policy supports SMSA’s Information Security Management System (ISMS) and addresses the organizational control requirements for ISO/IEC 27001:2022 Annex A

	Reference No. 
	Annex A 5.24 – 5.28

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and contractors,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Ensures Competent personnel handle the issues related to information security incidents within SMSA
· Appoint contact for security incidents’ detection and reporting is implemented
· Maintain appropriate contacts with authorities, external interest groups or forums that handle the issues related to information security incidents are maintained;
· Segregation of roles and responsibilities of employees in SMSA IT department
· Report compliance audit result to CTO.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director / CTO – Approval of any exceptions to the policy.
SMSA’s Incident Handling Model Levels (L1, L2 & L3)
SMSA manages information security events and incidents using an L1–L3 escalation model to ensure timely response, accountability, and governance oversight.
	Level
	Responsibility
	Key Duties

	L1
	IT Service Desk / IT Support
	Receive reports from any channel, log records, classify as Event or Incident, assign initial severity, and route to L2

	L2
	IT team / IT Security / Systems / Network Teams
	Investigate, assess, confirm classification, contain and remediate, preserve evidence, and document actions

	L3
	CTO / IT Managers / QRM / Legal 
	Handle high severity incidents, approve major decisions, ensure independence, communication, and governance oversight


Where an incident involves IT personnel or IT operational activities, L3 oversight is mandatory to ensure independence and objectivity.

	Definitions
	1. Information Security Event
An observable activity, report, or alert that may indicate a security issue and requires assessment but is not yet confirmed. Examples include:
· Suspicious or phishing emails
· Antivirus alerts
· Failed login attempts
· Unusual system or user behavior

2. Information Security Incident
A confirmed event that compromises, or has a high risk of compromising, the confidentiality, integrity, or availability (CIA) of SMSA information assets and requires formal response. Examples include:
· Confirmed phishing compromise
· Malware or ransomware infection
· Unauthorized access or data leakage
· Lost or stolen unencrypted devices

	Guidelines
	1. Policy Statement
This policy forms part of SMSA’s Information Security Management System (ISMS) and is subject to ISMS governance, risk assessment, internal audit, management review, and continual improvement. The controls defined in this policy are selected and applied based on the results of SMSA’s information security risk assessment.
2. Reporting Channels
Information security events and incidents may be reported through multiple channels, including:
· IT ticketing system
· ESG mailbox (e.g. spam/phishing reports)
· Email to IT or Service Desk
· Verbal, phone, or WhatsApp reporting
· System monitoring alerts
· Third party or vendor notifications

3. Reporting information security events

SMSA reporting on information security incident shall consider:
· Ineffective security control
· Breach of information integrity, confidentiality or availability expectations
· Human errors
· Non compliances with policies or guidelines
· Breaches of physical security arrangements
· Uncontrolled system changes
· Malfunctions of software or hardware
· Access violations
Reporting shall be by SMSA Employees, SMSA contractors or external party to SMSA IT department.

4. Reporting information security weakness
· Employees and contractors using the SMSA information systems and services should be required to note and report any observed or suspected information security weaknesses in systems or services.
· All employees and contractors should report these matters to the point of contact as quickly as possible in order to prevent information security incidents.
· The reporting mechanism should be as easy, accessible and available as possible.


5. Incident Records 
All information security events and incidents, regardless of how they are reported, must be recorded in the central Incident Register or IT ticketing system within one working day.
· ESG mailbox and other channels are reporting inputs only
· The Incident Register or IT ticketing system is the official system of record provided that the record includes the required details such as classification, severity, actions taken, escalation, evidence, closure notes and approvals where required.
· If the matter is reported outside the IT ticketing system, L1 must create an Incident Register entry or IT ticket within one working day.
· Normal day to day IT support tickets are not information security incidents unless they involve actual or suspected impact to the confidentiality, integrity, or availability of SMSA information assets. Examples of normal IT support tickets include password reset, printer issue, desktop issue, software installation, hardware request, report request, user support, or normal system support where there is no suspected security issue.
· If a normal IT support ticket later shows a possible security issue, L1 or L2 must reclassify it as an information security event or incident and handle it under this policy.
· The same case should not be duplicated in both the IT ticketing system and Incident Register unless required. If both records are used, one reference number must be linked to the other.
· The ticketing SLA in the IT Ticketing System Classification Work Instruction is used for ticket tracking and closure monitoring. It does not replace the incident assessment, escalation, evidence preservation, containment, recovery or closure requirements under this policy.
· High severity information security incidents must be escalated immediately to L3 and must not wait for the normal ticket SLA.

6. Event Assessment and Classification
6.1 Initial Logging
Upon receipt: 
· L1 logs the record with date, source, description, affected system/user
· Assigns initial classification (Event or Incident) and severity
6.2 Event Assessment and Decision
All information security events must be assessed to determine whether they constitute information security incidents. L2 shall:
Review available evidence
· Determine whether the event impacts CIA
· Document the assessment outcome
Possible outcomes:
1. Event only – closed with justification
2. Incident confirmed – reclassified and managed under this procedure
This decision must be documented in the same record.

7. Information Security Incident Severity Classification

SMSA IT shall classify and prioritize incidents to identify impact and extent.
	Classification Category
	Description

	




Low
	Issues meeting this severity are suspicions or odd behaviours. They are not verified and require further investigation. There is no clear indicator that systems have tangible risk and do not require emergency response. Examples include:
Lost/stolen laptop with disk encryption
Suspicious emails
Outages
Strange activity on a laptop

	
Medium
	Issues relate to problems where an adversary or active exploitation hasn’t been proven yet but is likely to happen. Examples include:
Lost/stolen laptop without encryption
Vulnerabilities with direct risk of exploitation
Threats with risk or adversarial persistence on our systems (e.g., backdoors, malware)
Malicious access to business data (e.g., passwords, vulnerability data, payments information)

	






High
	issues relate to actively exploited risks and involves a malicious actor or threats that put any individual or system at risk of physical harm. Identification of active exploitation is required to meet this severity category. Example:
Active data breaches with unauthorized access and exfiltration.
Ransomware attacks locking systems and demanding payment.
Compromised admin accounts used for unauthorized access.
Physical breaches risking critical infrastructure or personnel.
DDoS attacks causing severe operational disruptions.
Threats of physical harm due to tampered devices or attacks.



7.1 Information Security Incident Closure Target
The closure target for information security incidents shall be based on incident severity. This is separate from the normal IT ticketing SLA. The normal IT ticketing SLA applies to day to day IT support tickets. Information security incidents shall follow the incident handling, escalation, containment, evidence preservation and closure requirements of this policy.

	Incident Severity
	Closure Target

	Low
	Normally within 3–5 working days.

	Medium
	Normally within 2–3 working days.

	High
	Initial containment and L3 escalation must start immediately. Closure should be completed within 24 hours where possible. If closure within 24 hours is not possible, the incident must remain open with documented reason, current status, next action, owner and L3 oversight.



An information security incident shall not be closed only because the ticket SLA is met or the technical issue is temporarily resolved. Closure is allowed only when the required actions are completed and recorded, including assessment, containment, recovery, evidence, root cause where applicable, corrective action where required and approval where required.

Where the incident remains open beyond the target closure time, the reason for delay and next action must be recorded in the Incident Register or IT ticketing system.

8. Response, Containment & Recovery

SMSA IT response to incidents shall include the following:
· Collection and preservation of evidence
· Technical investigation and forensics (as required)
· Containment actions
· Controlled recovery and service restoration
· Communication to management where required
For High severity incidents, immediate response and escalation to L3 is mandatory. Initial containment must start immediately where possible. The incident closure target shall be followed as defined in Section 7.1. If closure within the target time is not possible due to investigation, recovery, supplier support, legal review, evidence handling, or corrective action, the incident shall remain open with documented reason, current status, next action, owner and L3 oversight. All actions, decisions, evidence, timelines, delays and approvals must be recorded in the Incident Register or IT ticketing system. Once response and recovery actions are completed, the incident shall be formally closed in the Incident Register or IT ticketing system with closure notes and supporting evidence.

9. Learning from information security incidents
· Knowledge gained from analysing and resolving information security incidents should be used to reduce the likelihood or impact of future incidents.
· Outputs from incident analysis, including root causes and trends, shall be input into the ISMS risk assessment and corrective action processes.
· There should be mechanisms in place to enable the types, volumes and costs of information security incidents to be quantified and monitored.
· The information gained from the evaluation of information security incidents should be used to identify recurring or high impact incidents.
· Where required by legal, regulatory, or contractual obligations, external notifications shall be coordinated and approved at L3 level.
10. Collection of evidence
· SMSA IT shall apply procedures for the identification, collection, acquisition and preservation of information, which can serve as evidence, SMSA Internal procedures should be developed and followed when dealing with evidence for the purposes of disciplinary and legal action.
· These procedures for evidence should provide processes of identification, collection, acquisition and preservation of evidence in accordance with different types of media, devices and status of devices, e.g. powered on or off.
· SMSA IT should take account of:
· Chain of custody
· Safety of evidence
· Safety of personnel
· Roles and responsibilities of personnel involved
· Competency of personnel
· Documentation
[bookmark: _Toc521829169]11. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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12.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
12.2 Policy Waiver
Any exception to this policy has to be formally approved by the CTO or the Managing Director and documented.
13. Related Documents
· IT Ticketing System Classification Work Instruction
· IT Security Incident Management Form
· IT Security Incident Management Report
· IT Risk Management Procedure
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