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	Intellectual Property Policy
Owner/ Department: CORP



	Purpose
	The purpose of this policy is to protect SMSA’s intellectual property and to ensure that intellectual property created, developed, purchased, licensed, used, or managed by or on behalf of SMSA is properly owned, controlled, protected and used. This policy also helps prevent unauthorized use, copying, disclosure, transfer, or misuse of SMSA intellectual property and third party intellectual property.

	Scope
	This policy applies to all SMSA employees, contractors, consultants, suppliers, service providers and third parties who create, develop, access, use, support, maintain, receive, or manage intellectual property for SMSA. This policy applies to intellectual property created or used in connection with SMSA business, including where applicable:
· Software, applications, scripts, source code, configurations and tools.
· Business process documents, procedures, manuals, templates, reports and forms.
· Designs, drawings, diagrams, images, graphics, presentations and training materials.
· Databases, data models, dashboards, reports and analytics outputs.
· Trademarks, service marks, logos, brand names, slogans and trade names.
· Copyrightable works.
· Patents, inventions, ideas, technical solutions and innovations.
· Trade secrets, confidential information and know how.
· Supplier developed or outsourced deliverables.
· Any other work product created for SMSA business purposes.

	Responsibilities
	All SMSA employees, contractors, suppliers and third parties.

	Definitions
	Intellectual Property: Any creation, work, design, invention, software, document, mark, brand, confidential information, business method, source code, technical solution, or other protected or protectable asset created, owned, licensed, or used by SMSA.
Copyright: Legal protection for original works such as documents, software, training materials, reports, designs, images and other creative or technical works.
Trademark / Service Mark: A name, logo, symbol, phrase, design, or mark used to identify SMSA products, services, brand, or business identity.
Trade Secret: Confidential business, technical, financial, operational, or commercial information that has value because it is not publicly known.
Work Product: Any output created by an employee, contractor, supplier, consultant, or third party in the course of work for SMSA or using SMSA information, systems, resources, business requirements, or direction.
Supplier Deliverable: Any software, source code, document, configuration, report, design, tool, system, material, or other output provided by a supplier or third party to SMSA.

	Guidelines
	1. Policy Statement
· SMSA shall protect its intellectual property and shall respect the intellectual property rights of others.
· Intellectual property created for SMSA business purposes, during employment, under contract, using SMSA resources, using SMSA information, or based on SMSA business requirements shall be owned by SMSA unless a written contract approved by SMSA states otherwise.
· Employees, contractors, suppliers and third parties shall not use, copy, disclose, transfer, sell, license, publish, or modify SMSA intellectual property without proper authorization.
· Third party intellectual property shall only be used where SMSA has the legal right, license, permission, contract, or approved business justification to use it.

2. Ownership of SMSA Intellectual Property
SMSA shall own intellectual property created by employees, contractors, consultants, suppliers, or third parties where the work is:
· Created as part of SMSA employment, duties, assignment, contract, project, or business activity.
· Created using SMSA information, data, systems, tools, equipment, funds, time, or resources.
· Created based on SMSA business requirements, processes, operations, customers, systems, or service needs.
· Created to be used by SMSA or on behalf of SMSA.
· Created as a supplier deliverable under a contract, purchase order, statement of work, or approved arrangement, unless otherwise agreed in writing.
Any exception to SMSA ownership must be clearly stated in an approved contract and reviewed by Legal where required.
3. Software, Source Code and Technical Deliverables
Software, source code, scripts, configurations, integrations, tools, databases, reports, workflows, technical documents and system designs created for SMSA shall be owned, controlled and protected by SMSA unless an approved contract states otherwise. Where software or technical work is developed by employees, contractors, suppliers, or third parties for SMSA:
· Required source code shall be handed over to SMSA where applicable.
· Technical documentation shall be provided where applicable.
· Access credentials, administrative accounts, configuration details and deployment information shall be handed over through approved secure channels where required.
· Supplier deliverables shall be reviewed and accepted by SMSA before final closure where applicable.
· SMSA shall have the right to use, operate, maintain and support the deliverables as per the approved contract.
· Unapproved custom software, scripts, tools, or integrations shall not be used for SMSA business.
Software ownership, licensing, support, warranty, source code access, escrow, maintenance, confidentiality and exit rights shall be addressed in contracts where applicable.
4. Trademarks, Logos and Brand Materials
SMSA trademarks, service marks, logos, brand names, trade names, designs, slogans and brand materials shall only be used for approved business purposes. Employees, suppliers, contractors and third parties shall not:
· Use SMSA name, logo, brand, or trademark without approval.
· Create or register any mark, domain, account, design, or brand identity that may conflict with SMSA’s rights.
· Use SMSA branding in personal, unauthorized, misleading, or external material without approval.
· Modify SMSA logos or brand materials without approval.
Legal / Corporate Department shall manage trademark ownership, registration, renewal, protection and enforcement where applicable.
5. Copyrighted Works and Business Documents
· SMSA shall own copyright in documents, procedures, training materials, templates, reports, presentations, manuals, designs, software, dashboards and other works created for SMSA business purposes, unless otherwise stated in an approved contract.
· Employees, contractors, suppliers and third parties shall not copy, publish, distribute, reuse, or disclose SMSA copyrighted works outside approved business use without authorization.
· Use of third party copyrighted material shall be allowed only where SMSA has permission, license, lawful basis, or approved business justification.
6. Confidential Information and Trade Secrets
SMSA confidential information and trade secrets shall be protected from unauthorized access, disclosure, copying, transfer, publication, or misuse. This includes, where applicable:
· Business strategies and plans.
· Customer, shipment, supplier and employee information.
· Financial, pricing and commercial information.
· System designs, source code, configurations and technical details.
· Security controls, vulnerabilities and incident information.
· Process documents, procedures and operational methods.
· Contract terms and supplier information.
Confidential information and trade secrets shall be protected in line with SMSA information security, confidentiality, access control, acceptable use and supplier requirements.
7. Supplier and Third Party Intellectual Property
Contracts with suppliers and third parties shall clearly address intellectual property ownership and usage rights where applicable. Contracts should define, where applicable:
· Ownership of deliverables created for SMSA.
· Rights to use, modify, support and maintain deliverables.
· Source code handover or escrow requirements.
· Licensing restrictions.
· Third party software and open source components.
· Confidentiality obligations.
· Restrictions on reuse of SMSA work product.
· Data return, deletion and exit requirements.
· Use of SMSA trademarks, logos, documents, systems and information.
· IP infringement responsibilities and indemnity where required.
Supplier intellectual property and licensed materials shall be used only in line with approved contract terms and license conditions.
8. Employee and Contractor Responsibilities
Employees, contractors and third parties shall:
· Protect SMSA intellectual property and confidential information.
· Use SMSA intellectual property only for approved business purposes.
· Not claim personal ownership of SMSA work product created for SMSA business.
· Not disclose SMSA intellectual property outside approved channels.
· Not use unauthorized software, documents, images, designs, source code, or third party materials.
· Report suspected IP misuse, unauthorized disclosure, infringement, or loss.
· Return SMSA intellectual property and related materials upon request, transfer, contract end, or employment exit.

9. Use of Third Party Intellectual Property
SMSA employees, contractors and suppliers shall not use third party intellectual property unless the use is lawful and approved. This includes:
· Software and applications.
· Source code, scripts and libraries.
· Images, documents, training material and designs.
· Reports, templates and external publications.
· Trademarks, logos and brand materials.
Where licenses are required, Procurement, Legal and the relevant department shall confirm approved use before the material is used.
10. Open Source Software
Open source software may only be used where it is approved and suitable for SMSA business, security and legal requirements. Before open source software is used in SMSA systems, ITD and Legal / Procurement shall review where required:
· License conditions.
· Security risks.
· Support and maintenance risks.
· Restrictions on modification or redistribution.
· Supplier or customer obligations.
· Compatibility with SMSA contracts and business needs.
Open source software shall be recorded where required in the relevant software, asset, project, or system record.
11. Intellectual Property Records
Records shall be maintained where required to prove ownership, approval, license, registration, handover, or authorized use. Records may include:
· Contracts and purchase orders.
· Statements of work.
· Supplier deliverable acceptance records.
· Source code handover records.
· Software license records.
· Trademark registration records.
· Copyright or IP registration records.
· Project records.
· Legal review records.
· Approval records.
· Asset and software inventory records.
· Exit and handover records.
Records shall be retained as per SMSA document control and record retention requirements.
12. Breach, Misuse or Infringement
Suspected misuse, unauthorized disclosure, unauthorized copying, infringement, or loss of SMSA intellectual property shall be reported to Legal, QRM, ITD, HR, Security, or relevant management as applicable. SMSA may investigate suspected violations and take corrective, contractual, legal, or disciplinary action where required. Violations may include:
· Unauthorized use of SMSA logo or brand.
· Unauthorized copying or disclosure of SMSA documents.
· Refusal to hand over source code or supplier deliverables.
· Use of unlicensed software.
· Uploading SMSA intellectual property to unauthorized cloud services.
· Sharing confidential information outside approved channels.
· Claiming ownership of SMSA created work product.
· Using third party IP without approval.

13. Exceptions
Any exception to this policy must be approved by Legal / Corporate Governance and the Managing Director or authorized delegate where required. The exception shall include:
· Reason for the exception.
· Related risk.
· Legal or contractual review where required.
· Owner.
· Expiry date or review date.
· Approval record.

14. Review Period
This policy shall be reviewed annually or when there is a major change in legal, regulatory, contractual, business, technology, supplier, or intellectual property requirements.
15. Related Documents
· SMSA Information Security Policy.
· Acceptable Use Policy.
· Asset Management Policy.
· Access Control Policy.
· Employment contracts and HR policies.
· Supplier contracts and statements of work.
· Software license agreements.
· Confidentiality and Non Disclosure Agreements.
· Legal and regulatory requirements related to intellectual property.
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