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	IT Diaster Recovery Policy

Owner/ Department: Information Technology



	Brief
	It is the policy of the SMSA Express Trans. Co. to ensure continuity of business related to Information Technology 

	Purpose
	To define recovery objectives and to specify a set of procedures for achieving those objectives.

	Person Affected
	Applies to all company personnel and IT Systems, network and assets.

	Guidelines
	· This policy provides a framework for the ongoing process of planning, developing and implementing disaster recovery management for IT Services
· This policy is implemented to minimize the impact of significant incidents on SMSA Express Critical System & Services and recover from the unavailability of IT systems to an acceptable level through a combination of responsive and recovery controls
· The activities for disaster recovery management shall be coordinated by representatives from different parts of IT Services with relevant roles and job functions

· The IT Disaster Recovery Coordinator (IT DRC) is responsible for chairing the IT Disaster Recovery Planning Committee, coordinating IT disaster response and recovery, reporting on disaster response and recovery, and updating the Recovery Plan.

· The IT Infrastructure Supervisor is responsible for conducting and/or supervising testing of the IT Disaster Recovery Plan.

· The IT Disaster Recovery Planning Committee (IT DRPC, or “the Committee”) is responsible for developing and reviewing the IT Disaster Recovery Plan.

· The IT DB System Administrator is responsible for backing up and restoring Company data.

· Tech Support staff are responsible for various recovery tasks, such as installation and testing of replacement equipment, operations systems, applications software, communications, etc.

· Top Company Management is responsible for final approval of the IT Disaster Recovery Plan.

· All Company employees are responsible for notifying the IT DRC in the event of an actual or suspected disaster that may affect any part of the Company’s IT systems, infrastructure, or assets.

	General
	Any exceptions to the policy must be approved by the Managing Director
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