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Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that all IT related hardware, software, licenses, cloud services and IT supplier services are reviewed and approved by ITD before purchase, installation or use. This policy also ensures that IT purchases support business needs, information security requirements, license compliance, asset control and approved SMSA procurement procedures.

	Scope
	This policy applies to all SMSA employees, departments, contractors and third parties who request, purchase, use, install, support or manage IT related items, including:
· Laptops, desktops, printers, scanners, servers and IT equipment.
· Network devices, security devices and storage devices.
· Software, applications, tools and licenses.
· Cloud services, hosted services and subscriptions.
· IT support, maintenance, development, integration or managed services.
· Any supplier service that may access, process, store, host, support or manage SMSA information or systems.

	Guidelines
	1. Policy Statement
· Purchasing Department is responsible for the procurement process, including sourcing, quotations, purchase orders and commercial arrangements.
· ITD is responsible for reviewing, specifying and approving IT related requirements before procurement. No IT hardware, software, license, cloud service or IT supplier service shall be purchased, installed or used without ITD review and approval.

2. Roles and Responsibilities
2.1 The requesting department shall:
· Raise the request through the approved channel.
· Provide clear business justification.
· Obtain line manager approval before submitting the request.
· Confirm the required usage, location, users and business need.
· Not purchase, install or use any IT item directly without ITD and Purchasing approval.

2.2 National IT Manager / ITD shall:
· Review and approve the technical requirement.
· Define or confirm the required specification.
· Check compatibility with SMSA systems, infrastructure and security requirements.
· Confirm whether the request involves SMSA data, system access, cloud hosting, supplier access, integration or support.
· Approve, reject or amend the IT requirement with a clear reason.
· Ensure that approved IT assets, software, licenses or cloud services are recorded in the relevant IT register where applicable.
· Ensure information security requirements are considered before installation or use.
· Confirm that only approved and licensed software is installed.
· Review supplier or cloud security requirements where applicable.

2.3 Purchasing Department shall:

· Manage the procurement process after ITD approval.
· Obtain quotations and process purchase orders as per SMSA procurement rules.
· Coordinate with ITD where supplier security requirements, contracts, addendums or technical clarifications are needed.
· Ensure IT related items are not purchased without ITD approval.
· Keep procurement records as per SMSA procurement procedures.

2.4 Suppliers / Third Parties shall:

· Provide the required technical, license, support and security information when requested.
· Comply with SMSA information security, confidentiality and supplier requirements where applicable.
· Not access SMSA systems, data or facilities unless approved.
· Provide evidence of license, warranty, support, security controls or service commitments where required.

3. IT Procurement Requirements
3.1 IT Review Before Purchase
All IT related purchases shall be reviewed by ITD before procurement. The review shall confirm, where applicable:

· Business need.
· Required technical specification.
· Compatibility with existing SMSA systems.
· Information security impact.
· License requirement.
· Support and warranty requirement.
· Supplier involvement.
· Cloud or hosted service involvement.
· Access to SMSA systems or information.
· Backup, recovery, monitoring or maintenance requirement.
· Asset inventory or register update requirement.

3.2 Hardware Procurement
All requested IT hardware shall be specified or approved by ITD before purchase.

· Hardware shall be delivered to ITD or inspected by ITD where applicable before being issued to the final user or location. ITD shall check that the hardware matches the approved specification and is suitable for setup and use.
· ITD shall update the IT Asset Inventory or approved asset record where applicable.

3.3 Software and License Procurement
· Only approved and licensed software shall be purchased, installed or used.
· Software shall not be installed by employees, contractors or third parties without ITD approval.
Before approval, ITD shall review:
· Business need.
· License type and validity.
· Number of users.
· Compatibility with SMSA systems.
· Security risk.
· Support and update availability.
· Whether the software is cloud based, hosted or supplier managed.
Unauthorized, unlicensed, unsupported or personal use software shall not be purchased or installed on SMSA systems.

3.4 Cloud Services and Hosted Services
· Any cloud service, hosted application, subscription or online platform that stores, processes, hosts, backs up or provides access to SMSA information must be reviewed and approved by ITD before use.
· Where applicable, ITD shall ensure that the service is reviewed in line with the Use of Cloud Services Policy and recorded in the Cloud Service Register.
· Cloud services shall not be used with SMSA information through personal accounts or unauthorized platforms.

3.5 Supplier and Third Party Review
· Where the purchase involves a supplier, vendor, contractor, cloud provider, support provider, developer or managed service provider that may access, process, store, host, support or manage SMSA information or systems, ITD shall coordinate with Purchasing to ensure supplier security requirements are addressed.
· Where required based on risk, the following shall be completed or referenced before supplier access or service start:
· Supplier Security Review Form.
· Information Security Contracts Addendum.
· Contract security requirements.
· Access approval.
· Supplier support and incident reporting requirements.
· Exit, data return or data deletion requirements.

3.6 Replacement of Existing Hardware or Software
· For replacement of existing hardware, software or equipment, the requesting department shall provide justification through the approved request channel.
· ITD shall review the request and may approve, reject or amend the replacement based on business need, condition, risk, compatibility, support status and cost impact.

3.7 Installation and Setup
· ITD shall install or approve the installation of IT hardware and software.
· Employees, contractors and third parties are not allowed to install or connect hardware or software to SMSA systems without ITD approval.
· Where installation requires change approval, supplier access, downtime, configuration change or security review, ITD shall follow the applicable change, supplier, access or security process.

3.8 Asset, License and Register Updates
After purchase, installation, assignment, renewal or retirement, ITD shall update the relevant record where applicable, such as:
· IT Asset Inventory.
· Software or license record.
· Cloud Service Register.
· Supplier record.
· Access record.
· Warranty or support record.
· Risk Register, where required.

4. Records and Evidence
The following records may be used as evidence:
· IT Procurement Form or approved request.
· Line manager approval.
· ITD technical approval.
· National IT Manager approval or decision.
· Purchasing request, quotation or purchase order.
· Supplier Security Review Form, where applicable.
· Information Security Contracts Addendum, where applicable.
· Contract or supplier agreement.
· Software license evidence.
· Delivery inspection record.
· Installation ticket or setup evidence.
· IT Asset Inventory update.
· Cloud Service Register update.
· Exception approval, where applicable.

5. Exceptions
· Any exception to this policy must be reviewed and approved based on the nature and risk of the exception.
· Information security related exceptions shall be approved by the CTO or Managing Director where required.
· Operational or procurement related exceptions shall follow SMSA approval authority and procurement procedures.
· All exceptions must be documented with justification, approval, risk impact and any temporary controls required.

6. Review Period
This policy shall be reviewed at least annually, or when there is a major change in IT operations, procurement process, technology, supplier arrangements, legal or regulatory requirements, audit findings, incidents or ISMS requirements.
7. Enforcement
Failure to follow this policy may result in corrective or disciplinary action in line with SMSA procedures. This may include rejection of the purchase request, removal of unauthorized software or hardware, access restriction, investigation, warning, supplier action or other action approved by management.
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