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	Capacity Management Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to establish a structured approach to managing SMSA IT resources effectively and efficiently, aligning with business needs and Information Security Standards, while maintaining optimal performance and scalability.

	Reference No. 
	Annex A 8.6

	Scope
	This policy applies to all SMSA information systems, infrastructure and applications owned or managed by SMSA. This includes hardware, software, network resources, and cloud services. End-user devices such as laptops, desktops, and other peripherals will be included only if deemed critical to fulfilling business operations or supporting information systems.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
CEO is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents is carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Abide by the policy.
CEO – Approval of any exceptions to the policy. 

	Definitions
	Capacity Management: The process of ensuring that IT infrastructure is sufficient to meet current and future business needs.
Threshold: A predefined level of resource usage that triggers an action or alert to prevent performance issues.
End of Life: The point at which a system, application, or hardware is no longer supported by its manufacturer or vendor, requiring its replacement, upgrade, or decommissioning to avoid operational or security risks.

	Guidelines
	1. Policy Statement
SMSA is committed to:
· Regularly assess IT capacity and usage trends using metrics to identify and resolve bottlenecks or underutilization.
· Maintain sufficient resource levels to support critical systems and anticipated business demands.
· Align IT capacity management with SMSA’s strategic goals.
· Document and review capacity plans periodically.
· Optimize existing resources to reduce unnecessary demand.
· Plan for future capacity requirements to align with business growth.

2. Implementation Process
2.1 Capacity Planning:
SMSA will conduct regular reviews to compare capacity usage against business requirements. Capacity plans will be developed for mission critical systems considering:
· Current utilization trends.
· Projected growth and seasonal demand variations.
· Technological upgrades and end-of-life replacements.
· Performing stress tests to confirm systems can handle peak performance demands.
· Implementing controls to detect potential capacity problems in advance.

2.2 Risk Mitigation:
To address risks related to IT capacity, SMSA will follow a structured approach that includes systematic identification, assessment, treatment, and monitoring through SMSA’s risk cycle. The following steps will be taken:
· Identify potential risks arising from overutilization or underutilization of resources.
· Develop contingency plans to mitigate these risks, including scaling solutions such as (e.g. cloud resources).
· Update risks dynamically as part of the risk cycle, ensuring they reflect the latest conditions.
· Maintain and periodically review mitigation action plans to ensure their effectiveness and alignment with business objectives.

2.3 Capacity Monitoring and Review 
SMSA will take the following steps to ensure effective capacity monitoring and measurement:
· Implement tools to monitor IT resource utilization (e.g., CPU, memory, storage, bandwidth).
· Define capacity thresholds and alert mechanisms
· Maintain capacity management records.
· Prepare periodic capacity reports for communication to stakeholders where necessary.
· Regularly update capacity management practices based on feedback and lessons learned. This will involve gathering input from capacity reports, stakeholder reviews, and incident analyses. The feedback loop will be used to identify areas of improvement, refine thresholds, optimize resource allocation, and enhance tools or processes. Lessons learned from past incidents or performance bottlenecks will be documented and incorporated into capacity plans to prevent recurrence and align with evolving business needs.

3. Capacity Management Plan & Report Template
The Capacity Management Plan & Report Template will be used as a structured approach to documenting and reviewing IT capacity management practices. Each section in the template is designed to capture critical information and facilitate informed decision-making. The templates aim to standardize documentation and reporting, ensuring clarity and consistency across SMSA IT’s capacity management activities. Refer to template Doc# 8556. 
3.1 Resource Optimization
To reduce demand on SMSA’s resources, the following measures will be implemented:
· Periodic removal of outdated or obsolete data to free up disk space.
· Secure disposal of records that have met their retention period to free up physical storage.
· Decommissioning Obsolete Systems/ Retiring applications, systems, databases, or environments no longer in use.
· Enhancing batch processes, schedules, application code, or database queries to improve efficiency.
· Where necessary and allowed by business, restricting or denying resource-consuming services that are non-critical, such as video streaming.

Future capacity requirements will be projected based on:

· Accounting for new business initiatives and system upgrades.
· Evaluating current and projected trends in information processing capabilities.
· Giving budget consideration to resources with long lead times or high costs.
· Where necessary and possible, leveraging cloud scalability and elasticity for on-demand resource expansion and reduction.
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[bookmark: _Toc435609883][bookmark: _Toc521829170]5. Enforcement
3 [bookmark: _Toc435797706][bookmark: _Toc435949877][bookmark: _Toc435950387][bookmark: _Toc435954487][bookmark: _Toc520924090][bookmark: _Toc520973998][bookmark: _Toc520976643][bookmark: _Toc521402576][bookmark: _Toc521829171]
4 [bookmark: _Toc521829172]
5 [bookmark: _Toc521829173]
6 [bookmark: _Toc521829174]
7 [bookmark: _Toc521829175]
8 [bookmark: _Toc521829176]
5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

5.2 Policy Waiver
Any exception to this policy has to be formally approved by the CEO and documented.
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