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	Capacity Management Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA IT resources are planned, monitored, reviewed and managed to support business needs, system performance, service availability and information security requirements.
This policy helps SMSA identify capacity issues before they affect business operations, critical systems, customer service, information processing, or system availability.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that capacity is managed based on business need, system criticality, usage trends and risk.

	Reference No. 
	Annex A 8.6 – Capacity Management

	Scope
	This policy applies to all SMSA information systems, infrastructure, applications and technology services owned, managed, hosted, or used by or on behalf of SMSA. This includes, where applicable:
· Servers, storage, databases and operating systems.
· Network resources, bandwidth, routers, switches and firewalls.
· Business applications and supporting platforms.
· Cloud systems and hosted services.
· Critical interfaces, portals and services.
· Backup, recovery and supporting IT services.
· Third party hosted or managed systems that support SMSA operations.
· End user devices only where they are critical to business operations or supporting information systems.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure capacity management requirements are implemented, maintained and reviewed.
· Ensure capacity risks related to critical systems, infrastructure, cloud services and supporting IT services are assessed, treated and monitored.
· Ensure capacity monitoring records, capacity reports, action plans and other required evidence are maintained.
· Ensure major capacity issues, repeated performance issues and material control weaknesses are reported to the CTO where required.
· Ensure capacity planning is considered during major system changes, upgrades, new projects and business growth.
IT Department (ITD):
· Monitor capacity and usage of critical systems, infrastructure, applications, networks, storage and cloud services where applicable.
· Define and maintain capacity thresholds and alerts for critical systems and services where technically possible.
· Review capacity trends and identify possible shortages, overuse, bottlenecks, or underused resources.
· Take action where capacity usage may affect system performance, service availability, backup, recovery, or business operations.
· Maintain capacity records, monitoring reports, threshold alerts, action plans and closure evidence.
· Coordinate capacity upgrades, resource changes and technical improvements through the approved change process where required.
· Escalate major or repeated capacity issues to the National IT Manager.

System Owners / Application Owners:
· Support ITD by confirming business requirements, expected growth, seasonal demand and operational impact.
· Inform ITD about planned business changes, system changes, campaigns, projects, or growth that may affect capacity.
· Review capacity issues related to their systems and support required action plans.
· Approve required downtime or changes where applicable.

Procurement Department:
· Coordinate with ITD where capacity related purchases, supplier contracts, cloud services, licenses, hardware, storage, bandwidth, or support services are required.
· Ensure supplier contracts include capacity, performance, service availability and support requirements where applicable.

Third Parties / Vendors:
· Provide capacity, performance, usage and service reports where required by contract or service arrangement.
· Notify SMSA of capacity, performance, availability, or service limitations that may affect SMSA systems or data.
· Support SMSA in capacity review, troubleshooting, upgrades, scaling, or service improvement where applicable.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Support investigation of major incidents or repeated issues where capacity weakness contributed to service failure, security weakness, or business impact.
· Monitor corrective actions related to capacity management audit findings and incidents where required.

Department Heads:
· Ensure employees and contractors under their function support capacity planning where their systems or processes are affected.
· Inform ITD of business changes, operational increases, new requirements, or planned activities that may affect IT capacity.
· Support ITD in prioritizing capacity actions where business impact is identified.

Employees and Contractors:
· Use SMSA IT resources responsibly.
· Report system slowness, repeated performance issues, storage issues, service unavailability, or suspected capacity problems to ITD.
· Do not use IT resources in a way that may overload systems, networks, or services without approval.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Capacity Management: The process of ensuring that IT resources are sufficient to meet current and future business needs.
Capacity: The available ability of an IT system, service, network, storage, application, or cloud resource to support business use.
Threshold: A defined usage level that triggers review, alert, or action before performance or availability is affected.
Critical System: A system, application, service, or infrastructure component that is important to SMSA operations, customer service, financial processing, regulatory needs, or information security.
Capacity Issue: A situation where IT resources may not be enough to support required performance, availability, growth, or business demand.
End of Life: The point where a system, application, hardware, or software is no longer supported by the manufacturer or vendor. End of life systems shall be considered during capacity planning where they affect performance, supportability, scalability, availability, or business continuity.

	Guidelines
	1. Policy Statement
SMSA shall manage IT capacity in a controlled manner to ensure that critical systems and services have sufficient resources to meet business and information security needs. Capacity shall be monitored, reviewed and planned based on business requirements, system criticality, usage trends, expected growth, incidents, risks and planned changes. SMSA shall identify and address capacity issues before they cause service disruption, poor performance, backup failure, security weakness, or business impact.
2. Capacity Planning
SMSA IT shall conduct capacity planning for critical systems, infrastructure, applications, networks, storage and cloud services where applicable. Capacity planning shall consider:
· Current usage and performance trends.
· Business growth and seasonal demand.
· New projects, system upgrades and business initiatives.
· User growth, transaction growth and data growth.
· Storage, backup and recovery needs.
· Cloud resource usage and scalability where applicable.
· Network and bandwidth needs.
· End of life systems and replacement plans.
· Known incidents, service issues, or repeated bottlenecks.
· Budget, procurement and supplier lead time where required.
Capacity planning shall be documented through system generated reports, monitoring dashboards, cloud reports, supplier reports, tickets, change records and the Capacity Management Plan and Report where required.
3. Capacity Monitoring
SMSA IT shall monitor capacity usage for critical IT resources where technically possible. Monitoring may include:
· CPU usage.
· Memory usage.
· Storage usage.
· Database usage.
· Network bandwidth.
· Cloud usage and resource consumption.
· Backup capacity.
· Application performance.
· System availability.
· Transaction or processing volume where applicable.
Capacity monitoring shall be performed using system generated reports, monitoring tools, dashboards, alerts, logs, vendor reports, cloud reports, or other approved records.
Where capacity monitoring tools or automated reports are not available, ITD shall use available system screenshots, manual checks, supplier reports, cloud reports, IT tickets, change records and the Capacity Management Plan and Report to document the review.
4. Thresholds and Alerts
· SMSA IT shall define thresholds and alerts for critical systems and services where technically possible. Thresholds shall be used to identify potential capacity issues before they cause system slowness, service unavailability, backup failure, or business disruption. Thresholds may be defined for:
· CPU.
· Memory.
· Storage.
· Database size.
· Network bandwidth.
· Backup capacity.
· Cloud usage.
· Application performance.
· Other critical system resources.
· Threshold values may be maintained in monitoring tools, system configuration, capacity reports, or approved technical records.
· Where automated threshold alerts are not available, ITD shall define practical review points or manual checks for critical systems where required.
· Where a threshold is reached or exceeded, ITD shall review the alert or observation, assess the impact and record the required action where necessary.
5. Capacity Review and Reporting
SMSA IT shall review capacity information periodically for critical systems and services. Capacity review may be performed through:
· Monitoring dashboards.
· System generated reports.
· Cloud usage reports.
· Supplier reports.
· IT tickets.
· Change records.
· Incident records.
· Management review records.
· Capacity Management Plan and Report.
Capacity reports shall include, where applicable:
· System or service name.
· Current usage.
· Trend or expected growth.
· Threshold status.
· Issues identified.
· Required actions.
· Owner.
· Target date.
· Status.
· Risk Register reference where required.
Capacity review frequency shall be based on system criticality, business impact and risk. Critical systems shall be reviewed more frequently than low risk systems. Where system generated reports, dashboards, or capacity tools are not available, the Capacity Management Plan and Report shall be used to record the review, issues, actions and closure evidence.
6. Capacity Risk Management
Capacity related risks shall be identified, assessed, treated and monitored through SMSA’s risk management process where required. A capacity risk shall be recorded in the SMSA Risk Register where it may affect:
· Critical business operations.
· System availability.
· Customer service.
· Information processing.
· Backup or recovery.
· Security monitoring or protection.
· Legal, regulatory, or contractual requirements.
· Major cost, delay, or operational impact.
Examples of capacity risks include:
· Repeated system overload.
· Storage reaching critical levels.
· Insufficient backup capacity.
· Network bandwidth not supporting business demand.
· Critical system performance repeatedly degrading.
· Cloud resource limits affecting availability.
· End of life technology limiting performance or scalability.
The Capacity Management Plan and Report shall only include the Risk Register reference where applicable. It shall not duplicate the full risk assessment.
7. Capacity Action and Improvement
Where capacity issues are identified, SMSA IT shall define and track required actions. Actions may include:
· Increasing storage, memory, CPU, bandwidth, licenses, or cloud resources.
· Rebalancing or optimizing existing resources.
· Archiving or removing obsolete data in line with approved retention requirements.
· Improving batch jobs, schedules, queries, configurations, or application performance.
· Decommissioning unused systems, environments, databases, or services.
· Upgrading or replacing end of life systems where required.
· Restricting non business or non critical resource heavy activities where approved.
· Raising change requests, procurement requests, or supplier requests where required.
Actions shall be tracked until completed or formally accepted through the risk management process.
8. Capacity in Projects and Changes
Capacity requirements shall be considered for major projects, new systems, system upgrades, major changes, cloud services and new business requirements. Before implementation, ITD shall consider whether the new or changed system has sufficient capacity for:
· Expected number of users.
· Expected transaction volume.
· Data growth.
· Storage and backup needs.
· Network and bandwidth needs.
· Availability and recovery needs.
· Peak business periods.
· Future growth.
Where capacity impact is identified, required actions shall be documented in project records, change records, capacity records, supplier records or risk records where applicable.
9. Supplier and Cloud Capacity
Where SMSA uses supplier managed, hosted, or cloud based systems, ITD shall ensure that capacity and performance requirements are considered where applicable. Supplier or cloud capacity records may include:
· Supplier service reports.
· Cloud usage reports.
· Service availability reports.
· Performance reports.
· Capacity limits or service quotas.
· Contract or SLA requirements.
· Upgrade or scaling requests.
· Supplier action plans.
Where supplier capacity may affect SMSA operations, the supplier shall be asked to provide support, report, or action plan as required.
10. Capacity Management Plan and Report
· The Capacity Management Plan and Report shall be used to document and review capacity management activities where system generated reports, monitoring dashboards, cloud reports, supplier reports, tickets, change records, or other approved evidence are not available or are not sufficient.
· System generated reports, monitoring dashboards, cloud reports, supplier reports, tickets and change records may be used instead of a manual report where they contain the required information.
· The Capacity Management Plan and Report shall not duplicate the IT Asset Inventory, SMSA Risk Register, IT ticketing system, change records, or supplier reports. It shall only summarize or reference those records where required.
11. Records and Evidence
· SMSA shall maintain records to prove that capacity management controls are implemented.
· System generated reports, tool dashboards, alerts, tickets, change records, supplier reports and cloud reports shall be used as the main audit evidence where available 
· Manual records are not required when the same information is already available from approved systems or tools.
· If system based evidence, capacity monitoring tools, dashboards, alerts, or reports are not available, incomplete, or do not clearly show the required details, the approved Capacity Management Plan and Report shall be used. Records may include, where applicable:
· IT Asset Inventory.
· Capacity Management Plan and Report.
· Capacity monitoring dashboards.
· System generated utilization reports.
· Threshold or alert records.
· Cloud usage reports.
· Supplier capacity or performance reports.
· IT tickets related to capacity issues.
· Change requests for capacity upgrades or changes.
· Procurement requests or approvals.
· Incident reports related to capacity or performance issues.
· SMSA Risk Register records where capacity risk is formally tracked.
· Management review or compliance review records.
· Evidence of completed actions.
Records shall be retained as per SMSA document control and record retention requirements.
12. Review and Monitoring
ITD shall regularly review the capacity management process to confirm that:
· Critical systems are monitored where technically possible.
· Capacity thresholds are defined where applicable.
· Capacity issues are reviewed and actioned.
· Capacity risks are recorded in the SMSA Risk Register where required.
· Capacity actions are followed up until closure.
· Supplier or cloud capacity issues are reviewed where applicable.
· Evidence is maintained for audit.
Where monitoring tools are not available for a critical system, ITD shall use available reports, manual checks, supplier reports, cloud reports, tickets, or the Capacity Management Plan and Report to show that capacity was reviewed. Major capacity weaknesses, repeated capacity issues, or capacity risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.
13. Review Period
· The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements.
· The policy shall also be reviewed after major incidents, major audit findings, significant capacity failures, or major changes in SMSA systems or IT operations.
14. Enforcement
14.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
Examples of violations include:
· Ignoring known capacity risks without action or approval.
· Disabling capacity monitoring or alerts without approval.
· Failing to report major capacity issues affecting critical systems.
· Making major changes without considering capacity impact.
· Continuing unsupported or overloaded systems without approved action plan or risk acceptance.
· Closing capacity related tickets or actions without proper evidence.
14.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.
15. Related Documents
· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Change Management Procedure.
· Asset Management Policy.
· Vulnerability and Patch Management Policy.
· Backup and Restoration Procedure.
· Supplier Relationships Policy.
· IT Asset Inventory.
· SMSA Risk Register.
· Capacity Management Plan and Report.
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