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	Data Masking Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to establish guidelines for the use of data masking techniques to protect sensitive information, such as Personally Identifiable Information (PII), within SMSA. This policy ensures that sensitive data is concealed or obfuscated to prevent unauthorized access, in line with SMSA’s commitment to complying with ISO 27001 standards.

	Reference No. 
	Annex A 8.11

	Scope
	This policy applies to all SMSA systems and applications that process, store, or transmit sensitive data, including PII. It covers all employees, contractors, and third-party vendors involved in managing and securing sensitive data within SMSA.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Data Owners – Responsible for identifying sensitive data that requires masking and ensuring appropriate controls are applied.
Managing Director – Approval of any exceptions to the policy. 

	Definitions
	Data Masking: A technique used to hide or obfuscate sensitive data by replacing it with altered content to prevent unauthorized access.
Obfuscate: Means to make something unclear or difficult to understand on purpose. Example: obfuscating is like scrambling information to keep it secret or confusing.
Pseudonymization: The process of replacing identifiable information with an alias or pseudonym, allowing for data analysis without revealing the true identity of the PII principal.
Anonymization: The process of irreversibly altering data so that the PII principal can no longer be identified, directly or indirectly.
Personally Identifiable Information (PII): It’s any information that can be used to identify a specific person. Example: Your name, email address, phone number, or even your Iqama number etc.
Sensitive Data: Information that requires protection due to its confidential nature, including but not limited to PII, financial data, and health records.
Salt Function: Is a way to add extra random data to passwords before they are stored, making them more secure.
Enumeration Attacks: Are when hackers try to guess or list out information about a system, like usernames or other details, to find weak spots they can exploit.

	Guidelines
	1. Policy Statement
SMSA is committed to protecting sensitive data through the use of data masking techniques. This policy outlines the roles, responsibilities, and procedures for implementing data masking, pseudonymization, and anonymization within SMSA.
2 Data Masking Techniques
SMSA will implement the following data masking techniques to protect sensitive information:
2.1 Encryption 
Sensitive data will be encrypted to prevent unauthorized access, with access keys provided only to authorized users.
2.2 Nulling or Deleting Characters
Specific characters in sensitive data will be nulled or deleted to prevent unauthorized users from viewing full messages or information.
2.3 Varying Numbers and Dates
Numeric and date values may be varied to disguise the true values without altering the data's overall structure.
2.4 Substitution
Sensitive data values will be substituted with different, non-sensitive values to hide the original information.
2.5 Hashing
Data values will be replaced with their hash, combined with a salt function to prevent enumeration attacks and ensure robust anonymization.
3. Implementation Considerations
When implementing data masking, SMSA will consider the following:
3.1 Access Control
Not all users will have access to all data. Queries and masks will be designed to show only the minimum required data to the user.
3.2 Selective Obfuscation
In cases where certain data should not be visible to some users, SMSA will implement mechanisms to selectively obfuscate data. For example, on SMSA web tracking page the sender and receiver information along with certain records may be partially hidden from customers unless it is necessary for tracking a shipment.
3.3 Compliance with Legal and Regulatory Requirements
SMSA will comply with all legal and regulatory requirements, such as masking payment card information during processing or storage.
3.4 Verification of Anonymization and Pseudonymization
SMSA will verify that data has been adequately anonymized or pseudonymized, considering all elements of the sensitive information to prevent indirect identification of PII principals.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
5.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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