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	 Threat Intelligence Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to ensure that SMSA identifies, reviews, assesses and responds to relevant information security threats in a timely and controlled manner. This policy helps SMSA protect its systems, applications, networks, data and services from known and emerging threats that may affect confidentiality, integrity, availability, business operations, customer service, or information security.
This policy forms part of SMSA’s Information Security Management System (ISMS) and supports ISO/IEC 27001:2022, ISO/IEC 27002:2022 and ISO/IEC 27005:2022 requirements by ensuring that threat information is reviewed, assessed and handled based on relevance, risk and business impact.

	Reference No. 
	Annex A 5.7 – Threat Intelligence

	Scope
	This policy applies to threat intelligence activities related to SMSA information systems, infrastructure, applications, networks, cloud services, data and technology services owned, managed, hosted, or used by or on behalf of SMSA. This includes, where applicable:
· Internal security alerts and monitoring outputs.
· Vendor security advisories.
· Vulnerability and patch notifications.
· Phishing and suspicious email reports.
· Malware, ransomware and suspicious activity alerts.
· Threat intelligence feeds and reports.
· Government, regulatory, industry, supplier, or trusted security notifications.
· Lessons learned from information security incidents.
· Third party hosted or managed systems that support SMSA operations.
· Employees, contractors and third parties who report suspicious activity or support SMSA systems.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
National IT Manager:
· Approve this policy and any following modifications where delegated by the CTO.
· Ensure threat intelligence requirements are implemented, maintained and reviewed.
· Ensure relevant threat intelligence sources are identified and reviewed where applicable.
· Ensure threat intelligence is assessed based on relevance to SMSA, urgency, system criticality and risk.
· Ensure major threats, repeated threats, high risk advisories and material control weaknesses are reported to the CTO where required.
· Ensure threat intelligence actions, records and other required evidence are maintained.



IT Department (ITD):
· Monitor and review threat information from approved internal and external sources.
· Assess whether a threat may affect SMSA systems, services, data, users, suppliers, or operations.
· Record threat intelligence where system based evidence is not available or not sufficient.
· Assign action owners where a threat requires action.
· Take or coordinate required actions such as patching, blocking, monitoring, investigation, configuration change, user awareness, supplier follow up, or incident escalation.
· Link threat intelligence to vulnerability management, patch management, incident management, risk management, change management, or supplier management where required.
· Maintain evidence required for audit, investigation and management review.

System Owners / Application Owners:
· Support ITD in assessing whether a threat may affect their systems, applications, services, or business processes.
· Support required actions such as testing, downtime approval, patching, configuration changes, or supplier follow up where applicable.
· Inform ITD of business impact where a threat may affect operations, customers, data, or service availability.

Procurement Department:
· Coordinate with ITD where supplier contracts, hosted services, cloud services, or outsourced systems require threat notification, security alert handling, or supplier action.
· Support supplier communication and contractual follow up where supplier threat evidence or remediation is required.

Third Parties / Vendors:
· Notify SMSA of known threats, advisories, vulnerabilities, breaches, service weaknesses, or security issues that may affect SMSA systems, services, data, or operations.
· Provide evidence of remediation or action when requested.
· Support SMSA during investigation, blocking, patching, configuration review, incident response, audit, or corrective action where applicable.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS risk assessment, internal audit, management review and document control activities are carried out as required.
· Support investigation of breaches or incidents where threat intelligence contributed to the identification, response, or closure of the case.
· Monitor corrective actions related to threat intelligence audit findings and incidents where required.

Department Heads:
· Ensure employees and contractors under their function report suspicious activity or potential threats to ITD.
· Support ITD where threat intelligence requires user communication, business action, system access, downtime, or process change.
· Ensure business users cooperate with ITD instructions related to threat response.

Employees and Contractors:
· Report suspicious emails, suspicious links, malware alerts, unusual system behavior, suspected data leakage, lost or stolen devices, or other potential security threats to ITD.
· Do not ignore, delete, forward, or act on suspicious messages or files without following ITD instructions.
· Comply with ITD instructions related to threat response, phishing reporting, user awareness and security controls.

CTO / Managing Director: Approval of any exception to this policy.

	Definitions
	Threat Intelligence: Information about known or emerging threats that may affect SMSA systems, data, users, suppliers, or operations.
Threat: A possible cause of harm to SMSA systems, data, services, operations, or information security.
Threat Source: A source that provides threat information. This may include monitoring tools, security tools, vendors, government advisories, suppliers, industry alerts, incident reports, or trusted security sources.
Indicator of Compromise: A sign that may show a system, account, email, device, or network may be affected by suspicious or malicious activity. Examples include suspicious IP address, domain, file hash, email sender, URL, or unusual login activity.
Strategic Threat Intelligence: High level threat information used for planning and management awareness, such as industry trends or major threat patterns.
Tactical Threat Intelligence: Threat information about attacker methods, tools, weaknesses, or attack techniques that may help SMSA improve controls.
Operational Threat Intelligence: Immediate or specific threat information that may require action, such as a phishing campaign, malware indicator, active vulnerability, suspicious IP, or vendor advisory.
Threat Intelligence Record: A record used to track threat information, assessment, required action, owner, status and closure evidence where system based evidence is not available or not sufficient.
SIEM (Security Information and Event Management system): A tool used to collect, monitor and review security logs and alerts from SMSA systems, networks, applications and security tools. SIEM helps ITD identify suspicious activity, security events, possible incidents and threat patterns for review and action.

	Guidelines
	1. Policy Statement

SMSA shall identify, review, assess and respond to relevant threat intelligence in a controlled manner. Threat intelligence shall be handled based on relevance to SMSA, system criticality, urgency, business impact and risk. Threat intelligence shall not be ignored where it may affect SMSA systems, services, data, users, suppliers, or business operations.

2. Threat Intelligence Sources

SMSA IT shall use approved and trusted sources to identify relevant threat information. Threat intelligence sources may include:

· Internal security monitoring tools.
· Email security alerts.
· Endpoint protection alerts.
· Firewall, network, or security system alerts.
· Vulnerability scanning tools.
· Vendor security advisories.
· Patch notifications.
· Cloud service notifications.
· Supplier notifications.
· Government or regulatory advisories.
· Industry security alerts.
· Trusted threat intelligence feeds or reports.
· Information from previous incidents.
· Internal audit findings.
· External assessment or penetration testing reports.
· User reports of suspicious emails or activity.

ITD shall review threat intelligence sources based on business need, system criticality and risk.




3. Threat Intelligence Review and Assessment

Threat intelligence shall be reviewed to confirm whether it is relevant to SMSA. The review shall consider, where applicable:

· Whether SMSA uses the affected system, software, service, supplier, or technology.
· Whether SMSA systems or users are exposed to the threat.
· Whether the threat is active or only advisory.
· Whether sensitive or critical data may be affected.
· Whether the threat affects critical systems or services.
· Whether a patch, workaround, block, configuration change, or user communication is required.
· Whether the threat should be handled as a vulnerability, incident, risk, change, or supplier issue.
· The possible business impact if no action is taken.

Where the threat is not relevant to SMSA, the decision may be recorded where required.
Where the threat is relevant, ITD shall define the required action, owner, target date and tracking method.

4. Threat Intelligence Classification

Threat intelligence may be classified based on urgency and impact.

	Classification
	Description
	Required Handling

	High
	A threat that is active, serious, affects critical systems, may cause data leakage, malware infection, unauthorized access, major disruption, or requires urgent action.
	Immediate review and action. Escalate to National IT Manager and CTO where required.

	Medium
	A threat that may affect SMSA systems or services but does not show confirmed active impact or immediate major risk.
	Review, assign action and track to closure.

	Low
	General threat information, awareness item, or advisory with no immediate impact to SMSA.
	Record or monitor where required. Action if relevance changes.



If there is doubt about the classification, ITD shall treat the threat at the higher level until assessment is completed.

5. Threat Intelligence Actions

Where threat intelligence is relevant to SMSA, ITD shall take or coordinate appropriate action. Actions may include:

· Blocking malicious IP addresses, domains, URLs, files, or senders.
· Updating email security rules.
· Updating firewall, proxy, endpoint, or security tool settings.
· Patching affected systems.
· Raising a vulnerability or patch management record.
· Raising an information security incident where compromise or suspected compromise is identified.
· Raising a change request where configuration or system change is required.
· Increasing monitoring for affected systems or users.
· Notifying affected users or departments.
· Coordinating with suppliers for hosted or managed systems.
· Recording or updating risk in the SMSA Risk Register where required.
· Communicating lessons learned or awareness guidance.

Actions shall be tracked until completed or formally accepted through the approved risk process.

6. Link to Vulnerability and Patch Management

Threat intelligence related to known vulnerabilities, missing patches, unsupported software, or active exploitation shall be reviewed under the Vulnerability and Patch Management process where applicable. Examples include:

· Vendor vulnerability advisories.
· Active exploitation alerts.
· Critical patch notifications.
· Security updates for SMSA systems.
· Threat intelligence showing that a weakness is being used by attackers.
· Supplier alerts affecting hosted or managed systems.

Where action is required, ITD shall record the related vulnerability, patch, ticket, change, supplier, or risk reference.

7. Link to Incident Management

If threat intelligence shows actual or suspected compromise, unauthorized access, malware, data leakage, phishing compromise, ransomware, service disruption, or suspicious activity affecting SMSA, the matter shall be handled under the Information Security Incident Management Policy. Examples include:

· Confirmed malware infection.
· Suspicious login with possible account compromise.
· Data leakage or unauthorized disclosure.
· Phishing email that led to credential entry or suspicious activity.
· Ransomware activity.
· Threat intelligence confirming active attack against SMSA systems.

Threat intelligence shall not delay incident escalation where immediate response is required.

8. Link to Risk Management

Threat intelligence related risks shall be recorded in the SMSA Risk Register where required. A risk shall be recorded where the threat may affect:
· Critical business operations.
· Confidentiality, integrity, or availability of SMSA information.
· System availability or performance.
· Customer service.
· Legal, regulatory, or contractual requirements.
· Security monitoring or incident response.
· Major operational, financial, or reputational impact.

The Threat Intelligence Record shall only include the Risk Register reference where applicable. It shall not duplicate the full risk assessment.

9. Supplier and Third Party Threat Intelligence

Where threat intelligence relates to supplier managed, hosted, cloud, or outsourced systems, ITD shall coordinate with the supplier where applicable. Supplier related threat actions may include:

· Requesting supplier confirmation whether SMSA is affected.
· Requesting patching or remediation evidence.
· Requesting incident confirmation where compromise is suspected.
· Requesting service or security report.
· Reviewing supplier security notification or advisory.
· Recording supplier action or evidence.
· Escalating unresolved supplier threats where required.

Supplier evidence may include supplier emails, tickets, reports, service updates, security advisories, audit evidence, or contract/SLA records.

10. Communication and Sharing

Relevant threat intelligence shall be communicated to the right stakeholders in a clear and timely manner. Stakeholders may include:

· ITD teams.
· National IT Manager.
· CTO.
· QRM.
· Legal where required.
· Department Heads where business action is required.
· Affected users where awareness or action is required.
· Suppliers where supplier action is required.

Threat intelligence shared outside SMSA must be approved by the National IT Manager or CTO where required. SMSA confidential information, customer information, employee information, system details, internal investigation details, or sensitive technical details shall not be shared externally unless approved and legally allowed.

11. Threat Intelligence Record

The Threat Intelligence Record shall be used where system generated reports, security monitoring tools, dashboards, tickets, alerts, supplier reports, or other approved evidence are not available or are not sufficient. The record may include:

· Reference number.
· Date received.
· Source.
· Threat summary.
· Affected system, service, supplier, or user group.
· Classification.
· Relevance to SMSA.
· Required action.
· Action owner.
· Target date.
· Status.
· Related ticket, vulnerability, patch, incident, change, supplier, or risk reference.
· Closure evidence.
· Remarks.

System generated reports, monitoring dashboards, security tool alerts, supplier reports, tickets and change records may be used instead of a manual record where they contain the required information. The Threat Intelligence Record shall not duplicate the IT ticketing system, incident register, vulnerability register, risk register, change records, or supplier reports. It shall only summarize or reference those records where required.

12. Records and Evidence

SMSA shall maintain records to prove that threat intelligence controls are implemented.
System generated reports, security monitoring tools, dashboards, alerts, tickets, incident records, vulnerability records, change records, supplier reports and risk records shall be used as the main audit evidence where available. Manual records are not required when the same information is already available from approved systems or tools.

If system based evidence, monitoring tools, dashboards, alerts, reports, tickets, or supplier records are not available, incomplete, or do not clearly show the required details, the approved Threat Intelligence Record shall be used. Records may include, where applicable:

· Threat intelligence alerts or advisories.
· Security monitoring dashboard.
· Email security alerts.
· Endpoint protection alerts.
· Firewall, proxy, SIEM, or network alerts.
· Vendor security advisories.
· Vulnerability or patch records.
· IT tickets or change requests.
· Information security incident records.
· Supplier notifications or reports.
· User awareness communication.
· Blocking or control update evidence.
· SMSA Risk Register records where threat risk is formally tracked.
· Threat Intelligence Record where system evidence is not available or not sufficient.
· Management review or compliance review records.
· Evidence of completed actions.

Records shall be retained as per SMSA document control and record retention requirements.

13. Review and Monitoring

ITD shall regularly review the threat intelligence process to confirm that:

· Relevant threat sources are monitored where applicable.
· Threats are reviewed for relevance to SMSA.
· Required actions are assigned and followed up.
· High risk threats are escalated where required.
· Threats linked to vulnerabilities, incidents, suppliers, changes, or risks are properly referenced.
· Evidence is maintained for audit.

Where monitoring tools are not available, ITD shall use available alerts, emails, supplier reports, tickets, screenshots, or the Threat Intelligence Record to show that threat intelligence was reviewed. Major threats, repeated threat activity, or threat risks affecting critical systems shall be reported to the National IT Manager and escalated to the CTO where required.

14. Review Period

The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant threat events, or major changes in SMSA systems or IT operations.

15. Enforcement

15.1 Policy Violation

Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:

· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

Examples of violations include:

· Ignoring relevant high risk threat alerts without action or approval.
· Failing to report suspicious activity or possible security threats.
· Sharing SMSA threat intelligence externally without approval.
· Failing to escalate confirmed or suspected incidents identified through threat intelligence.
· Closing threat related tickets or actions without proper evidence.
· Not following ITD instructions related to threat response.

15.2 Policy Waiver

Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include the reason, risk, temporary control, owner, expiry date and review date.

16. Related Documents

· Organization of Information Security Policy.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Vulnerability and Patch Management Policy.
· Change Management Procedure.
· Configuration Management Policy.
· Access Control Policy.
· Supplier Relationships Policy.
· IT Asset Inventory.
· SMSA Risk Register.
· Threat Intelligence Record.
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