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	Purpose
	The purpose of this Threat Intelligence Policy is to ensure that SMSA identifies, monitors, and responds to potential cybersecurity threats in a timely and efficient manner. This policy aims to protect the confidentiality, integrity, and availability of SMSA's information assets by proactively managing cybersecurity risks, in line with the guidance provided by ISO 27002.

	Reference No. 
	Annex A 5.7

	Scope
	This policy applies to all SMSA employees, contractors, and third-party vendors who have access to SMSA's information systems, networks, and data. It covers the processes and procedures for gathering, analysing, and utilizing threat intelligence to mitigate cybersecurity risks.

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Report any suspicious activities or potential threats to the Information Security Department.
Managing Director – Approval of any exceptions to the policy. 

	Definitions
	Threat Intelligence: The collection and analysis of information about existing or emerging threats to SMSA's information systems and operations.
Strategic Threat Intelligence: High-level information about the changing threat landscape, such as types of attackers or attacks. Example: Long-term planning. Reviewing industry trends in cyber threats and investing in better security for the future.
Tactical Threat Intelligence: Information about attacker methodologies, tools, and technologies. Example: Understanding attack methods. Learning how hackers exploit a specific vulnerability and fixing it to prevent future attacks.
Operational Threat Intelligence: Details about specific attacks, including technical indicators. Example: Immediate action. Spotting and blocking a phishing email right away to protect employees.
Indicators of Compromise (IoC): Observable data that identifies a potential security breach.
Information Assets: Data, information systems, and technology resources that SMSA relies on to conduct business.

	Guidelines
	1. Policy Statement
SMSA is committed to maintaining a robust threat intelligence capability to protect its information assets from cyber threats. This policy outlines the key processes and responsibilities related to the collection, analysis, and dissemination of threat intelligence within SMSA
2 Threat Intelligence Process
2.1 Collection
SMSA will gather threat intelligence from a variety of sources, including:
· Internal security monitoring tools.
· External threat intelligence feeds and reports from independent providers, government agencies, and collaborative threat intelligence groups.
· Industry-specific threat intelligence sharing communities.
· Information from previous incidents and experiences.
2.2 Analysis
· SMSA’s IT Department will analyze the collected threat intelligence across three layers – Strategic, tactical and operational threat intelligence 

· Threat intelligence will be assessed for relevance, insightfulness, contextual understanding, and actionability.
2.3 Dissemination
· Relevant threat intelligence will be communicated and shared by IT with QRM, and relevant business units, in a format that is understandable and actionable.
· SMSA will share threat intelligence with other organizations on a mutual basis to improve overall threat intelligence.
2.4 Response
· SMSA will implement appropriate measures to mitigate identified threats, including updating security controls, patching vulnerabilities, and enhancing monitoring activities.
· Threat intelligence will be integrated into SMSA’s information security risk management processes and technical preventive and detective controls (e.g., firewalls, intrusion detection systems, anti-malware solutions).
· Lessons learned from threat intelligence will be used to improve SMSA’s overall security posture and as input to security testing processes and techniques.
3. Threat Intelligence Activities
SMSA will undertake the following activities to ensure effective threat intelligence management:
· Establishing clear objectives for threat intelligence production.
· Identifying, vetting, and selecting appropriate internal and external information sources.
· Collecting, processing, and analyzing information from these sources to understand its relevance to SMSA.
· Communicating analyzed intelligence to relevant stakeholders in a timely and actionable manner.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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5.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
5.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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