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	Organization of Information Security Policy
Owner/ Department: ITD



	Purpose
	This policy aims to provide the basic framework for the implementation and operation of information security by defining its internal organization (e.g., roles, responsibilities, etc.), and through the consideration of organizational aspects of information security, like project management, use of mobile devices, and teleworking.

	Reference No. 
	Annex A 6

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Internal organization
1.1.1 Information security roles and responsibilities
· The Information Security Committee shall approve the Info. Sec Policies and any subsequent modifications.
· NATIONAL IT MANAGER shall approve Inf. Sec. Procedures and any subsequent modifications.
· Planning and Governance department under Information Security organization unit will be create ISMS polices and procedure.
· The Information Security Committee will enforce the Policies & Procedures within SMSA.
· NATIONAL IT MANAGER shall be responsible for advising the Information Security Committee for effecting changes to the Policy & Procedure documents. He shall also be responsible for conducting information security compliance reviews of all applications, information assets and IT processes in SMSA and provide review reports to Information Security Committee and higher management.
· Information Security Team shall assist the NATIONAL IT MANAGER for implementation of ISMS.
· All SMSA employees, Contractors, outsourced vendors/suppliers and other third parties of SMSA have the responsibility to comply with the policies.
· All employees covered by the ISMS are required to understand the scope of the ISMS.
· Information Security Unit shall identify, analyse and review all risks in all SMSA divisions, departments, technologies and IT operations.
· SMSA department heads shall be on the risks identified in their scope of work
· SMSA department heads shall be responsible about risk treatment plan implementation
1.1.2 Segregation of duties
· NATIONAL IT MANAGER shall make sure of having independent review as per standards by Info. Sec. Team.
·  Info. Sec. Members cannot audit which they were involved during implementation.
· NATIONAL IT MANAGER shall be responsible to assess the segregation of duties in IT functions and processes during the risk assessment activities.
· NATIONAL IT MANAGER shall assure that no single person has an access to SMSA IT assets without authorization.
· Information Security planning and governance department shall not conduct IT audits or formal review of ISMS.
· Information Security operation team shall not conduct IT audits of ISMS.
· Information Security Compliance department shall not do information security operations.
· Whenever segregation of duties is hard to achieve NATIONAL IT MANAGER has the rights to apply additional controls.
1.1.3 Contact with authorities
· NATIONAL IT MANAGER shall contacts with relevant authorities as per SMSA policies.
· NATIONAL IT MANAGER shall report hacking incident or major incident impacting critical services immediately to authorities or higher level management as per SMSA polices
1.1.4 Contact with special interest groups
· NATIONAL IT MANAGER shall set the directions and special interest groups to be contacted in order to increase the knowledge.
· NATIONAL IT MANAGER shall make sure to contact a specific set of special interest group which give early alerting of viruses, attacks, threats, vulnerabilities, new technologies, etc.
· SMSA employees and contractors shall contact with special interest groups as per SMSA policies.
· Information security employees shall keep the confidentiality while contacting with special interest group.
· NATIONAL IT MANAGER shall approve any data losing to special interest group as per SMSA polices, under any case Passwords, Real IP, Firewall configurations, source codes and other sensitive information shall not be communicated to special interest group.
1.1.5 Information security in project management
· Information Security shall be addressed in project management, regardless of the type of the project and integrated into SMSA project management process.
· Information security should be managed throughout the project management phases:
· Initiation
· Planning
· Execution
· Monitoring and Controlling
· Closing
· During Initiation Information security objectives associated with project should be clearly identified & documented in project initiation documents by projectSponsor and NATIONAL IT MANAGER.
· During Planning Information security risks, associated with project and its information security objectives should be clearly identified & documented by Project Manager (PM) who should conduct the high level risk assessment to identify the need of detailed risk assessment and request the Information Security to conduct detailed risk assessment.
· NATIONAL IT MANAGER shall assign Information Security team member to help project manager conducting the risk assessment and suggest appropriate risk mitigation controls.
· Identified risk mitigation controls should be considered for the planning of project.
· During the Execution Project Manager shall ensure that all identified risk mitigation controls included in project planning are being implemented during project execution. Exception in implementation of identified risk mitigation controls should be documented with justification. Exception should be approved by NATIONAL IT MANAGER.
· During Monitoring and Controlling Identified Information Security Objectives should be tracked & monitored along with project objectives by Project Manager and inform Information Security in case of new risks identified.
· Regular review should be conducted to ensure implementation of identified risk mitigation controls and their effectiveness by Information Security Team.
· Reviews should include the consideration for identification of new risk and appropriate mitigation controls.
· During Closing Project manager shall ensure that all identified information security objectives have been achieved. Exception on achievement of information security objectives should be documented and approved by NATIONAL IT MANAGER.
1.2 Mobile devices and teleworking
1.2.1 Mobile device policy
· All laptops, Mobiles and Mobile devices used by SMSA employees, Contractors or SMSA vendors to access SMSA IT information classified as confidential should be registered by Information Security and should have all information security controls implemented.
· All laptops required to get access to LAN should be registered and assessed for threats before giving access by Information Security and should be removed immediately after the assignment is terminated or based on notification from concerned departments.
· All mobile devices and data storage of confidential data should use multi factors authentications and data encryption tool.
· SMSA employees and contractors shall inform Information Security immediately in case of device was stolen or lost
· IT department to include directors and higher management Laptops in the backup plan
· Information Security shall review security controls on all Mobile devices periodically
· All Laptops and Mobile with access to SMSA LAN shall not be allowed to install any software by user and all S/W should be installed by IT team through helpdesk
· All Laptops and Mobile devices used to access SMSA confidential data or Access LAN shall not be passed to other users or disposed without Information Security approval
· All disposed mobile devices should be assessed by Information Security team for data breaches before approving it to be disposed
1.2.2 Teleworking
· Remote access to SMSA IT facilities shall be in minimal.
· Remote access approval shall be by NATIONAL IT MANAGER based on strong business justifications from department head.
· All laptops with remote access to SMSA IT servers shall have SMSA security controls reviewed and assessed by Information Security.
· All connections shall follow SMSA security policies and regulations.
· All connections shall be secured and encrypted.
· All activities to be logged.
· All remote access logs to be reviewed by Information Security team.
· All remote access to be removed immediately after having the work completed.
· All remote access to be reviewed weekly to check the need either to stop.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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