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	Purpose
	This policy defines the Information Security Management System (ISMS) roles, responsibilities, authority, and delegation within SMSA. It ensures clear accountability for the establishment, implementation, maintenance, and continual improvement of the ISMS in alignment with ISO/IEC 27001, ISO/IEC 27002 and ISO/IEC 27005. 

	Reference
	ISO/IEC 27001:2022 – Clause 5.3 Organizational roles, responsibilities and authorities.
ISO/IEC 27001:2022 – Clause 7.2 Competence.
ISO/IEC 27001:2022 – Clause 7.3 Awareness.
ISO/IEC 27001:2022 Annex A 5.2 – Information security roles and responsibilities.
ISO/IEC 27001:2022 Annex A 5.3 – Segregation of duties.

	Scope
	This policy applies to all SMSA employees, contractors, and third parties whose activities fall within the scope of the ISMS. It defines governance and information security responsibilities across applicable business and IT functions within approved ISMS scope.

	Policy Statement
	SMSA is committed to establishing and maintaining a structured governance framework for information security. Clear roles, responsibilities, and authorities shall be assigned and communicated to ensure effective ISMS implementation and continual improvement.

	ISMS Authority and Delegation
	The Chief Technology Officer (CTO) is the Authorized Authority for the ISMS and retains overall accountability for information security governance at SMSA.
The CTO has formally delegated operational authority for the implementation, maintenance management of the ISMS to the National Manager – Information Technology, who is appointed as the ISMS Management Representative (MR). Operational tasks may be delegated within ITD; however, accountability for ISMS effectiveness remains with the designated authority.
This delegation authorizes the ISMS Management Representative to coordinate ISMS activities, enforce ISMS requirements within IT, manage risks and incidents, report ISMS performance and represent SMSA during ISMS related audits and assessments. Strategic accountability and final approval authority remain with the CTO.

	ISMS Roles and Responsibilities
	1. Top Management Level
The CTO provides leadership and direction for the ISMS, approves ISMS policies and objectives, ensures alignment with business and regulatory requirements, provides adequate resources, supports risk-based decision making, reviews ISMS performance, and approves significant ISMS changes and acceptance of residual risks.
2. Middle Management / Supervisory Level
The National Manager – IT, as ISMS Management Representative, is responsible for implementing, maintaining, and continually improving the ISMS. This includes coordinating risk management activities, ensuring implementation of ISMS controls, monitoring compliance, managing incidents and non conformities, coordinating internal and external audits, and reporting ISMS performance and risks to the Authorized Authority.
IT managers, supervisors, and team leads are responsible for enforcing ISMS requirements within their areas of control, ensuring staff compliance, identifying and escalating information security risks and incidents, supporting audits and corrective actions, and ensuring information security is integrated into daily operations, projects and system changes.
3. Operational / Staff Level
IT staff and applicable vendors within the ISMS scope are responsible for complying with ISMS policies and procedures, protecting information assets under their control, following access control and operational security requirements, reporting information security incidents or weaknesses immediately, participating in ISMS awareness activities, and supporting audits and investigations when required.

	Segregation of Duties

	SMSA shall ensure that conflicting duties are appropriately separated to reduce the risk of fraud, misuse, or error. No individual shall have end-to-end control over critical processes without oversight. Detailed enforcement of segregation of duties is defined in the Access Control Policy and supporting procedures. Periodic review of privileged access and critical role assignments shall be conducted to maintain effective segregation.

	Reporting and Escalation
	Information security risks, incidents and non conformities shall be reported in accordance with the ISMS risk and incident management procedures. All personnel within the ISMS scope shall escalate significant information security issues to the IT National Manager (ISMS Management Representative), who shall escalate major matters to the CTO as required.

	General
	1. Relationship to Job Descriptions
Existing job descriptions define employees’ roles, duties, and operational responsibilities.
This policy does not replace or duplicate job descriptions. It defines and assigns Information Security and ISMS responsibilities applicable to roles within the ISMS scope.
Where job descriptions do not explicitly reference ISO/IEC 27001 or information security responsibilities, this policy shall apply for ISMS related responsibilities. Job descriptions may be updated progressively through the HR review cycle. This policy serves as the authoritative reference for ISMS governance responsibilities.
2. Awareness and Communication
This policy shall be communicated to all personnel within the ISMS scope. ISMS responsibilities shall be reinforced through awareness sessions, coaching, and internal communications. Records of communication and awareness activities will be retained as evidence.
3. Review and Control
This policy will be reviewed at planned intervals and updated as necessary to reflect changes in SMSA’s organizational structure, ISMS scope, or applicable standards and requirements. The document shall be approved, controlled, and retained in accordance with SMSA document control procedures.
4. Related Documents
· SMSA Information Security Policy.
· Scope of Information Security Management System (ISMS).
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Information Security Incident Response Plan.
· Access Control Policy.
· Statement of Applicability.
· SMSA Risk Register.
· Internal Audit records.
· Management Review records.
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