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	Physical & Environmental Security Policy
Owner/ Department: ITD



	Purpose
	This policy aims to prevent unauthorized access to physical areas, as well as to protect equipment and facilities that if compromised, by human or natural intervention, could affect information assets or business operations.

	Reference No. 
	Annex A 11

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by SMSA HQ or on behalf of SMSA HQ,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Secure areas
1.1.1 Physical security perimeter
· Physical Access Authorizations  to SMSA site is managed by security after having a formal request from department head in SMSA
· Role-Based Physical Access is the bases for giving access permission and access duration should be defined
· Identification is a main requirement to give access permission to SMSA sites
· For data centre and critical IT assets it is restricted  to have unescorted Access by IT resource
· Physical Access Control will be issued only based on a need approved by department head and IT employee should escort the IT facility visitors from outside SMSA
· Physical Access Logs should be maintained
· Access Control is restricted to all SMSA Transmission Medium such as Core switches, access switches, CCTV, communications room etc.
· There shall be a continuous monitoring of physical access using CCTV
· SMSA visitor  will be given a permission to allowed IT assets facilities only based on business need
Refer to Security Manual on GUIDE under Doc# 3116 for the following headings:
1.1.2 Physical entry controls
1.1.3 Securing offices, rooms and facilities
1.1.4 Protecting against external and environmental threats
· All SMSA IT assets should have physical protection against natural disasters, malicious attack or accidents should be designed and applied.
· SMSA data centre shall be equipped with these physical controls:
1. Smoke detectors
2. Fire suppressing system
3. Fire Alarm
4. Water detector
5. CCTV solutions
6. Environmental monitoring tool capable to send SMS and Email upon incident
7. USP
8. A/C with redundancy
· SMSA data centre door shall be made of built and fire-proof materials.
· If the above are not maintained, initiatives to implement this must be in place and communicated to the top management.
1.1.5 Working in secure areas
· SMSA employees and guests should only be aware of the existence of, or activities within, a secure area on a need-to-know basis.
· Unsupervised working in secure areas should be avoided both for safety reasons and to prevent opportunities for malicious activities.
· Vacant secure areas should be physically locked and periodically reviewed.
· Within SMSA premises Photographic, video, audio or other recording equipment, such as cameras in mobile devices, should not be allowed, unless authorized.
1.1.6 Delivery and loading areas
Refer to Security Manual on GUIDE under Doc# 3116.
1.2 Equipment
1.2.1 Equipment siting and protection
· All Servers to be located inside DC.
· All core switches to be located inside Datacenter or in locked place with A/C , Power Redundancy , Fire suppressing system.
·  All Access switches to be locked.
· All communication devices to be located in a secured location.
· All routers, firewall, critical infrastructure devices to be located inside DC or in a secured location with enough physical controls.
· All IT assets to work under conditions which will not damage the asset.
· All access to IT assets is restricted with justification and approval from asset owner.
· All Food and drinks are not allowed inside DC .
· Smoking is not allowed in IT working area.
· Environmental conditions inside DC to be monitored with SMS and Email sending feature.
· Motion detector to be installed inside DC.
· CCTV to be used to monitor all IT locations.
· Backup lighting system to be installed inside DC and Communication rooms.
1.2.2 Supporting utilities
· All DC assets to be protected against all hazards with physical controls such as (UPS, A/C, Fire suppressing system, Motion detector, Flood detectors  ...etc.)
· Capacity shall be assessed after expansion is planned.
· Periodical test of all supporting utilities shall be executed by IT.
· Alarm system to be installed in DC, Backup DC, Warehouse, Switching rooms and other critical locations.
1.2.3 Cabling security
· All cables shall be labelled
· Cables shall be grouped together in panels
· Cables shall be isolated from electric cables
· Lose connections and connecting two cables are not allowed
· CAT 6 or above and Fiber optics cables are used based on the distance and bandwidth.
· Servers to be connected in between and SAN storage with Fibber connections
· Communication cables shall be underground whenever it is possible
· All cables shall be terminated inside locked racks or network devices
· Whenever possible cables shall be isolated from electromagnetic fields
· Unauthorized device shall not be connected to network cables
· Cables shall be grouped in locked distribution rooms
1.2.4 Equipment maintenance
· All IT Data center assets should have a Preventive maintenance plan
· A maintenance report to be reported every 3 months to NATIONAL IT MANAGER and statistical data to be maintained and forwarded to QRM to be in the company database.
· Critical IT assets shall have SLA signed with vendors
· Trained cleaning resources shall be used to have deep cleaning of DC and escorted by IT employee.
· All maintenance operations to be logged and documented
· Prior maintenance notification shall be sent to user with downtime expected
· IT assets shall be inspected after maintenance and before starting the operation
1.2.5 Removal of assets
· All employees authorized and trained to remove assets from site shall be identified
· External parties shall not remove IT assets from site without assessment to impact by IT department and should be escorted by IT employee.
· Technical report shall be reported to IT head for all DC assets and core IT assets
· Fixed assets records shall be updated with the movement by IT function manager
· All assets removal shall be planned and impact of removal to be assessed
· IT critical service assets shall not be removed without having redundancy in place
· All removed assets shall be checked and inspected at check points and approved for removal out of SMSA site.
1.2.6 Security of equipment and assets off-premises
· [bookmark: _Toc521829169]IT assets shall not be kept in public places
· All IT assets to work as per the manufacturer instructions
· Whenever possible guidelines to use the equipment shall be printed beside the IT asset.
· IT assets shall be protected while transfer
· IT assets ownership to be defined clearly
· IT assets risk shall be identified, mitigated and documented in the risk document.
1.2.7 Secure disposal or reuse of equipment
· All servers’ hard desks to be damaged if server is disposed
· All data on portable devices shall be securely erased from device to be reused
· All passwords and accounts to be removed from servers, workstations and portable devices before disposal.
1.2.8 Unattended user equipment
· Log off automatically if not attended
· Terminate sessions after 15 minutes if not active on workstations and servers
· All unattended device to be protected with password
· CCTV shall be used to monitor untended IT assets where applicable.
· SMSA DC to be equipped with motion detector
1.2.9 Clear desk and clear screen policy
· Sensitive or critical business information, e.g. on paper or on electronic storage media, should be locked away (ideally in a safe or cabinet or other forms of security furniture) when not required, especially when the office is vacated.
· Computers should be left logged off or protected with a screen and keyboard locking mechanism controlled by a password, token or similar user authentication mechanism when unattended and should be protected by key locks, passwords or other controls when not in use.
· Unauthorized use of photocopiers and other reproduction technology (e.g. scanners, digital cameras) should be prevented.
· Media containing sensitive or classified information should be removed from printers immediately.
2. Review Period
The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
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3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.




Page 6 of 6	Uncontrolled copy if printed	 
		
image1.png
Express




