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	Purpose
	· SMSA attaches great importance to Information Security and intends to develop and implement a systematic approach to Information Security in the organization in a timely and cost-effective manner based on the global standard 
· ISO 27001:2013.SMSA vision is to enhance the IT security through a strong process driven approach which are supported with necessary policies and procedures based on industry best practices and control requirements recommended by ISO 27001:2013. 
· The purpose of this document is to set SMSA Information Security Management System (ISMS) scope.

	Scope
	[bookmark: _Toc531515478][bookmark: _Toc25144367][bookmark: _Toc75560901]1. Scope of SMSA ISMS
1.1 Scope Statement
· Our Information Security Management System (ISMS) applies to the control of our entire business, premises and resources within the Head office Located inside SMSA main site at Al-Dabab Street, Riyadh, KSA. Premises and resources out of the Head office are excluded from the ISMS scope. 
· Our ISMS is scoped to include all business processes conducted by the IT department at SMSA Express. All other business units are excluded from scope
· All Information Asset will be covered within the Scope.
· This includes IT Assets, located at the same site to Protect All SMSA intellectual properties.
· One Data centre will be included and located at the same site. 
· Our ISMS will protect the confidentiality, integrity and availability of SMSA Express customer data at all times while in KSA offices. This includes IT department, and SMSA Express Head office.  
· This integrated management system has been organized to comply with the following International Standard:
· ISO 9001: 2015.
· ISO 27001:2013
[bookmark: _Toc531515479][bookmark: _Toc25144368][bookmark: _Toc75560902]1.2 Locations in Scope
· SMSA IT Department, Head Office, Riyadh, Saudi Arabia.
[bookmark: _Toc531515480][bookmark: _Toc25144369][bookmark: _Toc75560903]1.3 Information Assets in Scope
· Information assets hosted at IT department at the location mentioned in Section above are covered under the scope of ISMS:
· Information Assets 
· People Assets
· Physical Assets 
· Service Assets 
· Software Assets
· SMSA intellectual properties.
[bookmark: _Toc531515481][bookmark: _Toc25144370][bookmark: _Toc75560904]1.4 Business Functions/Departments/Teams in Scope
· The Information Security Management System of SMSA applies to IT Operations comprising of the following: 
· Systems
· Networks
· Communications 
· Applications
· Databases
· Information Security 
· IT Assets 
[bookmark: _Toc531515482][bookmark: _Toc25144371][bookmark: _Toc75560905]1.5 Interfaces and Dependencies to ISMS Scope
· Business functions / departments / teams which are not defined: external organizations, vendors/suppliers, contracted companies, regulators and customers are outside the scope of ISMS; however, some of the services that may have an impact on the security and functioning of SMSA’s ISMS need to be protected as part of the ISMS scope. Interfaces and dependencies to SMSA’s ISMS scope are:
· Administration (including Physical Security)
· Human Resources 
· Legal & Compliance 
· External Vendors (Third-parties/Suppliers)
[bookmark: _Toc531515483][bookmark: _Toc25144372][bookmark: _Toc75560906]1.6 Exclusions from the Scope
· Areas excluded from scope are given below:
· All other activities outside the scope of IT Department and including IT Assets outside the mentioned location.
· All SMSA locations not mentioned above
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