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	Purpose
	The purpose of this document is to define the approved scope and boundary of SMSA’s Information Security Management System (ISMS), including the locations, services, information assets, functions, interfaces, dependencies and exclusions covered by the ISMS.

	Scope
	[bookmark: _Toc531515478][bookmark: _Toc25144367][bookmark: _Toc75560901]1. Scope of SMSA ISMS
1.1 Scope Statement
The Information Security Management System (ISMS) of SMSA Express applies to the provision, operation, and management of IT services delivered by the IT Department at the Head Office located at Al Dabab Street, Riyadh, Kingdom of Saudi Arabia.
The scope includes all information, systems, infrastructure, people, and processes used by the IT Department to deliver and support the following IT services for SMSA Express:
· Business email and teamwork tools (Outlook, Teams, shared calendars etc.)
· Core business and logistics applications
· Network and connectivity services (LAN, WAN, Internet, VPN)
· Identity and access management services
· Data hosting, storage, and backup services
· On premise data center services
· Cloud platforms and cloud backup environments
· Endpoint and user computing services
· Security monitoring and logging services
The ISMS applies to all information assets processed, stored, or transmitted by these services within the Head Office IT environment. Other SMSA business units and locations are not directly included in the ISMS scope. However, ITD managed systems, services, information assets and controls remain within scope where they are delivered, managed, hosted, or supported by Head Office ITD.
The ISMS is aligned with ISO/IEC 27001:2022 and is integrated with SMSA’s existing management system where applicable.
[bookmark: _Toc531515479][bookmark: _Toc25144368][bookmark: _Toc75560902]1.2 Locations in Scope
· SMSA IT Department, Head Office, Riyadh, Saudi Arabia
· On premise Data Center located within the Head Office site
[bookmark: _Toc531515480][bookmark: _Toc25144369][bookmark: _Toc75560903]1.3 Information Assets in Scope
Information assets hosted, processed, or managed by the IT Department at the locations defined above are covered under the ISMS scope, including:
· Information Assets (customer data, operational data, corporate records)
· People Assets (IT staff, administrators, contractors within scope)
· Physical Assets (servers, network devices, storage, data center facilities)
· Service Assets (IT services listed in Section 1.1)
· Software Assets (operating systems, applications, platforms)
· SMSA intellectual property
[bookmark: _Toc531515481][bookmark: _Toc25144370][bookmark: _Toc75560904]1.4 Business Functions/Departments/Teams in Scope
The ISMS of SMSA applies to IT Operations comprising the following functions:
· Systems and Infrastructure Management
· Network and Communications Management
· Applications and Database Management
· Information Security Operations
· IT Service Delivery and Support
· [bookmark: _Toc531515482][bookmark: _Toc25144371][bookmark: _Toc75560905]Data Center and Cloud Operations
1.5 Interfaces and Dependencies to ISMS Scope
Business functions, departments and external parties that are not within the ISMS scope include internal SMSA departments and external organizations, vendors, suppliers, regulators, and customers. However, services and relationships that may impact the security and functioning of the ISMS are managed through defined interfaces and controls. Key interfaces and dependencies include:
· Administration (including Physical Security)
· Human Resources
· Legal & Compliance
· External Vendors and Third Parties (e.g., cloud providers, software vendors, telecom providers)
· Quality & Risk Department
· Purchasing
· Finance
[bookmark: _Toc531515483][bookmark: _Toc25144372][bookmark: _Toc75560906]These interfaces are controlled through approved policies, procedures, contracts, service arrangements, access controls, supplier controls, incident reporting and risk management processes where applicable.
1.6 Exclusions from the Scope
The following are excluded from the ISMS scope:
· All business units other than the IT Department
· All SMSA locations other than the Head Office in Riyadh
· IT assets and services hosted exclusively at SMSA sites outside the Head Office
These exclusions do not remove the obligation to manage information security risks arising from interfaces with out of scope areas. Exclusions do not include ITD managed services used by out of scope locations where those services are managed, hosted, or controlled by Head Office ITD.
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