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	SMSA Information Security Policy
Owner/ Department: ITD



	Purpose
	The purpose of this policy is to define SMSA’s commitment to establishing, implementing, maintaining and continually improving an Information Security Management System (ISMS). This policy helps protect the confidentiality, integrity and availability of SMSA information, systems, services and information assets.
SMSA recognizes information as an important business asset and is committed to protecting it against:
· Unauthorized disclosure.
· Unauthorized or accidental change.
· Unauthorized or accidental destruction.
· Loss of access or service disruption.
SMSA is committed to:
· Meeting applicable legal, regulatory and contractual information security requirements.
· Managing information security risks using a structured risk based approach.
· Maintaining information security objectives.
· Communicating information security requirements to relevant employees, contractors, suppliers and interested parties where applicable.
· Continually improving the effectiveness of the ISMS.
The ISMS provides a structured framework to manage information security risks in support of SMSA’s operations, resilience and business objectives.

	Scope
	· The ISMS applies to information assets, systems, people and processes used by ITD at Head Office Riyadh to deliver and support in scope IT services.
· This includes Head Office ITD, the on premises data center, ITD managed cloud platforms, ITD managed information assets, ITD supported core systems, and employees, contractors and third parties who access, manage, support, or provide in scope IT services.
· Other SMSA business units and locations are not directly included in the ISMS scope. However, ITD managed systems, services, information assets and related controls remain within scope where they are delivered, managed, hosted, or supported by Head Office ITD.
· The detailed ISMS boundary, exclusions (if any), and applicability are defined in the approved ISMS Scope Document.

	Reference
	ISO/IEC 27001:2022 – Clause 5.2 Information security policy.
ISO/IEC 27001:2022 – Clause 6.1 Actions to address risks and opportunities.
ISO/IEC 27001:2022 – Clause 6.2 Information security objectives.
ISO/IEC 27001:2022 – Clause 7.3 Awareness.
ISO/IEC 27001:2022 – Clause 9.3 Management review.
ISO/IEC 27001:2022 – Clause 10 Improvement.

	Responsibilities
	Chief Technology Officer (CTO) is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA. Supporting procedures and forms shall define the detailed implementation requirements where required.
Chief Technology Officer (CTO):
· Establish strategic direction for information security.
· Approve this policy and major ISMS decisions.
· Ensure adequate resources are available for the ISMS where required.
· Oversee SMSA’s information security risk posture within the approved ISMS scope.
· Review significant information security risks escalated by the National IT Manager.
· Provide direction where major ISMS decisions require senior management support.

National IT Manager:
· Establish, implement, maintain and improve the ISMS within the approved ISMS scope.
· Ensure information security risks are identified, assessed, treated and reviewed.
· Maintain the Statement of Applicability.
· Monitor ISMS performance and report to the CTO where required.
· Coordinate ISMS internal audits and management reviews where required.
· Ensure corrective actions are followed up until closure.
· Coordinate and enforce ISMS requirements within the approved ISMS scope and related interfaces.
· Ensure ISMS records and evidence are maintained where applicable.

Managing Director (MD):
· Provide executive support for major ISMS decisions where required.
· Support acceptance of major residual risks where required by the approved risk management process.
· Approve ISMS exceptions and waivers where required.

Quality & Risk Management (QRM):
· Assure the integrity of approved ISMS policies and procedures with the existing management system.
· Ensure ISMS internal audit, management review and document control activities are carried out as required.
· Support risk assessment methodology consistency where applicable.
· Monitor corrective actions and closure effectiveness related to ISMS findings.
· Review ISMS effectiveness through internal audit or compliance review where applicable.
· QRM does not operate IT or security controls.
Department Heads:
· Ensure ISMS requirements are followed within their functions where applicable.
· Identify and protect information assets under their control where applicable.
· Support information security risk treatment actions assigned to their function.
· Report information security incidents, risks, weaknesses, or control failures where applicable.
· Ensure employees and contractors under their function follow approved information security requirements.

Employees, Contractors and Third Parties:
· Comply with approved ISMS policies and procedures.
· Protect SMSA information and information assets under their control.
· Use SMSA information, systems and services only for approved business purposes.
· Report information security incidents, weaknesses, risks, or suspicious activity without delay.
· Complete required information security awareness training where applicable.
· Follow access control, data handling and information security instructions issued by SMSA.

CTO / Managing Director: Approval of any exception to this policy where required.

	Guidelines
	1. Information Security Principles
SMSA’s information security is based on the following principles:
· Confidentiality: Information shall be accessible only to authorized individuals, systems, or processes.
· Integrity: Information shall be accurate, complete and protected against unauthorized or accidental modification or deletion.
· Availability: Information and information systems shall be available to authorized users when required to support business operations.
Information security risks, controls and decisions shall be evaluated based on their impact on confidentiality, integrity and availability.
2. Risk Based Information Security Management
SMSA shall manage information security using a structured risk based approach. Information security risks shall be:
· Identified based on assets, threats, vulnerabilities, incidents, audit findings, changes, supplier issues and other relevant sources.
· Assessed based on impact to confidentiality, integrity and availability.
· Treated using appropriate administrative, technical and physical controls.
· Accepted, reduced, transferred, or avoided based on defined risk criteria.
· Reviewed periodically and after major changes, incidents, audit findings, or control failures.
Risk management activities shall be performed in line with the approved Information Security Risk Management Procedure.
3. Legal, Regulatory and Contractual Compliance
· SMSA shall identify, document and comply with applicable legal, regulatory and contractual information security requirements.
· Compliance requirements shall be reviewed periodically where applicable.
· Evidence may include compliance registers, legal registers, contracts, supplier records, audit records, management review records, or other approved records.
4. Information Security Objectives
Information security objectives shall be established to support the ISMS and SMSA business needs. Information security objectives shall be:
· Established at planned intervals.
· Measurable where practical.
· Monitored and reviewed.
· Aligned with information security risks and business objectives.
· Reviewed during management review meetings where required.

Evidence of information security objectives, monitoring and review shall be maintained where applicable.
5. Information Security Awareness
SMSA shall ensure that relevant employees, contractors and third parties are aware of information security requirements where applicable. Awareness may include:
· ISMS policy awareness.
· Information security training.
· Incident reporting awareness.
· Access control responsibilities.
· Data handling requirements.
· Phishing or cyber awareness.
· Role specific awareness where required.

Evidence of awareness activities shall be maintained where applicable.
6. Incident Management
Information security incidents shall be:
· Reported without delay.
· Logged where required.
· Assessed and classified based on severity and impact.
· Investigated and resolved where applicable.
· Escalated based on approved requirements.
· Reviewed to identify root cause and corrective actions where required.

Information security incidents shall be managed in line with the approved Information Security Incident Management Policy and Information Security Incident Response Plan.
7. Monitoring, Review and Continual Improvement
The ISMS shall be monitored, reviewed and improved through planned activities. This may include:
· Internal audits.
· Management reviews.
· Risk reviews.
· Information security objective reviews.
· Compliance reviews.
· Incident reviews.
· Corrective actions.
· Supplier reviews.
· Control effectiveness reviews.
· Performance monitoring using approved metrics where applicable.

Continual improvement shall be based on audit results, incidents, risks, reviews, corrective actions, changes and management decisions.
8. Exceptions and Waivers
Any exception to ISMS requirements shall be formally documented and approved where required. The waiver shall include:
· Reason for the exception.
· Related risk.
· Justification.
· Temporary control where required.
· Owner.
· Expiry date.
· Review date.
· Approval record.

Unapproved exceptions are not permitted.
9. Records and Evidence
· SMSA shall maintain records to prove that the ISMS is implemented, maintained, monitored and improved where applicable.
· Approved registers, system records, tickets, audit records, management review records, risk records, objective records, training records, corrective action records and supplier records shall be used as the main audit evidence where available.
· Manual records are not required where approved system, register, ticket, report, or meeting evidence already contains the required information. Records may include, where applicable:
· Approved Information Security Policy.
· ISMS Scope Document.
· Statement of Applicability.
· ISMS Risk Register.
· Information security objectives.
· Compliance register or legal register.
· Internal audit records.
· Management review records.
· Corrective action records.
· Incident records.
· Awareness or training records.
· Supplier review records.
· Waiver or exception records.
· Evidence of continual improvement.
· Relevant approval records.
Records shall be retained as per SMSA document control and record retention requirements.
10. Review Period
The policy will be reviewed by the National IT Manager on an annual basis or as mandated by a major change in business, legal, regulatory, technology, security, ISMS scope, or other compliance requirements. The policy shall also be reviewed after major incidents, major audit findings, significant ISMS changes, major risk changes, or major changes in SMSA systems or IT operations.
11. Enforcement
11.1 Policy Violation
Violation of this policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by investigation, and may include, but is not limited to:
· Warning letter.
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, HR department and Legal department.

Examples of violations include:
· Ignoring approved ISMS requirements.
· Not reporting information security incidents or weaknesses.
· Misusing SMSA information or information assets.
· Sharing unauthorized information.
· Bypassing information security controls.
· Ignoring access control, data handling, or incident reporting requirements.
· Failing to complete required information security awareness where applicable.
· Closing ISMS related actions without evidence.

11.2 Policy Waiver
Any exception to this policy must be formally approved by the CTO / Managing Director and documented. The waiver must include:
· Reason for the exception.
· Related risk.
· Temporary control.
· Owner.
· Expiry date.
· Review date.

Unapproved exceptions are not permitted.
12. Related Documents
· ISMS Scope Document.
· Statement of Applicability.
· Information Security Risk Management Procedure.
· Information Security Incident Management Policy.
· Information Security Incident Response Plan.
· Access Control Policy.
· Asset Management Policy.
· Supplier Relationships Policy.
· Communication Policy.
· IT Continuity Policy.
· Backup Policy.
· Use of Cloud Services Policy.
· Vulnerability and Patch Management Policy.
· Change Management Procedure.
· SMSA Risk Register.
· ISMS Objectives.
· Compliance Register / Legal Register where applicable.
· Internal Audit records.
· Management Review records.
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