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	SMSA Cyber Security Policy
Owner/ Department: ITD



	Purpose
	The confidentiality, integrity and availability of information, in all its forms, are critical to the on-going functioning and to meet the IT governance objectives in SMSA. SMSA has implemented Information Security Tools, Technology and Systems to on top of all IT services being provided to internal and external customers. The level of dependence upon information systems for both routine business operations as also the development and delivery of new services is on the rise. It is essential for SMSA’s continued successful operation that the Confidentiality, Integrity and Availability of its information systems and associated data are maintained, in a cost-effective manner and at a level that is appropriate to its business. The need for such protection arises because Information systems are potentially vulnerable to two main categories of unwanted events, or threats. These are accidental threats (human error/equipment failure/ hazards) and/or malicious threats (fraud/ theft). There is also the threat of legal action if information systems are misused, which SMSA and its employees should be aware of.
SMSA Information Security Policy is aimed at enhancement of its ability to collect, store, process and transmit information electronically. Information and information Systems are vital assets in the pursuit of business objectives, and it is important that information is managed with regard to:
· Confidentiality	(C): Information is accessible only to those authorized to have access
· Integrity (I): Accuracy and completeness of information
· Availability (A): Authorized users only can access information and IT assets.
SMSA must, therefore, ensure that appropriate levels of information security are maintained, to assure the confidentiality, integrity and availability of information Systems at all times to achieve the following:
· To assure management commitment and directives for Information Security.
· To establish a general approach to information security
· To help SMSA develop a framework to manage Information security

	Scope
	This policy is applicable to:
· All IT supported business processes and IT operations,
· Information assets hosted by or on behalf of SMSA,
· Employees of SMSA and,
· Third parties supporting IT operations

	Responsibilities
	The ITD National Manager is constituted to approve the Policies for implementation. The policies will be supported by procedures, which detail the technology specific requirements and implementation process for complying with the policies. 
MANAGING DIRECTOR is the highest level for Information Security governance and shall be responsible for evaluation, direction and oversight of Information Security compliance at SMSA.
National IT Manager – 
· Approve the Policies and any subsequent modifications.
· Advising for effecting changes to the Policy & Procedures documents
· Conducting information security compliance reviews of all applications, information assets & processes in SMSA
· Granting and removing of access rights
· Segregation of roles and responsibilities of employees in Info. Sec. department
· Report compliance audit result to Info. Sec. Committee.
Quality & Risk Department – 
· Assure the integrity of the approved ISMS policies and procedures with the existing QMS.
· Ensure risk assessment with respect to ISMS is conducted regularly.
· Ensure that ISMS internal audits are carried as per the internal audit plan and management review meetings will cover ISMS.
· Ensure that regular review of ISMS documents are carried as per the document control procedure.
· Investigation of breaches, reporting and recommendation of findings.
Department Heads – 
· Implementing and enforcing the relevant portions of the policies within their functions.
Employees & Contractors – Comply to policies
Managing Director – Approval of any exceptions to the policy. 

	Guidelines
	1. Policy Statement
1.1 Management direction for information security (5.1)
1.1.1 Policies for information (5.1.1)
· Data, Information and information systems shall be made available to authorized users as per the business needs and used in an effective manner to promote SMSA’s mission and strategy.
· Information security objectives shall be established to ensure that they are compatible with this information security policy and the strategic direction of the Company.
· All SMSA’s information assets including information, intellectual property and information systems shall be adequately and consistently protected from damage, inappropriate alteration, loss, and unauthorized use or access. The level of protection shall be commensurate with the sensitivity of information.
· All information security related regulatory and statutory requirements pertaining to information collection, storage, processing, transmission and Disclosure that are applicable to SMSA, shall be met. 
· The importance of effective information security management and of conforming to the information security management system requirements shall be communicated.
· A level of awareness on information security shall be created, as part of the day-to-day operations of SMSA, and it shall be ensured that all employees and third party personnel understand their responsibilities for maintaining information security.
· Tools and Resources needed for the information security management system shall be made available.
· Detailed information security policies and procedures document shall be created based on this policy and compliance against such policies and procedures shall be ensured.
· Top management shall ensure that the information security management system achieves its intended outcome(s). 
· All SMSA designated persons shall be directed and supported to contribute to the effectiveness of the information security management system.
· Relevant management roles shall be supported in order to demonstrate their leadership as it applies to their areas of responsibility.
· A mechanism for continual process of review and improvement shall be followed.
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The policy will be reviewed by the NATIONAL IT MANAGER on an annual basis or as mandated by a major change in the business, legal, regulatory or other compliance requirements.
[bookmark: _Toc435609883][bookmark: _Toc521829170]3. Enforcement
1 [bookmark: _Toc435797706][bookmark: _Toc435949877][bookmark: _Toc435950387][bookmark: _Toc435954487][bookmark: _Toc520924090][bookmark: _Toc520973998][bookmark: _Toc520976643][bookmark: _Toc521402576][bookmark: _Toc521829171]
2 [bookmark: _Toc521829172]
3 [bookmark: _Toc521829173]
4 [bookmark: _Toc521829174]
5 [bookmark: _Toc521829175]
6 [bookmark: _Toc521829176]
3.1 Policy Violation
Violation of the policy shall result in corrective action as per DVD. Disciplinary action shall be consistent with the severity of the incident, as determined by the investigation, and may include, but not limited to 
· Warning letter
· Removal of access privileges to information assets.
· Termination of employment or contract.
· Other actions deemed appropriate by management, QRM, HR department and Legal department.
3.2 Policy Waiver
Any exception to this policy has to be formally approved by the Managing Director and documented.
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